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Most (k, n) threshold quantum secret sharing protocols are fully quantum. The
message receivers must be equipped with complex quantum devices so as to
prepare various quantum resources and perform complex quantum operations,
which may affect the practice of these protocols. On the other hand, the qubit
efficiency of most (k, n) threshold quantum secret sharing protocols is not
more than 1/2. To simplify the (k, n) threshold quantum secret sharing protocol
and improve its practice and qubit efficiency, a new (k, n) threshold secret
sharing protocol with semi-quantumproperties is proposed. In this protocol, the
dealer prepares decoy particles and sends them to the receivers. The receivers
insert particles carrying secret information along with Z-basis decoy particles
into the received particle sequence to generate mixed-particle sequences,
which are returned to the dealer. The dealer measures the received particle
sequences to check for eavesdropping and establishes shared secret keys with
the receivers. With the shared secret keys, the dealer distributes the secret
pieces among the receivers using Shamir’s secret sharing scheme. Multiple
secret messages can be recovered by k or more receivers. The qubit efficiency
of our protocol is k/n. For an (n, n) threshold protocol, the qubit efficiency
would be 100%. The proposed scheme is based on single particles without using
any entangled system. Therefore, its quantum resources are relatively easy to
prepare. Receivers must only prepare simple Z-basis qubits. Its semi-quantum
properties enhance practice implementation. The proposed protocol has robust
security against various types of attacks, including eavesdropping, internal, and
collusion attacks. Furthermore, it can resist the unitary attack, which is seldom
analyzed in other protocols.

KEYWORDS

security, secret sharing protocol, (k, n) threshold, semi-quantum properties, multi-
secret messages

1 Introduction

Quantum secret sharing is a critical research area in quantum cryptography. A quantum
secret sharing protocol allows the secret holder to divide a secret into multiple shares
and distribute them among receivers. Only through collaborative computation can the
participants reconstruct the original secret.

Typically, the security of the quantum secret sharing protocol [1] (QSSP) hinges
on fundamental principles of quantum mechanics. For instance, the non-orthogonality
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of quantum states used in these protocols ensures that an
attacker cannot accurately measure transmitted particles without
introducing detectable disturbances. Consequently, the attacker
cannot obtain useful information about the secret pieces from
the measurement results. Moreover, an attacker’s invalid operation
on the transmitted particles can be detected using eavesdropping
check technologies. Therefore, the quantum secret sharing protocol
has better merits in protecting the shared secret against quantum
attackers.

Since Hillery [1] proposed the concept of QSSP, numerous
QSSPs have been proposed [2–33]. Early works primarily focused on
two-party secret sharing [2–14, 33].The protocol in [15] was a (k, n)
threshold one, allowing k of n participants to reconstruct the secret
by cooperative operations, where n ≥ k > n/2. In [16], subsequent
advancements eliminated the need for a third party to achieve
the threshold property, enhancing protocol to be more flexible.
The QSSPs in [17–19] support multi-receiver secret sharing and
analyze various attack vectors to ensure robust security. However,
most of these methods are static QSSPs. In these protocols, the
identities of participants were predefined. Most of them did not
consider adding or removing the participants. To make QSSPs
more flexible, some novel dynamic QSSPs(DQSSPs) were proposed
[20–32]. Li [20] proposed the (k, n) threshold DQSSP based on the
d-dimensional Greenberg–Horn–Zehlinger (GHZ) state. In their
protocol, participants could be dynamically added and removed.
Furthermore, any k receivers could recover the holder’s secret. The
DQSSP in [21] realized secret distribution by one-time sharing
of messages and qubits. Additionally, in [21], the receivers only
applied X-basismeasurements, which could improve the practicality
of the protocol. In [22], not only could the receivers dynamically
leave or join the protocol, but the active partners from different
hierarchical levels could also reconstruct the same secret. Li [23]
proposed the DQSSP based on the Chinese Remainder Theorem
andGHZ states. In their protocol, the participants were dynamically
updated without alerting them of the shared secret, which could
greatly improve the computational efficiency of the protocol. In
[24], a (k, n) threshold DQSSP with weights was proposed. This
scheme can realize the update of the partners with the help of a
third partywithout changing the secret pieces.Moreover, the scheme
enables participants with different authorities to share the same
secret. You [25] presented DQSSP based on a single particle. In their
scheme, when a new partner joined the protocol, verifying the secret
pieces was unnecessary. This makes their scheme more practical
and efficient. In [26], based on linear-feedback shift register (LFSR)
sequences and Pauli operators, a novel (k, n) threshold DQSSP
was proposed. In this protocol, Bell states were used as quantum
resources. The distributor determined the secret, and the update
of the participants could be realized without the cooperation of
other participants. Tian [27] realized multi-participant to multi-
participant secret sharing, which had enhanced security against
various eavesdropping attacks. Some other DQSSPs have also
been proposed to realize certain special properties or improve the
communication efficiency of protocols [28–32]. Gong [34] devised
a one-way quantumprivate comparison protocol that facilitates one-
way transmission between third party (TP) and classical participants
in quantum communication. Zhou [35] proposed an innovative
protocol that can make size comparisons by exploiting more

manageable two-dimensional Bell states and significantly enhanced
its feasibility with current quantum technologies.

The analysis above shows that most of the QSSPs were full
quantum protocols, in which all users were assumed to be able to
apply various unitary operations and generate complex quantum
resources. To make the QSSP more practicable, Boyer [36] showed
how to simplify the quantum operations of users in a quantum
protocol.They introduced the “classical participant” in the quantum
protocol so that communicators could achieve communication goals
without performing complex quantum operations. In particular,
in the semi-quantum protocol, a classical participant must only
apply a simple measurement with Z-basis, prepare Z-basis qubits,
and rearrange and reflect the particles. Without complex quantum
operations and quantum technologies, the semi-quantum protocol
is more practical than the full quantum protocol. The semi-QSSP in
[37] is based on the idea of quantum key distribution technologies
and GHZ-like states. Using Bell states as quantum resources, Gao
[38] proposed a novel semi-QSSP in which the receivers only
reordered the qubits. The semi-QSSPs in [33, 39, 40] used single
particles as quantum resources, which could further improve the
practice of semi-QSSP. Zhou [41] simplified the private comparison
protocol by using the semi-quantum technology. In the semi-
quantum private comparison protocol of [41], the size relation
between two classical participants’ secrets could be compared
with each other in a one-time execution without disclosing the
secrets. Wang [42, 43] proposed two kinds of semi-quantum private
comparison protocols so that the consumption of quantum devices
could be reduced and the qubit efficiency could also be improved.
Zhou [44] proposed a novel measurement-free mediated semi-
quantum key distribution protocol based on single-particle states
to simplify the third party’s role to solely generating qubits in X-
basis and conducting Bell measurements. Gong [45] proposed a
new semi-quantum private comparison protocol that enables two
classical users to securely compare the equality of their private
information with the aid of a semi-honest third party, which does
not need to measure and prepare any quantum state. Other semi-
QSSPs have also been proposed as well so as to improve the security
and efficiency of protocols [46–49].

Although various QSSPs have been proposed, only a few
(k, n) threshold QSSPs with semi-quantum properties have been
proposed. A (k, n) threshold QSSP with semi-quantum properties
should satisfy the following requirements. First, it should be secure
against quantum adversary attacks. Second, it should have the (k,
n) threshold property such that any k or more participants in the
receivers can efficiently recover the secret. Third, it should possess
semi-quantum properties. Recently, Zhou [50] presented a (t, n)-
threshold semi-QSSP that could efficiently achieve the secret sharing
goal. Unfortunately, according to our security analysis, it lacks
security against unitary attacks. (In the Supplementary Appendix,
we show the unitary attack on the protocol in [50]. For more details,
please refer to the Supplementary Appendix.)

In this paper, a new (k, n) threshold QSSP with semi-quantum
properties is proposed. Compared with the similar schemes, the
contributions of this work are as follows.

(1) The proposed protocol overcomes the security drawback of the
threshold protocol in [50], and it can resist various attacks,
including the unitary attack.
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(2) Most of the existing (k, n) threshold QSSPs are full quantum
ones, in which the receivers must perform various complex
quantum operations, while the proposed one is a semi-
quantum (k, n) threshold protocol. In the proposed protocol,
all the receivers are classical participants, and they only need
to perform a simple operation, such as preparing qubits
|0⟩ and |1⟩.

(3) Most of the existing (k, n) threshold QSSPs are based onmulti-
entangled particles, while the proposed protocol is based on
the simple single qubits such as |0⟩, |1⟩, |+⟩ and |−⟩, which are
relatively easier to prepare.

(4) Most of the existing (k, n) threshold QSSPs can only recover
one secret message at one time, and their qubit efficiency is
not more than 1/2. In the proposed protocol, the receivers
can recover k secret messages at one time. Therefore, its qubit
efficiency is k/n.Then, the qubit of its (n, n) threshold version
can be 100%.

The remainder of this paper is organized as follows. In the
next section, we propose a (k, n) threshold QSSPs with semi-
quantum properties. The security analysis is presented in Section 3.
In Section 4, comparisons are presented. In Section 5, the quantum
circuit simulation of the protocol is presented. Finally, conclusions
are presented in the last section.

2 Methods

Let Trent be the secret distributor who is a quantum party. He
distributes his secret messages a0, a1, … , ak-1∈Zp among n classical
receivers Tom1, Tom2, … , Tomn, where p is a prime number, and
1 < n < p. The protocol’s goal is that Trent securely distributes all
his secret messages among the n receivers such that k or more of
their partners may securely reconstruct all the secret messages at
one time, even if the attacker performs eavesdropping attacks and
unitary attacks on the quantum channels. Assume that the bit length
of all the data a0, a1, … , ak-1, p is l.

The protocol includes two phases: distributing multi-secret
messages and recovering multi-secret messages.

2.1 The phase of distributing multi-secret
messages

In this phase, Trent and all Tomi perform the following steps.
D-Step 1. Trent sets his polynomial

f(x) = a0 + a1x+ a2x
2 +⋯+ ak−1x

k−1(modp), (1)

where a0, a1, …, ak-1 are the secret messages to be split. Then, he
calculates f (i) for each i = 1, 2, …, n. Let bi denote the binary
repression of f (i), whose bit length is l as well.

D-Step 2. Trent generates the decoy particle sequence Di, in
which the state of each particle is randomly chosen from the set {|+⟩,
|−⟩}. Then, he sends Di to Tomi. This step is performed for i = 1, 2,
…, n.

D-Step 3. Tomi randomly creates a binary string ti, whose bit
length is l. Then, he encodes ti into the particle sequence T i with
state |ti⟩ according to the following rules: If the bit is 0, it is encoded

FIGURE 1
Preparation and processing processes of quantum states.

as the particle with state |0⟩; If the bit is 1, it is encoded as the particle
with state |1⟩. For example, if l = 6 and ti = 101001, the state of
the particle sequence T i is |ti⟩ = |101001⟩. On the other hand, he
randomly creates the decoy particle sequence Bi, in which the state
of each particle is randomly chosen from the set {|0⟩, |1⟩}. When
Tomi obtains Di from Trent, he mixes the particles in T i, Bi, and Di
and rearranges them with delay lines, forming a new sequence Gi.
Then, Tomi sends Gi to Trent. This step is performed for i = 1, 2, …,
n.

D-Step 4. This is the eavesdropping step. When Trent gets Gi,
Tomi publishes the original position of each particle of Bi, Di, and
T i mixed in Gi. Trent measures sequence Di in the X-basis and
compares the state of Di with its initial state. If the error rate of
the measurement results is more than the predefined threshold,
the protocol is aborted. Trent also measures the sequence Bi in
the Z-basis and declares the measurement results. Tomi compares
the published measurement results with the original states of the
particles in Bi. If the error rate of the comparison is greater than the
predefined threshold, the protocol is aborted.This step is performed
for i = 1, 2, …, n.

D-Step 5. Trent measures each particle in T i in the Z-basis and
obtains the measurement result ti. Then, he calculates ci = bi⊕ti and
announces the result ci. According to the announced ci, each Tomi
can obtain bi by calculating bi = ci⊕ti. This step is performed for i =
1, 2, …, n.

In Figure 1, taking l = 6 as an example, the preparation and
processing procedures of the quantum states in the protocol are
presented in detail.

2.2 The phase of recovering the
multi-secret messages

In the proposed protocol, if the attacker does not disturb the
quantum channels, each Tomi can obtain f (i) from the binary bi.
Therefore, by the Lagrange interpolation [51], any k receivers Tomi1 ,
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FIGURE 2
Diagram of the (k, n) threshold QSSP with semi-quantum properties.

Tomi2 ,…, Tomik can corporately recover the first secret message:

a0 = f(0) =
k

∑
r=1

f(ir)
k

∏
t = 1
r ≠ t

−it
ir − it
(modp). (2)

According to Equation 1, it follows that

f1(x) = ( f(x) − a0)x
−1 = a1 + a2x+⋯+ ak−1xk−2(modp). (3)

Therefore, with the help of a0, each Tomij (j = 1, 2, … , k) can get
f1 (ij) by calculating

f1(ij) = ( f(ij) − a0)ij
−1modp. (4)

Using Equations 2–4, the cooperators can recover the second
secret message.

a1 = f1(0) =
k−1

∑
r=1

f1(ir)
k−1

∏
t = 1
r ≠ t

−it
ir − it

modp. (5)

By the similar idea of Equations 2–5, the cooperators can
gradually reduce the degree of the polynomial fi(x) and get fi+1(x)
(i = 1, 2, …, k-2) and recover the other secret messages a2, a3, …,
ak-1.

Figure 2 shows the diagram of the proposed (k, n) threshold
QSSP with semi-quantum properties.

3 Security analysis

Usually, an attacker tries to eavesdrop on quantum channels to
obtain some useful information. The attacker may also attempt to
disturb the quantum channel by performing a unitary operation
to break the protocol without being detected. In this section, first,
the eavesdropping and Trojan horse attacks are analyzed. Then, the
internal attack and collusion attack are analyzed. Finally, the unitary
attack on the quantum channel is analyzed.

3.1 Eavesdropping attacks

There are three types of eavesdropping attacks.
The first type is known as a measuring attack. During this

attack, the attacker intercepts the sender’s quantum sequence and
measures it to obtain information about the transmitted secret
piece. Subsequently, the attacker resends the measured quantum
sequence to the receiver. In our protocol, the attacker may intercept
the sequence Di and measure it. However, the attacker gains no
information because Di carries no message about the secret piece.
The attacker tries to intercept the sequence Gi and measure it.
However, Gi includes decoy sequences Di and Bi. The attacker does
not know which measurement basis to use to measure each decoy
particle in Gi. Assume the original decoy state is |+⟩. If the attacker
uses the correct basis to make a measurement, his action cannot
be detected. If he measures |+⟩ with Z-basis, the decoy state will
collapse into |0⟩ or |1⟩. In this case, Trent can detect that the decoy
state has been disturbed by the attacker with a probability of 1/2.
Similarly, assume the original decoy state is |0⟩. If the attacker uses
the correct basis to make a measurement, his action cannot be
detected. However, if he measures |0⟩ with X-basis, the decoy state
is changed into |+⟩ or |−⟩. In this case, Tomi can find that the decoy
state is disturbed by the attacker with probability 1/2. Therefore, the
attacker’s measuring attack can be found out with probability

p = 1−(1
2
+ 1
2
× 1
2
)
α
= 1−(3

4
)
α
→ 1(α→∞), (6)

where α is the number of the decoy particles in Gi.
The second attack is a faking attack. During this attack, the

attacker intercepts the sender’s quantum sequence. Then, he fakes
a new quantum sequence and sends it to the receivers so that he
can break the protocol without being detected. For our protocol, the
attacker may intercept the sequence Gi, fake a new G′i , and send
it to Trent. However, the attacker does know the correct state of
each decoy particle in mixed sequence Gi. For example, suppose the
correct decoy state should be |0⟩. If the attacker happens to fake the
decoy state |0⟩, he can luckily pass the eavesdropping check. If his
faked state is |1⟩, the attacker’s forgery will be discovered. If his faked
state is |+⟩ or |−⟩, his disturbance can be found with probability
1/2. Therefore, the attacker’s faking attack can be found out with
probability

p = 1−(1
4
× 1+ 1

4
× 0+ 1

4
× 1
2
× 2)

α
= 1− 1

2α
→ 1(α→∞), (7)

where α is the number of the decoy states used in Gi. Therefore,
as elucidated by Equations 6, 7, it is infeasible for the attacker to
steal useful information buy the measuring attack and faking attack
without being caught during the eavesdropping inspection.

The third attack is an entanglement attack. In this attack, the
attacker makes the transmitted quantum particle entangle with his
own auxiliary particle by applying some unitary operation on them
so that he can obtain some information on the secret by measuring
the auxiliary particle. For our protocol, when some particle x with
state |x⟩ is sent from Tomi to Trent, the attacker makes x entangle
with his own auxiliary particle y with state |y⟩ by applying some
unitary operation V on them. Suppose

{
{
{

V|0〉x|y〉 = v00|0〉x|y00〉 + v01|1〉x|y01〉

V|1〉x|y〉 = v10|0〉x|y10〉 + v11|1〉x |y11〉
, (8)
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where the index “x” denotes the transmitted particle x. Note the
entanglement attack should not change the state of the decoy |0⟩ or
|1⟩, or it could be detected by the partners during the eavesdropping
inspection. Therefore, Equation 8 folllows.

{
{
{

V|0〉x|y〉 = |0〉x|y00〉

V|1〉x|y〉 = |1〉x|y11〉
. (9)

Equation 9 follows.

{{
{{
{

V|+〉x|y〉 =
1
2
|+〉x(|y00〉 + |y11〉) +

1
2
|−〉x(|y00〉 − |y11〉)

V|−〉x|y〉 =
1
2
|+〉x(|y00〉 − |y11〉) +

1
2
|−〉x(|y00 〉 + |y11〉)

. (10)

However, the entanglement attack should not change the state of
the decoy state |+⟩ or |−⟩, or it could be detected by Trent during the
eavesdropping inspection. Therefore, Equation 10 follows.

{{
{{
{

V|+〉x|y〉 =
1
2
|+〉x(|y00〉 + |y11〉)

V|−〉x|y〉 =
1
2
|−〉x(|y00〉 + |y11〉)

, (11)

which means

|y00〉 = |y11〉. (12)

Therefore, from Equations 9–12, it can be inferred

{{{{{{{
{{{{{{{
{

V|0〉x|y〉 = |0〉x|y00〉

V|1〉x|y〉 = |1〉x|y00〉

V|+〉x|y〉 = |+〉x|y00〉

V|−〉x|y〉 = |−〉x|y00〉

. (13)

Equation 13 means that the attacker has no advantage in
guessingwhich state is transmitted fromTomi to Trent bymeasuring
his own auxiliary particle y.Therefore, it is infeasible for the attacker
to steal useful information by the entanglement attack without being
caught during the eavesdropping inspection.

3.2 Trojan horse attack

A secure quantum protocol should be resilient against a Trojan
horse attack. In this attack, the attacker attaches some invisible
photons to the transmitted particles and inserts some delay photons
into the quantum channel between Trent and Tomi so as to steal
some information about the order of the transmitted particles and
the secret key. For this kind of attack, participants can deploy a
wavelength filter and a photon number splitter on the quantum
channel to detect the Trojan horse attack [52–54].

3.3 Internal attack

An internal partner may be an attacker. Suppose Tomi is the
internal attacker. He tries to eavesdrop on the channel between
Trent and Tomj (i ≠ j) to obtain some information about the
piece bj. However, according to the analysis in Section 3.1, Tomi’s
eavesdropping efforts will be detected due to the use of decoy
particles for eavesdropping inspection in our protocol.

3.4 Collusion attack

In this kind of attack, t (t < k) malicious receivers, such as
Tom1, Tom2, …, and Tomt , may collude and try to recover Trent’s
secret without the cooperation of the other receivers. However,
according to the threshold property of Shamir’s secret sharing
technology, only k or more secret pieces can recover all the secret
messages. Therefore, the colluded attackers must eavesdrop on the
quantum channels between Trent and the other participants so as to
obtain some other secret pieces. However, according to the security
analysis in Sections 3.1–3.2, their eavesdroppingwill be detected due
to the use of decoy particles for eavesdropping inspection in our
protocol. Therefore, the proposed protocol can resist the collusion
attack as well.

3.5 Unitary attack

For the unitary attack, the attacker may try to
apply some unitary attack (such as a NOT gate
discussed in the Supplementary Appendix) to the quantum channel
to disrupt the protocol without being detected by the participants
during the eavesdropping check phase.

This kind of attack can usually be applied to the semi-quantum
protocol. In particular, when a sender with full quantum ability
sends a quantum sequencemixed with decoy particles selected from
the set {|0⟩, |1⟩, |+⟩, |−⟩} to a classical participant, the attacker
may perform some unitary operations on the quantum sequence
so that the information transmitted by the quantum sequence is
changed. Because the classical receiver has no ability to measure
the decoy particles selected from the set {|0⟩, |1⟩, |+⟩, |−⟩}, he (she)
cannot efficiently check eavesdropping. Then, when the classical
receiver measures some qubits of the received quantum sequence
with a Z-basis, he (she) may get some wrong information from
the measurements. When the classical receiver returns the quantum
sequence to the sender, the attacker may perform the inverse of the
unitary operations on the returned quantum sequence so that the
states of the decoy particles are changed into their initial states.Then,
after receiving the returned quantum sequence, the quantum sender
may check the eavesdropping by measuring the decoy particles
mixed in the quantum sequence. However, he (she) can detect
nothing because the states of the decoy particles are unchanged.
Note that the classical receiver has received incorrect information
from the quantum sender. Therefore, compared with the other
attacks, this kind of attack may break the communication goal of
the semi-quantum protocol, while the attacker may escape from
eavesdropping detection. Therefore, it is very important to analyze
the security of the semi-quantumprotocol against the unitary attack.

In our protocol, without being detected by Trent and Tomi,
the attacker attempts to perform some unitary operation U on the
quantum particles sent fromTrent (Tomi) to Tomi (Trent). Note that
in the transmitted particles, some decoy particles are used to detect
eavesdropping.When the decoy particles are transmitted fromTrent
to Tomi, if the attacker performs some unitary operations U on
them, it follows that

{
{
{

|+〉 → |δ+〉 = U|+〉

|−〉 → |δ−〉 = U|−〉
. (14)
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However, to escape the eavesdropping check, the attacker must
perform the same unitary operationsU on the particles ofGi so that
|δ+〉 (|δ−〉) is changed into the original state |+⟩ (|−⟩), when Gi is
sent from Tomi to Trent. Thus, Equation 14 follows:

{{{{{{{
{{{{{{{
{

|δ+〉 → U|δ+〉 = |+〉

|δ−〉 → U|δ−〉 = |−〉

|0〉 → U|0〉 = |δ0〉

|1〉→ U|1〉 = |δ1〉

. (15)

To check for eavesdropping, Trent will measure the received
decoy states (|δ0〉 and |δ1〉) of Bi with Z-basis and announce
the measurement results. Then, Tomi compares the announced
results with the original states of the decoy particles prepared by
himself. If U is not the identity operation, Equation 15 follows
0 < |〈0|δ0〉| < 1 and 0 < |〈1|δ1〉| < 1. Therefore, Tomi can find the
attacker’s disturbance with probability

p = 1− |〈0 |δ0〉|
2α0 ⋅ |〈1|δ1〉|2α1 → 1(α0,α1→∞), (16)

where α0 (α1) denotes the number of the decoy states |0⟩(|1⟩) in the
decoy sequence Bi. Hence, Equation 16 means, it is infeasible for the
attacker to disturb the quantum channel between Trent and Tomi by
performing the unitary operationwithout being detected.Therefore,
the attacker’s unitary attack will fail.

4 Comparisons of similar threshold
protocols

This section provides a comparative analysis of similar threshold
protocols.

First, the proposed protocol offers robust security against
various types of attacks, including eavesdropping, Trojan horse
attacks, internal attacks, and collusion attacks. Notably, it can also
resist unitary attacks, which are seldom analyzed in most quantum
secret sharing protocols (QSSPs).

Second, most existing threshold protocols require receivers to
perform complex quantum operations. In contrast, the proposed
protocol is semi-quantum, where all receivers are classical parties
that must only perform simple operations, such as preparing qubits
in the Z-basis.

Third, many similar protocols [15, 16] rely on multi-entangled
particles as quantum resources, which are more challenging to
prepare.The proposed protocol uses single particles as the quantum
resources, making its quantum resources relatively easier to prepare.

Fourth, most of the (k, n) protocols require that only when k
or more receivers cooperate can they reconstruct the distributor’s
secret. The threshold property in [24] differs from others by using
weight rather than the number of participants as the threshold.
Specifically, in [24], the secret can only be recovered if the sum of
the active partners’ weights exceeds a given threshold.

Fifth, most similar threshold protocols can only recover one
secret message at a time, with qubit efficiency inversely proportional
to the number of participants. In contrast, the proposed protocol
allows receivers to recover multiple secret messages simultaneously.
According to the definition of qubit efficiency provided in [48], the
qubit efficiency is defined as γ = λ1/λ2 (the decoy states used for

eavesdropping checks are not counted), where λ1 and λ2 are the
length of shared secret messages and the number of the transmitted
qubits, respectively. In our protocol, the shared secret messages are
a0, a1, …, and ak-1. Therefore, λ1 = kl. On the other hand, nl qubits
are used to transmit the secret messages (the decoy states used for
eavesdropping checks are not counted). Hence, λ2 = nl. Then, the
qubit efficiency of the proposed protocol should be γ = kl

nl
= k

n
. If k >

0.8n, the qubit efficiency of the protocol can be more than 80%. If it
is a (n, n) threshold protocol, its qubit efficiency can be 100%.

The protocols in [15, 16, 24, 50] are static threshold protocols,
while the protocols in [20, 26] are dynamic ones, in which the
participants could be dynamically added and removed.

In Table 1, comparisons of the similar protocols are presented.

5 Quantum circuit simulation of the
proposed protocol

A quantum circuit is an important research topic in the field
of quantum communication. The quantum circuit can be used to
simulate the physical realization of quantum protocols, in which all
the unitary evolutions may be accomplished by universal quantum
logic gates [55].

In the proposed protocol, Trent performs the same steps with
each Tomi. Therefore, in Figure 3, the quantum circuit simulation
of the steps performed by Trent and Tomi is shown. The quantum
circuit is simulated by using the IBM Qiskit software. The quantum
circuit simulation includes five parts.

Let l = 2. In Figure 3, the quantum circuit in Part 1 is the
simulation of the quantum state preparation. Initially, Trent prepares
the decoy particles q0, q1, q2, and q3 with the same initial state |0⟩.
By performing theHadamard gate andmeasurementwithZ-basis on
q0, q1, q2, and q3 in an orderly fashion, Trent can randomly generate
four decoy states selected from the set {|+⟩, |−⟩}, and these four
decoy states form the decoy quantum sequence Di. Tomi prepares
the particles q4 and q5, whose initial states are the |0⟩. The particles
q4 and q5 form the quantum sequence T i, which carries the binary
message ti. By performing the Hadamard gate and measurement
with Z-basis operations on q4 and q5, the binary message ti carried
by the quantum sequence T i can be randomized. On the other hand,
Tomi prepares the decoy particle q6 with an initial state |0⟩. By
performing the Hadamard gate and measurement with Z-basis on
q6, the state of q6 is randomly changed into |0⟩ or |1⟩. The particle q6
forms the quantum sequence Bi.

When Tomi obtains Di from Trent, he mixes the particles in
T i, Bi, and Di and rearranges them with delay lines, forming a new
sequence Gi. The quantum circuit in Part 2 is the simulation of
mixing the particles in T i, Bi, and Di and rearranging them with a
delay line. Six CNOT gates are performed on the particles q1, q4, q3,
and q6 so that the quantum sequence Gi can be rearranged. At last,
Gi is sent to Trent.

Trent can know the locations of Di, T i, and Bi in Gi after Tomi
publishes the original position of each particle. Therefore, Trent will
measure the decoy particles inDi (Bi) with X-basis (Z-basis), and he
can get the binary string ti by measuring the particles in T i with Z-
basis. In Part 3 of the quantum circuit, it is necessary to perform
the Hadamard gate and measurement with Z-basis on the decoy
particles in Di in an orderly fashion so that measuring the decoy
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TABLE 1 Comparisons of the similar threshold protocols.

Protocol Security against
unitary attack

Semi-quantum Quantum
resources

Number of
reconstructed

messages

Qubit
efficiency

[15] Yes No n-particle-entangled states 1 1/n

[16] Yes No n-particle-entangled states 1 1/n

[20] Yes No (n + l)-particle-entangled
states

k k/n

[24] Yes No Single particles 1 1/2

[26] Yes No Generalized Bell states 1 <1/2

[50] No Yes Single particles 1 1/n

Ours Yes Yes Single particles k k/n

FIGURE 3
Quantum circuit simulation of the steps performed by Trent and Tomi.

FIGURE 4
Quantum circuit simulation results.
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particles in Di with X-basis can be simulated. If the measurement
result is 0 (1), the state of the decoy particle should be |+⟩ (|−⟩). The
quantum circuit in Part 4 is the simulation of measuring the decoy
particles in Bi with Z-basis. If themeasured result is 0 (1), the state of
the decoy particle should be |0⟩ (|1⟩). The partners can compute the
error rate from the measurement results. If the error rate is over the
given threshold, the protocol will abort.The quantum circuit in Part
5 is the simulation of measuring the decoy particles in T i with Z-
basis. The measurement result on T i is recorded as ti. Finally, Trent
will publish the result ci = bi⊕ti.

The quantum circuit simulation result is shown in Figure 4, in
which the horizontal axis denotes all the possible measurement
results. Because the states of all the particles are randomly created,
there are 27 = 128 possible measurement results. The vertical axis
represents the frequency of occurrence of eachmeasurement result.

6 Conclusion

Seldom do QSSPs possess both semi-quantum and threshold
properties. In this paper, a (k, n) threshold QSSP with semi-
quantumproperties is proposed. In the proposed protocol, the secret
distributor divides k secret messages into shares and distributes
them among n receivers. Both the dealer and the receivers prepare
decoy particles to enable eavesdropping detection. The proposed
protocol offers several advantages. (1) Its quantum resources are
simple single particles, which are easy to prepare. (2) It is a semi-
quantum protocol in which all the receivers are classical participants
that only prepare simple qubits with Z-basis. (3) It has the (k,
n) threshold property. (4) It can recover multiple secret messages
simultaneously, achieving a qubit efficiency of k/n. If it is a (n, n)
threshold protocol, its qubit efficiency can be 100%. (5) It is secure
against various eavesdropping, Trojan horse, internal, and collusion
attacks. Furthermore, it can resist the unitary attack, which is not
analyzed in most QSSPs.
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