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In recent years, satellite navigation systems have witnessed widespread adoption
across diverse fields, including military surveillance, precision agriculture, traffic
monitoring, resource exploration, and disaster assessment. However, navigation
signals are susceptible to interference, with deceptive interference posing themost
significant threat to navigation systems. This paper provides a comprehensive
overview of satellite navigation spoofing and anti-spoofing techniques. It
reviews the current state of spoofing and anti-spoofing technologies, analyzing
advancements in spoofing techniques and the evolution of countermeasures.
Furthermore, the paper elaborates on the impact of spoofing interference on
receiver performance, examining its effects on positioning, timing, and velocity
estimations. A detailed analysis of various anti-spoofing methods is presented,
categorizing them into detection, identification, suppression, and localization
techniques. This review aims to provide a thorough understanding of the
evolving landscape of satellite navigation spoofing and anti-spoofing
technologies, fostering further research and development efforts to ensure the
integrity and resilience of satellite navigation systems in the face of sophisticated
threats.
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1 Introduction

Global navigation satellite systems (GNSSs) provide ground users with continuous, all-
weather, high-precision positioning, timing, and velocity information through navigation
signals transmitted from artificial satellites [1]. The remarkable performance of GNSSs has
led to their widespread adoption across civilian and military domains [2].

As shown in Figure 1, in the military domain, modern warfare increasingly relies on high-
precision positioning and velocity data for the precise control of precision-guided weapons,
aircraft, ships, and various vehicular equipment. Satellite navigation systems are thus a critical
enabler for land, sea, and air weapon systems, facilitating the construction of fully digitized
battlefields.

GNSS technology has permeated many industries in the civilian domain, including
providing precise timing for power systems, navigation for civil aviation and vehicles, and
high-precision positioning and timing services for ship navigation. It plays a crucial role in
disaster relief efforts and numerous aspects of daily life, becoming an indispensable
component of modern society’s infrastructure.

Navigation signals, typically transmitted from satellites to ground receivers, are
susceptible to various intentional and unintentional disruptions due to long-distance
propagation and low signal power at ground reception [3, 4]. Moreover, the
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information transparency and open signal characteristics of
navigation systems [5, 6], particularly the detailed specifications
and descriptions of civilian GNSS control interface documents
(ICDs) regarding carrier frequency, modulation schemes, and
navigation messages [7], make them highly vulnerable to
information tampering and deceptive spoofing attacks, posing
significant threats to navigation systems. Spoofing signals, with
power levels comparable to genuine navigation signals, exhibit
high stealthiness and efficiently disrupt navigation receivers,
resulting in inaccurate positioning and timing information and
potentially catastrophic consequences [8]. This is particularly
concerning in the case of drones, where spoofing interference can
manipulate the drone’s navigation system through pseudo-range
spoofing, leading to erroneous positioning results [9, 10].

This paper delves into the mechanisms of GNSS spoofing attacks
and explores a range of countermeasures. The paper begins by
examining the vulnerabilities of GNSS receivers to spoofing attacks,
highlighting the security threats they pose. It then analyzes the strategies
and mechanisms employed in spoofing attacks, providing a
comprehensive overview of different attack methodologies. The paper
further examines the impact of spoofing signals on targeted receivers,
delving into the underlying principles of induced spoofing attacks and
their rapid evolution in recent years. Subsequently, the paper explores
various anti-spoofing technologies tailored to counter different spoofing
attacks. This includes an analysis of five signal-level spoofing detection
techniques, examining advancements in deep learning-based spoofing
identification techniques and providing a summary of the application
scenarios and performance characteristics of various anti-spoofing
technologies. Finally, the paper concludes by presenting methods for
locating the source of spoofing interference.

To make it easier for readers to understand this survey, Table 1
lists some important abbreviations and their meanings. These
abbreviations apply only to this survey. Specific explanations are
given in Table 1.

2 Current status and case studies
of spoofing

The concept of spoofing interference in satellite navigation
systems, first detailed in 2003 by British researchers
D.J. Shepherd and M.G. Bitterlin [11], has transitioned from a
theoretical possibility to a demonstrable reality [12]. Early
research outlined the potential for such attacks and proposed
basic countermeasures, but advancements in technology and
increasing threats have spurred further investigation and a deeper
understanding of spoofing interference. The danger has manifested
in real-world scenarios, with notable examples including the capture
of American unmanned reconnaissance aircraft, “RQ-170” and
“Scan Eagle,” by Iranian forces in 2011 and 2012, respectively
[13, 14]. These operations reportedly employed spoofing
techniques to disrupt communication between the drones and
their satellites, transmitting deceptive signals that lured them to
land. Further experiments conducted by Professor Todd
Humphreys’ team in 2012 demonstrated the feasibility of
hijacking GPS-guided drones and manipulating their navigation
systems using spoofing signals [15]. Later that year, the team
successfully hijacked a civilian drone at the U.S. Army’s White
Sands Missile Range, highlighting the vulnerability of civilian drones
to spoofing attacks [16]. In 2013, the team demonstrated the
potential for spoofing attacks at sea by successfully diverting an
$80 million yacht from its course using a compact GPS spoofing
jammer [16]. These experiments, along with others conducted by
M.L. Psiakiand and T.E. Humphreys in 2017 [17], underscore the
susceptibility of GNSS receivers to spoofing attacks and the
challenge for users in detecting such interference.

In April 2013, at the Hack in the Box security conference in
Amsterdam, Hugo Teso, a commercial pilot and engineer from a
German cybersecurity company, unveiled the PlaneSploit
application, a tool capable of bypassing aircraft security systems

FIGURE 1
Role of satellites in civil navigation.
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and gaining control of the aircraft’s computer systems [18]. Teso
successfully demonstrated PlaneSploit’s capabilities by altering the
flight path, adjusting air conditioning settings, and even simulating a
crash landing, highlighting the significant risks posed by such attacks.
In 2017, the Unicorn Team, a hacking group affiliated with 360
company, further demonstrated the feasibility of spoofing civilian
GPS devices at the Def Con hacking conference in the United States.
Later that year, they showcased their ability to spoof the BeiDou
navigation system at the POC hacking conference, demonstrating the
global reach of spoofing capabilities. In 2018, the U.S. Navy conducted
a real-world spoofing attack simulation exercise named “Sea Lion
Father” in the Pacific Ocean. The exercise involved using false GPS
signals to disrupt the electronic equipment of their vessels, effectively
counteracting the real positioning capabilities of their location and
navigation systems. This exercise highlighted the potential for
spoofing to disrupt critical maritime operations, emphasizing the
urgent need for robust countermeasures.

3 Analysis of spoofing interferes

Satellite navigation signals employ direct sequence spread
spectrum modulation composed of three components: carrier,
pseudo-random code, and navigation message data code. The
carrier, residing at the bottom layer of the satellite navigation
signal, carries the pseudocode and navigation message. The
pseudo-random code is used primarily for spreading the data
code, and the data code stores the satellite ephemeris. The
specific signal can be represented by the following Equation 1:

S t( ) � A × C t( ) × D t( ) × cos ωt + φ( ). (1)
A represents the amplitude, C(t) represents pseudocode, D(t)
represents the data code, ω represents the carrier frequency, and
φ represents the carrier phase.

Spoofing operates by transmitting signals that mimic the format
of authentic satellite navigation signals with altered parameters,
targeting the receiver. The receiver, unaware of the manipulation,
captures and tracks these spoofed signals, resulting in erroneous
positioning and timing data. There are two primary categories of
spoofing interference: generative spoofing and forwarding spoofing.

3.1 Relay-based spoofing interference

Relay-based spoofing interference operates by forwarding
intercepted genuine satellite navigation signals, effectively
extending their propagation time and introducing inaccuracies into
positioning results [19, 20]. To ensure that the relayed spoofed signal
is captured and tracked by the receiver, it is typically transmitted with
a power approximately 2 dB higher than the genuine satellite signal
[21]. Relay-based spoofing interference can be categorized into two
types: single-antenna and multi-antenna. Single-antenna relay-based
spoofing utilizes a single omnidirectional antenna to receive, amplify,
delay, and forward signals from all satellites within its field of view. As
the interference device introduces the same additional delay to all
visible satellite signals, this method can induce deviations in the target
receiver’s positioning but cannot precisely control or set the final
position. Multi-antenna relay-based spoofing interference, however,
employs multiple omnidirectional antennas, each corresponding to a
visible satellite in its field of view. This allows for the introduction of
distinct delays and Doppler shifts to each visible satellite signal,
enabling precise control over the target receiver’s positioning and
even directing it to a predetermined false location. In terms of
effectiveness and covertness, multi-antenna relay-based spoofing
interference aligns better with the requirements of future
information warfare, such as navigation warfare and time warfare.
Its potential applications in these domains make it a valuable area of
ongoing research.

TABLE 1 Abbreviations table.

Abbreviation Meaning Abbreviation Meaning

AOA Angle of arrival BPNN Backpropagation neural network

CDMA Code division multiple access CNN Convolutional neural network

CNR Carrier-to-noise ratio CRPD Carrier-phase single difference

CSI Channel state information DLLS Delay-locked loops

FDOA Frequency difference of arrival FLLS Frequency-locked loops

FWHM Full width half maxima GNSS Global navigation satellite system

GSI Generative spoofing interference ICD Interface control document

IF Intermediate frequency INS Inertial navigation units

MIMO Multiple-input multiple-output PLLS Phase-locked loops

PRN Pseudo-random noise code PRDD Pseudo-range double differences

RAIM Receiver autonomous integrity monitoring RF Radio frequency

SNR Signal-to-noise ratio SQM Signal quality monitoring

SVM Support vector machines TDOA Time difference of arrival

TOA Time of arrival UAV Unmanned aerial vehicle
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Despite its advantages, current research has identified a
significant drawback of multi-antenna relay-based spoofing
interference. When the distance between the interference device
and the target receiver exceeds a certain range, it can cause abrupt
jumps in the clock bias calculated by the target receiver. The receiver
can successfully identify this type of spoofing by performing
integrity monitoring and analysis on the calculated clock bias
data. This limitation significantly restricts the operational range
of multi-antenna relay-based spoofing interference. The primary
solution proposed for this issue involves demodulating the satellite
signal and manipulating the code phase of the pseudo-random noise
code (PRN) sequence to compensate for the additional clock bias
introduced at the target receiver. However, demodulating the
satellite signal requires knowledge of the signal structure and
PRN sequence, making it unsuitable for military signals [22].
Figure 2 illustrates the architecture of a relay-based spoofing
interference system. Distributed relay-based spoofing interference
leverages natural or controllable propagation delays during signal
forwarding to disrupt receiver operations. Due to the confidential
nature of the M-code, relay-based spoofing has become a key focus
for targeting military codes.

Simultaneously, regional augmentation techniques based on
pseudo-satellites have matured [23]. Building upon this
foundation, literature [24] proposes a regional navigation and
spoofing interference integrated system based on pseudo-
satellites. This system consists of three components: a relay-based
interferer, a carrier platform, and a ground control station. The
relay-based interferer, positioned approximately 20 km above
ground, generates interference signals. The ground control station
controls the carrier platform’s location and transmits instructions to
the interferer, controlling the magnitude of the introduced delay in

the forwarded signal. This system utilizes controlled forwarding
delays to achieve regional mapping spoofing interference.
Concurrently, code division multiple access (CDMA) technology
is employed to superimpose the platform’s location information and
the introduced delay information onto the forwarded signal. As the
friendly spread spectrum signal is orthogonal to the forwarded
signal, the two signals act as noise to each other without mutual
interference. Enemy GPS receivers acquire erroneous delay
information, mapping the true location (R) to a virtual location
(F), achieving spoofing interference. Simultaneously, friendly
receivers obtain the carrier platform’s location information and
compensate for the delay, allowing for their navigation and
positioning. The system principle is illustrated in Figure 3.

3.2 Generative spoofing interference

Generative spoofing interference is created by a satellite signal
simulator that autonomously generates signals that mimic real
satellite navigation signals based on known signal characteristics,
including carrier frequency, C/A code, code phase, and modulation
scheme [25]. These spoofed signals are synchronized with genuine
signals to create a deceptive effect. Figure 4 illustrates the
architecture of a generative spoofing interference system.

Generative spoofing interference (GSI) can be categorized into
three levels based on its implementation complexity: primary,
intermediate, and advanced [26–28]. Primary GSI relies on
satellite signal simulators to generate spoofing signals without
synchronizing parameters with the genuine signal, resulting in
weak spoofing capabilities. Intermediate GSI, on the other hand,
estimates the genuine satellite signal parameters, such as power,

FIGURE 2
Schematic diagram of relay-based spoofing interference.
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code phase, carrier frequency, navigation message, and modulation
scheme. This enables the spoofing signal to mimic the genuine signal
in terms of signal structure, thus increasing the likelihood of
deceiving target receivers [29]. Advanced GSI builds upon
intermediate GSI by employing multiple intermediate GSI
sources for joint spoofing, overcoming the limitations of single-

antenna transmission. It further integrates beamforming techniques
to perfectly synchronize spoofing signals in parameters such as
arrival angle. Intermediate GSI is the most widely adopted and
successful technique, with the highest intrusion success rate. This
paper focuses on intermediate GSI. The core principle of
intermediate GSI lies in parameter synchronization with the

FIGURE 3
Schematic diagram of a GPS decoy jamming and regional navigation-integrated system [24].

FIGURE 4
Schematic diagram of generative spoofing interference.
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genuine signal, including power, carrier frequency, code phase,
modulation scheme, and navigation message synchronization.
This ensures the spoofing signal can successfully decouple the
genuine signal within the tracking loop of the satellite navigation
receiver, thus facilitating the receiver to track the spoofing signal and
achieve the spoofing effect. Figure 5 illustrates the general workflow
of intermediate GSI.

As illustrated in Figure 5, the implementation process of
intermediate generative spoofing interference can be described as
follows: Initially, the satellite signal receiver in the spoofing
interference module captures, tracks, and decodes the authentic
signal, obtaining the code phase, carrier phase, received power, and
navigation message of the authentic signal. Subsequently, the
obtained parameters are utilized to adjust the parameters of the
spoofed signal. Finally, the spoofed signal is modulated and
transmitted.

The spoofed signal arrives at the receiver alongside the authentic
signal. Generally, the power of the spoofed signal exceeds the power
of the authentic signal by 3 dB. Under the power advantage of the
spoofed signal, the receiver will abandon tracking the authentic
signal and switch to tracking the spoofed signal, effectively

completing the spoofing of the satellite navigation receiver. For
receivers already tracking the genuine signal, capturing other search
units will not affect the channel. Therefore, a corresponding phase
induction model is required to execute spoofing interference against
a receiver already in tracking mode while maintaining the lock. This
model employs phase induction to perform covert spoofing against
the receiver. This can be further categorized into synchronous
induction and asynchronous induction [30] based on the
different induction methods.

3.2.1 Induced spoofing interference analysis
The GPS radio frequency (RF) signal received by the antenna

cannot be directly processed at the user receiver. It first needs to
undergo down conversion by the RF front-end, followed by
necessary filtering and gain control to obtain the GPS
intermediate frequency (IF) signal. Finally, the IF signal is fed
into the receiver for signal processing and position calculation.

The signal structure of an induced spoofing signal is identical to
that of a genuine satellite signal. Therefore, the IF signal entering the
receiver can be represented by Equations 2, 3, respectively [31]:

xa t( ) � ∑Na

i�1

�����
Pi
a t( )

√
Di t − τ ia( )Ci t − τ ia( ) cos 2π f0 + fi

d,a( )t + ϕi
a( ),
(2)

xs t( ) � ∑Ns

i�1

�����
Pi
s t( )

√
Di t − τis( )Ci t − τis( ) cos 2π f0 + fi

d,s( )t + ϕi
s( ).
(3)

In this formula, xa(t) and xs(t) represent the real satellite signal
and the spoofing signal, Na and Ns represent the number of
satellites included, Pi

a and Pi
s represent the signal power, Di(t)

represents the navigation data message, Ci(t) represents the C/A
code, τia and τ

i
s represent the code phase of each signal, f0 represents

the intermediate frequency (IF), fi
d,a and f

i
d,s represent the Doppler

shift of the signals, and ϕia and ϕis represent the initial phase of the
carrier of the signals, respectively. Therefore, when induced spoofing
interference is present, the receiver mixed IF signal would have both
a real satellite signal and a spoofing signal:

x t( ) � xa t( ) + xs t( ) + n t( ), (4)
where n(t) represents Gaussian white noise with a mean value of 0.

The satellite signal must be captured before the receiver
performs the signal processing part. This process is a rough
estimate of the carrier frequency and code phase of the satellite
signal. The principle is to use the local end of the receiver to generate
a signal with a certain carrier frequency and code phase and then
correlate and mix the received signal with the local replication signal
to detect the correlation degree between the two. When the
correlation between the received signal and the local signal
exceeds the preset capture threshold, the carrier phase and code
phase of the local replicated signal can be roughly assumed to be the
same as that of the real satellite signal. However, the signal
acquisition is only a rough estimation of the parameters of the
received satellite signal, which is not enough to meet the
requirements of positioning and solving. Accurate estimation of
the satellite signal parameters also needs the receiver to enter the
tracking loop to be realized. Induced spoofing jamming is a kind of
covert spoofing jamming, which usually implements spoofing after

FIGURE 5
Intermediate generative deception interference flowchart.
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the receiver enters the tracking stage and cannot interrupt the
tracking state of the receiver’s tracking loop, so the impact of
induced spoofing jamming on the receiver is mainly reflected in
the tracking loop. Due to the continuous relative motion between the
receiver and the satellite, the pseudocode phase, carrier phase, and
carrier frequency of the receiver-received signal all change from time
to time. Signal tracking means that the receiver should accurately
always track these signal parameters. As shown in the figure, the
tracking loop of the receiver includes a code tracking loop and a
carrier tracking loop. Carrier tracking loops often include
frequency-locked loops (FLLs) and phase-locked loops (PLLs),
and delay-locked loops (DLLs) are often used in code tracking
loops. FLLs, PLLs, and DLLs are characterized by a feedback
adjustment mechanism that continuously corrects the carrier
frequency, phase, or code phase generated within it according to
the input signal to track the input GPS signal.

As shown in Figure 6, when the GPS IF signal enters the tracking
loop, the received IF signal is first mixed with the carrier copied by
the receiver’s carrier tracking loop, and the carrier stripping is
carried out to produce two data, in-phase (I) and quadrature
(Q). Then, the code tracking loop will generate three C/A codes
with a phase interval of d/2 in the lead (E), instant (P), and lag (L),
which are correlated with the I/Q signal to obtain a six-way
integration output. Among them, the recurrence codes
generated by the leading branch, the immediate branch, and the
lagging branch can be called the early code, the instant code, and
the late code, respectively. Subsequently, the correlation integral
values of the leading and lagging branches will be input to the code
ring discriminator, and the correlation values of the instant
branches will be input to the carrier ring discriminator. The
phase and frequency errors are then calculated by different
discrimination algorithms so that the carrier frequency, phase,
and code phase reproduced in the tracking loop are corrected. The
following is a detailed analysis of the impact of spoofing signals on
PLLs and DLLs.

When there is no spoofing, the received signal contains a real
satellite signal, and the correlation function between the real signal
pseudocode and the locally reproduced pseudocode can be
expressed as Equation 5 [31]:

Ra t, τ( ) � 1 − τ| |, τ| |≤ 1 0, others( ), (5)

where τ represents the code phase difference between the real
signal t and the locally reproduced signal. After the signal enters the
tracking loop, the real signal received after the carrier stripping and
correlation operation will obtain the output result of the six-way
correlator, which can be expressed as Equations 6–11 [31]:

IE t( ) � ��
Pa

√
Ra Δτ − d

2
( ) cos ϕa( ), (6)

QE t( ) � ��
Pa

√
Ra Δτ − d

2
( ) sin ϕa( ), (7)

Ip t( ) � ��
Pa

√
Ra Δτ( ) cos ϕa( ), (8)

Qp t( ) � ��
Pa

√
Ra Δτ( ) sin ϕa( ), (9)

IL t( ) � ��
Pa

√
Ra Δτ + d

2
( ) cos ϕa( ), (10)

QL t( ) � ��
Pa

√
Ra Δτ + d

2
( ) sin ϕa( ), (11)

where Pa indicates signal power, Ra(·) represents a correlation
function, Δτ represents the code phase difference between the
received signal and the locally copied signal, and φa represents
the carrier-phase difference between the received signal and the
locally copied signal. When there is induced spoofing interference,
the received signal contains a real signal and a spoofing signal, and
after the real signal pseudocode is correlated with the local
reproduction pseudocode, taking the real-time code as an
example, the outputs of the I and Q correlators are as follows
Equations 12, 13 [31, 32]:

FIGURE 6
General schematic diagram of the receiver tracking loop.
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Ip t( ) � �����
Pa t( )√

Ra t, τ( ) sin c Δfd,aT( ) cos φa( )
+ �����

Ps t( )√
Rs t, τ( ) sin c Δfd,sT( ) cos φs( ), (12)

Qp t( ) � �����
Pa t( )√

Ra t, τ( ) sin c Δfd,aT( ) sin φa( )
+ �����

Ps t( )√
Rs t, τ( ) sin c Δfd,sT( ) sin φs( ), (13)

where Pa(t) and Ps(t) represent the power of the real signal and the
spoofing signal, and Ra(t, τ) and Rs(t, τ) represent the correlation
functions between the real signal pseudocode and the spoofed signal
and the local pseudocode. Δfd,a and Δfd,s represent the carrier
frequency difference between the real and spoofed signals and the
local signal, respectively; φa and φs are the carrier-phase difference
between the real and spoofed signals and the local signal,
respectively. First, the output result of the instant branch
correlator is sent to the PLL discriminator, assuming that the
arctangent function phase discriminator is used, as shown in the
formula Δφ̂ � arctan(Qp/Ip). If there is no spoofing signal, the
output of the phase detector is Equation 14 [31]:

Δφ̂ � arctan

��
P

√
Ra Δτ( ) sin Δφa( )��

P
√

Ra Δτ( ) cos Δφa( )( ) � Δφa. (14)

At this time, the output result of the phase detector is that
the phase deviation between the real signal and the local signal
is Δφa. The PLL can then correct the local signal accordingly
so that the carrier phase of the received signal can be
continuously tracked.

However, when a spoofing signal is present, the output of the
phase detector is Equation 15 [32]:

Δφ̂� arctan�����
Pa t( )√

Ra t, τ( ) sin c Δfd,aT( ) sin φa( ) + �����
Ps t( )√

Rs t, τ( ) sin c Δfd,sT( ) sin φs( )�����
Pa t( )√

Ra t, τ( ) sin c Δfd,aT( ) cos φa( ) + �����
Ps t( )√

Rs t, τ( ) sin c Δfd,sT( ) cos φs( )( ).
(15)

From this formula, when there is a spoofed signal, the phase
identification result of the phase detector will be incorrect, and the
PLL will not be able to correct the carrier phase of the local signal
according to the phase identification result so that the carrier phase
of the real signal cannot be tracked. Similarly, in the case of DLL, it is
assumed that the DLL uses an incoherent leading hysteresis power
phase detector. When there is no spoofing signal, the phase detector
result is Equation 16 [32]:

ε � 1
2

I2E + Q2
E( ) − I2E + Q2

E( )[ ] � pa

2
R2 Δτ − d

2
( ) − R2 Δτ + d

2
( )[ ].

(16)
Because the autocorrelation function of the pseudocode is

symmetrical, R(Δτ − d
2) = R(Δτ + d

2). So, when the DLL keeps
track of the received signal, ε � 0.

When there is a spoofing signal, it is not difficult to conclude that
the correlation function between the received signal and the local
copy code will be distorted to different degrees, and the code phase
deviation of the spoofed signal relative to the real signal will lead to
the asymmetry of the relevant peaks, thus causing the phase
discrimination error of the DLL phase discriminator. For the
sake of simplicity, if the PLL has tracked the carrier phase of the
received signal at this time, the output result of this DLL phase
detector is Equation 17 [32]:

ε � ps

2
R Δτ − d

2
( ) − R Δτ + d

2
( )[ ]

+ P · Ps

4
R Δτs − d

2
( ) − R Δτs + d

2
( )[ ], (17)

where Δτs is the phase difference between the spoofed signal and the
real signal number.

In conjunction with GNSS positioning principles, errors in
the DLL and PLL discriminator tracking results can lead to
inaccurate estimations of the code phase, carrier Doppler, and
carrier phase of the received signal. This, in turn, introduces bias
in the subsequent user position calculation, resulting in
erroneous position and/or time information. However, the
tracking loop also incorporates protective mechanisms. When
the tracking loop is in a locked state and stably tracks the received
satellite signal, it is in a tracking state. When the received signal
fails to meet the tracking conditions, the tracking loop will cease
operation, indicating a tracking loop loss of lock. This can lead to
the receiver ceasing operation or attempting to reacquire the
satellite. Such a scenario would be easily detectable and not
conducive to covert spoofing. Therefore, spoofed signals must
strive to avoid triggering a tracking loop loss of lock while
gradually gaining control over the tracking loop to ensure it
continuously tracks the spoofed signal. Ultimately, this will result
in the receiver being misled by the spoofed signal.

3.2.2 Synchronous-induced spoofing model
Leveraging the receiver’s inherent inclination to prioritize

signals with greater power levels, the synchronous-induced
spoofing model operates as follows: Once the receiver has acquired
the authentic signal, the spoofing jamming platform utilizes the
decoded code phase of the authentic signal to generate a spoofed
signal with an identical code phase. This ensures that the authentic
signal and the spoofed signal align at their correlation peaks.
Subsequently, the spoofing jamming platform increases its
transmission power to achieve a power advantage over the
authentic signal, thereby causing the receiver to switch its tracking
to the spoofed signal. The code phase of the spoofed signal is then
gradually shifted away from the code phase of the authentic signal,
effectively decoupling the receiver from the authentic signal.

Based on the correlation peak shown in Figure 7A, the general
steps involved in the synchronous-induced spoofing model can be
outlined [33].

(1) Initialization: The navigation receiver initially tracks the
genuine signal. The spoofing jamming platform accurately
estimates the parameters of the genuine signal upon its arrival
at the receiver, including its code phase, carrier frequency, and
signal power. Subsequently, a spoofed signal with a code
phase aligned with the genuine signal is transmitted. At
this stage, the power of the spoofed signal is lower than
that of the genuine signal.

(2) Power enhancement: The power of the spoofed signal is
gradually increased until it surpasses the power of the
genuine signal. Upon achieving a power advantage, the
target receiver loses lock on the genuine signal and re-
locks onto the spoofed signal. The code loop and carrier
loop begin to track the spoofed signal.
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(3) Code phase shift: Once the receiver is tracking the spoofed
signal, its pseudo-random code rate is gradually adjusted,
causing a shift in its code phase away from the code phase of
the genuine signal. The target receiver then completely loses
lock on the genuine signal, and the spoofed signal gradually
replaces it entirely, effectively deceiving the receiver.

(4) Power reduction and completion: The transmission power of
the spoofed signal is reduced to match the power level of the
genuine signal, minimizing detection while completing the
synchronous-induced spoofing process.

3.2.3 Asynchronous-induced spoofing model
While synchronous-induced spoofing models require precise

alignment of the spoofed signal’s code phase with that of the
genuine signal, practical implementation faces challenges due to
inherent inaccuracies in range and velocity measurements by the
target receiver. The precision of parameter estimation, particularly
for code phase, carrier frequency, and their respective
compensations, often falls short of the requirements for
synchronous induction. This presents significant hurdles in
achieving synchronous spoofing. An asynchronous-induced
spoofing model can be built on the synchronous-induced
model. This model only necessitates a rough alignment between
the code phase of the spoofed signal and the genuine signal. The
spoofed signal then employs variable code rates to match the code
phase of the genuine signal, enabling the tracking loop to lock onto
the spoofed signal. The asynchronous-induced spoofing model

presents a less challenging implementation than its synchronous
counterpart. The correlation peak shown in Figure 7B illustrates
the process.

Based on the correlation peak variations, the asynchronous-
induced spoofing model can be divided into four steps [33].

(1) Initialization: The navigation receiver initially tracks the
genuine signal. The spoofing jamming platform accurately
estimates the parameters of the genuine signal upon its arrival
at the receiver, including its code phase, carrier frequency, and
signal power. Subsequently, a spoofed signal with a code
phase slightly lagging the genuine signal is transmitted.
Meanwhile, the spoofed signal maintains a power
advantage over the genuine signal.

(2) Code phase matching: The code rate of the spoofed signal is
gradually adjusted to bring its code phase closer to that of the
genuine signal. When the two code phases align, the code
loop, relying on the power advantage of the spoofed signal,
tracks the spoofed signal, thus successfully disrupting the
target receiver.

(3) Code phase shift: Once the receiver is tracking the spoofed
signal, its pseudo-random code rate is gradually adjusted
again, causing a shift in its code phase away from the code
phase of the genuine signal. The target receiver then
completely loses its lock on the genuine signal, and the
spoofed signal gradually replaces it entirely, effectively
deceiving the receiver.

FIGURE 7
Schematic diagram of the changes of related peaks in the synchronous induction model and the asynchronous induction model.
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(4) Power reduction and completion: The transmission power of
the spoofed signal is reduced to match the power level of the
genuine signal, along with adjustments to other parameters,
minimizing detection while completing the asynchronous-
induced spoofing process.

3.3 Summary

All the deception models mentioned above, as well as their
applicable scenarios, advantages, disadvantages, and limitations, are
shown in Table 2.

4 GNSS anti-spoofing jamming
technology

In recent years, significant progress has been made in the
development of spoofing interference countermeasure techniques,
with numerous constructive solutions proposed by researchers
from various countries. Current mainstream methods include
signal power detection [34–37], time-of-arrival analysis [38],
carrier and code phase consistency [39], carrier Doppler
analysis [40], clock difference and stability analysis [41], signal
arrival angle [42, 43], message verification [44], correlator output
statistical characteristics [45], signal quality detection [46], signal
spatial correlation [47], positioning results [48, 49], inertial
navigation assistance [50, 51], and array antenna nulling
techniques [52]. With the rapid development of machine
learning, spoofing interference countermeasure methods can
also be integrated with machine learning. Machine learning-
based spoofing interference detection methods utilize the
receiver to generate different types of feature values for
spoofing identification. The type of signal can be detected by
extracting these features, especially when the correlation peak of
the spoofing signal is close to the original signal’s correlation peak.
Based on the implementation objectives, spoofing interference
countermeasures can be broadly classified into four categories:
spoofing interference detection and identification, spoofing
interference suppression, and spoofing interference source
localization.

4.1 Spoofing interference detection and
identification

Spoofing interference detection and identification primarily
focus on the detection of spoofed signals. Upon detecting the
presence of such signals, the receiver’s normal operation is
halted, preventing it from being misled and mitigating potentially
severe consequences. In a battlefield scenario, for instance, this
would involve suspending the use of the receiver to prevent
accidental weapon activation. However, spoofing interference
detection alone is insufficient to effectively eliminate the spoofing
interference and restore the receiver system to its normal operating
state; further actions are required. The detection of spoofed signals is
typically performed at the signal level without requiring
modifications to the signal architecture, resulting in a
straightforward implementation. Based on the implementation
approach, various methods can be employed: (1) signal power
detection, (2) correlation peak detection, (3) antenna array
detection, (4) signal Doppler detection, (5) signal quality
monitoring (SQM), (6) deep learning-based interference
monitoring and identification, and (7) other methods of anti-
spoofing interference.

4.1.1 Signal power detection
Satellite signals arriving at the ground typically exhibit very low

power levels due to atmospheric attenuation caused by the
troposphere and ionosphere, as well as multipath propagation.
These signals are often masked by noise. Consequently, received
navigation signals have relatively low power. The introduction of
spoofing signals further exacerbates this issue, leading to a
significant change in the receiver’s signal-to-noise ratio, as
illustrated in Figure 8. However, to effectively achieve their
interference objectives, spoofing signal perpetrators typically
transmit spoofed signals with slightly higher power than
authentic signals. The signal power detection technique exploits
this principle by establishing a reasonable detection threshold to
identify the presence of spoofed signals within the receiver channel
[53]. In 2012, Dehghanian V [36] proposed an effective detection
method based on signal power. This method utilizes the output
signal power of the correlator following signal acquisition and
tracking to detect spoofing interference. It leverages the principle

TABLE 2 Characteristics of different methods of deception.

Types of
spoofing

Forwarding spoofing attack Generating spoofing attack

Synchronous-induced spoofing Asynchronous-induced spoofing

How it works Relays real satellite signals to increase
latency and appropriate power for

spoofing attacks

Imitate a satellite signal, increase the power from the
same code phase, and then slowly change the code
phase so that the receiver tracks the spoofing signal

Imitate the satellite signal, gradually approach the
real signal number phase from the place where the
code phase is different, and when the signal overlaps,
increase the power and gradually increase the code
phase so that the receiver tracks the deceptive signal

Merit There is no need to know the specific
parameters of the signal, and the

implementation is simple

It is highly concealed, has a good deception effect,
and is not easily detected by the receiver

It is highly concealed, has a good deception effect,
and does not need to know the exact phase of the real

letter number

Limitations Latency alone is easy to detect. The implementation is complex and also requires a
relatively accurate analysis of the real signal. Because
the military code data are not public, it is impossible

to replicate the military signal

The implementation is complex and also requires a
more accurate analysis of the real signal. Because the
military code data are not public, it is impossible to

replicate the military signal
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that spoofed signals typically exhibit higher power levels than
genuine signals. A power threshold is established, and signals
exceeding this threshold are classified as spoofed signals, while
those below are considered legitimate. However, determining the
appropriate spoofing interference judgment threshold for this
method poses a challenge, particularly for induced spoofing
interference, which can autonomously adjust its power level. This
poses a significant risk of misclassification and potentially severe
consequences. This algorithm requires no modifications to the
receiver structure, rendering it simple to implement. However, its
detection performance is compromised when the spoofed signal
power is close to that of the BeiDou signal.

In 2016, [54] proposed a spoofing interference detection
algorithm based on signal-to-noise ratio (SNR) measurement.
This algorithm exploits the high SNR anomaly generated during
spoofing signal intrusion to identify spoofed signals based on
correlator peak values. While simple to implement, this method
demonstrates limited effectiveness against highly concealed induced
spoofing interference. In 2018, Wesson K. D. et al. [55] proposed a
spoofing interference detection technique called the power
distortion detector. This technique categorizes received signals as
interference-free, multipath interference, or spoofing interference
based on observations of received signal power and correlator
function distortions. This technique effectively differentiates low-
power spoofed signals from multipath signals and requires no
modifications to the receiver hardware, making it straightforward
to implement.

In 2019, [56] investigated the detection statistics of power
detection methods based on the principles of power detection
techniques and provided specific detection thresholds. In the
same year, [57], recognizing the limitations of the carrier-to-
noise ratio (CNR) detection algorithm, proposed a spoofing
interference detection algorithm that combines the CNR
algorithm with the Doppler detection algorithm during the signal

tracking phase. This approach overcomes the shortcomings of
relying solely on the CNR algorithm for spoofing detection. In
2020, [58], acknowledging the limitations of using solely signal
power to detect spoofing interference, proposed a spoofing
interference detection algorithm based on power changes for
mobile terminals. This algorithm leverages the distinct power
variations exhibited by spoofed and genuine signals at the same
distance when the terminal is in motion to make spoofing
interference judgments. This algorithm demonstrates superior
performance when the interference source is less than 2000 m
from the terminal, and the terminal’s movement distance exceeds
200 m, but it also possesses certain limitations.

4.1.2 Correlation peak detection
Correlation peak detection techniques have demonstrated

remarkable effectiveness in detecting forwarding-based spoofing
interference. This effectiveness stems from the inherent time
delay present in forwarded spoofing signals compared to genuine
signals. This time delay inevitably results in a greater transmission
distance and time for the spoofing signal to reach the target receiver
than the genuine signal. Consequently, the received signal exhibits
anomalous correlation peaks during the acquisition or tracking
stages. The associated peak anomalies are shown in Figure 9.

In 2016, [59] proposed a detection algorithm that combines
correlation peak and power analysis for forwarding-based spoofing
interference. This algorithm determines the presence of spoofing
interference by analyzing the number of correlation peaks exceeding
the acquisition threshold and setting appropriate power detection
thresholds. While simple and effective, it suffers from detection
blind zones. Building upon Wang Zhiying’s work, [60] introduced
the full width half maxima (FWHM) algorithm as a supplementary
approach to the multi-peak algorithm for detecting short-delay
forwarding-based spoofing interference. This algorithm, which
requires no modification to the receiver structure, offers

FIGURE 8
Noise floor change before and after adding the spoofing signal.
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simplicity in implementation. However, it cannot effectively
distinguish between spoofing signals and multipath signals. To
address the shortcomings of the algorithms, [61] proposed a
novel joint detection algorithm for the acquisition stage in 2021.
This algorithm extends the previous two approaches by
incorporating a code phase difference consistency method,
effectively mitigating the influence of multipath signals. It further
refines the correlation function width threshold method [62],
thereby addressing the limitations of the previous algorithms.
This enhanced algorithm exhibits robust detection capabilities,
successfully detecting forwarding-based spoofing interference
with varying time delays.

The analysis presented above clearly demonstrates the efficacy of
correlation peak detection techniques in detecting forwarding-based
spoofing interference during the signal acquisition stage.
Consequently, this research will delve into signal correlation peak
detection techniques, exploring their integration with signal power
detection techniques to detect forwarding-based spoofing
interference. In 2022, [63] designed a receiver scheme
incorporating interference identification capabilities. This scheme
leverages the distinct correlation peak shapes generated by different
types of interference, employing deep learning to recognize and
classify these feature maps.

4.1.3 Antenna array detection
Array antenna detection techniques leverage the spatial

characteristics of spoofing signals and BeiDou signals to identify
the presence of interference. Due to implementation constraints,
spoofing signals currently received by array antennas typically
originate from a single direction [64, 65], while satellite signals
arrive from multiple directions. These detection techniques
demonstrate excellent performance but often require additional
hardware implementation, resulting in high algorithmic costs.

In 2016, [66] proposed an algorithm for spoofing signal
detection using the carrier-phase difference between two
antennas. This algorithm utilizes the precise location of the
tracked satellite as prior information to determine the carrier-
phase difference of the true signal on the known antenna array.
It further analyzes various error sources in the carrier-phase
difference calculation to detect spoofing signals. This algorithm
exhibits superior detection performance when the baseline of the
antenna array is longer and the incident azimuth angle is smaller.
However, it has limitations, as it is suitable for navigation receivers
with fixed antenna installations. In 2018, [67] proposed a blind
adaptive array signal processing method based on array antennas.
This method not only adaptively forms deep nulls in non-periodic,
periodic, and generative spoofing interference direction of arrival
(DOA) estimation but also mitigates in-band spoofing signals and
enhances the useful signal. In the same year, [68] proposed a
spoofing interference detection method based on baseline data
statistical analysis. This method considers three scenarios: single
fixed baseline, fixed independent baseline, and dual independent
baseline models. It analyzes the impact of baseline values on
detection performance. However, this method may fail when the
two antennas are not synchronized. Addressing this issue, [69]
proposed a pseudo-range and carrier-phase measurement
asynchronous model and spoofing interference detection method
based on dual antenna power measurements. This method can
detect spoofing interference under asynchronous conditions.
Furthermore, many researchers [70, 71] have proposed
corresponding multi-antenna spoofing interference detection
techniques. In 2019, [72] proposed a blind detection method for
spoofing signals using antenna array spatial diversity. This method is
implemented in a snapshot receiver and evaluated using open data
recorded by a six-element array. It exhibits a high detection rate but
has high complexity. To address the challenge of detecting spoofing

FIGURE 9
Schematic diagram of peak changes related to ultra-low delay.
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signals from different emitters, [73] proposed an anti-spoofing
method. This method uses pseudo-range double differences
(PRDD) measurements from two receivers to detect this type of
spoofing interference. Spoofing signals are identified by analyzing
the difference between PRDD measurements and estimated PRDD
values. This algorithm exhibits good detection performance when
the two receivers are placed at an appropriate distance. However, it
may fail if the platform is too small. In 2020, [74] proposed an
algorithm for detecting spoofing interference using carrier-phase
single difference (CPSD) measurements from a linear array.
Compared to the method in [73], this algorithm has less
stringent platform size requirements and can be applied to a
wider range of scenarios.

In 2021, [75] addressed the limitation of traditional spoofing
interference detection algorithms, which are unable to locate
spoofing interference. They proposed a spoofing interference
detection method based on carrier-phase difference
measurement using array multi-antenna received signals. This
method can estimate the arrival direction of the received signal
using the direction-finding principle of the correlation
interferometer without requiring prior knowledge. Spoofing
interference can be determined by comparing this estimate with
the satellite direction obtained from ephemeris calculations. This
algorithm exhibits excellent detection performance and can
identify the arrival direction of multiple spoofing signals from
different satellites. However, it has high algorithmic complexity. In
2022, Wang Xiaoyu [76] utilized the difference between real
satellite navigation signals, which arrive at the array antenna
from multiple directions in the upper hemisphere space, and
spoofing interference signals, which arrive from a single
direction. The MUSIC algorithm is used to estimate the
incident direction of each satellite, and spatial consistency is
employed for spoofing interference determination. This
algorithm has good detection performance but has high
computational complexity due to the need to measure the
arrival direction of each satellite.

In 2023, [77] proposed a novel six-element array spoofing
interference detection array antenna, as shown in Figure 10.
Spoofing interference can be detected and identified by
monitoring the relevant peak values and combining spatial
capture algorithms. Additionally, they used the long and short
baseline algorithm to quickly search the entire cycle ambiguity,
enabling high-precision detection of spoofing interference sources.
This method exhibits high detection accuracy but requires many
antenna elements, leading to higher costs.

4.1.4 Signal Doppler detection technology
For single-antenna spoofing interference, the Doppler data

dispersion between two real satellite signals exhibits non-linearity
in the time domain when the receiver is moving randomly.
Conversely, the Doppler data dispersion between two single-
antenna spoofing signals displays linearity. Additionally, the
Doppler frequency shift range of the satellite signals received by
the target receiver expands when spoofing interference is present.
Therefore, monitoring Doppler frequency shift variations can
effectively identify the presence of spoofing interference.
Figure 11 shows the nominal recorded carrier frequency error for
the four space vehicles (SVs) used in this article. As expected, the
carrier frequency of each SV varies approximately linearly with time.
The longer the transmission time, the greater the offset of the SV
from the original carrier frequency. The slope of the line correlates
with the expected Doppler shift of approximately ±5 kHz modeled
in this study.

In 2014, [78] proposed an adaptive tracking algorithm for
forwarding-based spoofing interference, combining a power
threshold detector with a Doppler frequency shift detector. This
algorithm is suitable for forwarding-based spoofing interference but
less effective against other types. In 2018, [79] presented a GNSS
anti-spoofing algorithm based on Doppler frequency shift. This
algorithm derives a Doppler frequency difference model and
transforms the spoofing interference detection problem into a
sequence linear detection problem. While simple, effective, and
demonstrating good detection performance, this algorithm may
exhibit reduced effectiveness against more sophisticated spoofing
interference. [82] proposed a joint detection of code and carrier
Doppler that can detect and identify spoofing signals. This method is
implemented on the GNSS acquisition module and requires no
additional hardware. It exhibits good detection performance in static
and uniform motion scenarios, but the detection effect is inferior
when the receiver’s acceleration is significant. In the same year, [83]
proposed a spoofing interference detection algorithm based on the
consistency of Doppler positioning repair and pseudo-range
positioning repair. The algorithm effectively improves the
performance of Doppler positioning methods and detection
methods through an improved Doppler smoothing technique
based on alpha filtering. In 2019, [80] proposed a spoofing
interference detection algorithm for medium-level spoofing
interference based on frequency-domain double peaks and
relative velocity residuals. This technique employs a fast Fourier
transform (FFT)-based approach to detect double peaks and extract
their Doppler difference. It then calculates the relative velocity
residuals based on the Doppler difference. This algorithm not
only detects spoofing signals but also distinguishes them from
multipath signals. In the same year, [81] proposed a detection

FIGURE 10
Schematic diagram of the arrangement of six array elements
antenna elements [77].
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method that jointly utilizes the carrier Doppler frequency shift caused
by the vertical reciprocating motion of the receiving antenna and the
navigation information conveyed by the received signal. [84]
proposed a spoofing detection method that utilizes the amplitude
difference and frequency difference between the superposition
composite signal containing interference and the normal signal
unaffected by spoofing in the tracking loop as the basis for
interference detection. This method can effectively detect spoofing
signals in BeiDou satellite navigation signals by setting signal power
anomaly thresholds and Doppler frequency shift detection thresholds.
In 2022, [85] proposed a spoofing interference detection technique

based on Doppler frequency difference correlation. This method
calculates the Fréchet distance between two satellites by using the
least-squares fitting of Doppler measurements within a window when
the receiver is moving. After obtaining the similarity evaluation value
between them, it is used to detect spoofing interference. This method
has low computational complexity and requires less additional
information, but its application scenarios are limited. In 2024, [86]
proposed an unmanned aerial vehicle (UAV) GNSS spoofing
detection method based on signal characteristics: Doppler
frequency shift carrier-to-noise ratio density and deep learning.
After training, the detection probability can reach 95%.

4.1.5 Signal quality monitoring (SQM)
Signal quality monitoring (SQM) technology is widely employed

in satellite navigation systems. The advantage of SQM lies in its
simple structure, enabling the detection of spoofing interference
without altering the receiver’s original design. This is achieved by
analyzing the correlator output peaks of the satellite navigation
receiver. Typically, the GNSS receiver correlator output exhibits a
characteristic red inverted triangle shape, as depicted in Figure 7.
The early code correlator output and the late code correlator output
are always symmetrical with respect to the prompt code correlator
output. When the correlator spacing is 0.5 chips, the prompt code
correlator output is twice the sum of the early code correlator output
and the late code correlator output at the same time. In the presence
of interference, the outputs of the early code, prompt code, and late
code correlators become abnormal, and their symmetry is disrupted.
For example, under normal circumstances, the output power of the
early code and the late code should be equal, ideally zero, but after
the injection of deception, the output power difference between the
early code and the late code will exhibit a significant abnormal
change, as shown in Figure 12.

FIGURE 11
Carrier frequency error due to Doppler shift [85].

FIGURE 12
Schematic diagram of the change of early code power and late code power.
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Numerous algorithms have emerged from SQM. [87]
introduced the delta metric (detecting correlation peak distortion
by comparing the in-phase outputs of the early and late code) and
the ratio metric (detecting correlation peak distortion by observing
the ratio of early and late codes to the prompt code in-phase
outputs). Subsequently, [88] proposed the S-curve-bias (SCB)
algorithm. Induced spoofing interference can affect the correlator
output. This algorithm utilizes the difference between the outputs of
the early code correlator and the late code correlator to detect
induced spoofing interference. [89] introduced a joint metric
approach for SQM, constructing a joint detection metric based
on code delay and carrier phase to enhance detection algorithm
performance. Prisiavash et al. [90] presented a two-dimensional
SQM detection algorithm based on code delay and Doppler
frequency. While this algorithm improves detection performance,
it significantly increases computational complexity. [91] applied
sliding window variance and sliding window averaging to existing
SQM methods, significantly improving detection performance in
static spoofing interference environments. [92] applied sliding
window variance processing to the SCB method and proposed a
detection algorithm based on SCB variance.

The target receiver obtains the corresponding code phase value
through the zero-crossing point of the code discriminator curve
(i.e., the S-curve) in the code tracking loop. In the absence of
interference and noise, the code phase value corresponding to the
zero-crossing point of the S-curve is zero. However, due to the
channel transmission distortion and non-linear effects of power
amplifiers, the code phase value fluctuates near zero. The SCB value,
which measures the code tracking error, serves as a criterion for
detecting spoofing attacks.

[93] proposed a method based on weighted second-order
moments (WSCM) to detect induced spoofing interference,
targeting the gradual dynamic adjustment process where spoofing
and genuine signals interact during the tracking stage, leading to
correlation peak symmetry distortion. Specifically, a weighted
criterion for the time-domain transient response values of
multiple correlators is established by expanding the second-order
central moment (SCM) [94] of the navigation signal waveform. A
WSCM test statistic is then constructed, accurately quantifying
correlation peak symmetry. [95] combined radio power detection
metrics with automatic gain control and C/N0 measurements, along
with the multi-correlation of signal distortion, to construct new
SQM thresholds for detecting and identifying spoofing interference.
This method introduces a novel metric to SQM. This SQM metric
requires additional correlators, which expands the investigation area
but accurately identifies spoofing interference among various
interference attacks.

[96] proposed a robust spoofing interference detection method
for GNSS instruments using the Q-channel signal quality
monitoring metric. This method utilizes and measures the
abnormal energy in the Q-channel of the tracking loop for
spoofing interference detection. This SQM metric overcomes the
challenge of constantly changing relative carrier phases between real
and spoofing signals, achieving higher detection probability while
being cost-effective and highly practical. It only requires minimal
modifications to the traditional receiver’s baseband correlator and
firmware. [97] proposed a spoofing detection algorithm based on a
combination of SQM and tracking parameters. This method

leverages the complementarity between different SQM metrics,
proposing an “OR” rule that combines various SQM parameters
and determines the corresponding optimal detection threshold.
Compared to a single SQM measure, SQM measure fusion based
on the “OR” principle exhibits significant performance
improvements in detection. [98] proposed a spoofing detection
algorithm based on a vector tracking structure using SQM. This
method overcomes the limitation of traditional SQM algorithms,
which become ineffective when correlation peaks do not overlap. It
utilizes existing observations in tracking to detect spoofing attacks
on the pseudocode and carrier. [99] addressed the low detection
accuracy and susceptibility to the power advantage and carrier phase
drift of spoofing signals in traditional SQM techniques. They
proposed an innovative SQM method that employs the
Kolmogorov–Smirnov (KS) test for detecting receiver correlator
output. This method overcomes the performance limitations of
traditional SQM techniques, effectively detecting subtle symmetry
distortion of the correlation function and signal power changes
caused by spoofing signals. It serves as a potential reliable
application solution for spoofing attacks with different frequency
locking modes and power consumption advantages. It also avoids
changes to the receiver hardware structure and has low
computational complexity.

4.1.6 Deep learning-based spoofing interference
detection and identification

Given the rapid advancement of deep learning, its application in
spoofing interference detection and identification has become
inevitable. Deep learning approaches for interference signal
detection and identification involve processing and analyzing
received signals to isolate interference signals and determine their
types and parameters. Interference signal identification typically
involves analyzing signal characteristics such as feature parameters,
time-domain characteristics, frequency-domain characteristics, and
phase characteristics. Deep learning methods utilize signal feature
parameters when spoofing is present and absent as network inputs
for training, resulting in a network capable of rapidly distinguishing
spoofing based on different features.

Preprocessing is usually required to identify the type of
interference in the received signal. One such method is
normalization or zero-mean normalization [100], transforming
the signal into a standard form to minimize differences. Signal
feature parameters, such as power spectral density, frequency,
amplitude, and phase, are extracted by analyzing the time-
domain, frequency-domain, and phase characteristics of the
signal. The type of interference signal can be determined by
further analyzing these feature parameters, such as narrowband
interference, broadband interference, or pulsed interference [101].
Common classification algorithms include decision trees (DT) [102,
103], support vector machines (SVM), and backpropagation (BP)
neural networks [104, 105].

[106] investigated the types and methods of interference signals
in satellite navigation systems. Time-domain cross-correlation
features of the received signal were extracted, considering the
localization and identification of multiple interference signals.
The SVM was then used to classify and identify the interference
signals. To enhance the system’s noise resistance, a convolutional
neural network (CNN) was used for interference signal recognition,
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significantly improving recognition performance at low
interference-to-noise ratios. A backpropagation neural network
(BPNN) is a neural network model trained using the error
backpropagation algorithm. It consists of an input layer, hidden
layers, and an output layer, where hidden layers can have multiple
layers. The BPNN algorithm computes the network’s output value
through forward propagation and then compares the output value
with the actual value to calculate the error value. Next, the error
value is backpropagated to the network, adjusting the weights of
each layer to minimize the error. The key to the BPNN algorithm is
the error backpropagation algorithm, which utilizes the chain rule to
propagate errors from the output layer to the input layer, calculating
the error of each layer and then adjusting the weights of each layer to
minimize the error.

[107] investigated BPNN identification algorithms, but BPNN
algorithms have issues, such as becoming stuck in local optima and
slow training speed. In classification and recognition problems,
decision trees classify input variables into a predefined category
through a series of decision nodes. In regression problems, decision
trees use a series of decision nodes to ultimately produce a
continuous output value. The basic principle of decision tree
classification algorithms is to construct a tree-like structure based
on different values of input features, assigning different input
samples to different categories. The process of constructing a
decision tree can use recursive partitioning, and [108] designed a
stable classifier using the decision tree approach. It was implemented
and tested on a hardware platform. Residual networks (ResNet) are a
type of deep neural network architecture that addresses the problem
of training deep neural networks by introducing residual blocks.
Residual networks allow information to propagate directly across
layers, enabling deep networks to better capture the relationship
between input and output, thus improving the efficiency and
accuracy of training deep networks. [109] simulated and analyzed
deep learning-based recognition algorithms by constructing real and
complex residual networks with CNNs. The study found that the
main advantage of a ResNet is that it can further improve the
network performance by adding more layers while maintaining
model accuracy. The gravitational search algorithm (GSA) is an
optimization algorithm based on Newton’s law of universal
gravitation and Newton’s second law, simulating the interaction
between celestial bodies. It searches for the optimal solution by
simulating parameters such as gravity, mass, and velocity. The basic
idea of the algorithm is to view the optimization problem as a
celestial system, where each solution is considered a celestial body,
its mass being proportional to the fitness value and its position
representing the parameters of the solution. During the search
process, each solution is affected by the universal gravitational
force and centripetal force of other solutions. The centripetal
force moves the solution toward the direction of the historical
optimal position, while gravity moves the solution toward a
better position.

Based on the GSA algorithm, [110] optimized the parameters of
SVM for identifying audio interference in terrestrial-to-space
communication. Simulation results show that GSA has
advantages such as being simple to implement, having a strong
global search capability, and fast convergence speed. SVM is a binary
classification algorithm, but it can be used for multi-class
recognition through various methods. [111] used the one-vs.-all

method for multi-class recognition. This algorithm has high
recognition efficiency and high classification accuracy. [112]
proposed a deep learning spoofing detection method based on
representation learning. This method addresses the problem of
deep learning methods being limited by training data and can be
trained using a single dataset. This lightweight critic-model-based
score detector can be seamlessly integrated into GNSS receivers
through firmware updates once trained offline, thus reducing
additional overhead.

4.1.7 Other methods of anti-spoofing interference
Beyond signal-level detection and identification of spoofing

interference, techniques involving modification of signal
structures, such as spread spectrum code encryption and message
encryption, can also be employed for spoofing interference
monitoring and identification. However, these approaches alter
the GNSS signal structure, limiting their practical applicability.
Simultaneously, anti-spoofing technologies combined with
external auxiliary techniques are also emerging, such as
integration with inertial navigation units, other radio navigation
systems, and other sensors. Among these, the combination of a
GNSS with inertial navigation units (INS) is the most widely used
anti-spoofing approach. INS positioning solutions are unaffected by
external interference, providing auxiliary information for the
detection and suppression of GNSS spoofing interference.
Existing INS/GNSS integrated navigation anti-spoofing
techniques mainly include spoofing detection algorithms based
on Kalman filter innovations and innovation rate [113, 114],
spoofing detection algorithms based on the comparison of INS
and GNSS raw measurements [115], and INS-assisted GNSS
carrier-phase spoofing detection [116].

4.2 Spoofing interference suppression

Spoofing interference suppression aims to eliminate spoofed
signals after detection and identification, thereby restoring the
normal operation of the navigation system. The most prevalent
approach for spoofing interference suppression is the use of array
antenna nulling. This technique encompasses two methods: spatial
[117] and spatiotemporal [118] processing. The core principle
involves generating nulls in the direction of the interfering signal
to suppress the interference. Array antenna nulling can be
categorized into pre-despreading and post-despreading spoofing
interference suppression. Pre-despreading methods have a smaller
computational load and leverage the characteristic of spoofing
interference power superposition in the spatial domain. They
estimate the spoofing signal steering vector or signal subspace to
achieve spoofing interference suppression. However, the
suppression performance of this method is significantly affected
by the spoofing signal power. Higher spoofing signal power
generally leads to better interference suppression performance.
Conversely, post-despreading spoofing interference suppression
techniques first identify the spoofing interference signal and then
calculate the steering vector and weights specifically for the
spoofing signal.

Pre-despreading spoofing interference suppression methods
typically leverage the power advantage of spoofing interference to
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estimate the steering vector and spatial information. Based on this
information, weights are calculated for weighting, achieving
spoofing interference suppression. However, the accuracy of
spoofing interference spatial information estimation is
significantly influenced by the power level due to the lower
signal-to-noise ratio before despreading. The suppression
performance deteriorates under low spoofing interference power
conditions. Nonetheless, because despreading is not required, the
computational load is smaller than post-despread interference
suppression methods. Despreading improves the signal-to-noise
ratio for post-despreading spoofing interference suppression
methods, leading to more accurate signal spatial characteristics. It
also allows for obtaining carrier phase information that can be used
to identify spoofing signals based on other characteristics, further
enabling interference suppression. In addition to these methods,
signal reconstruction can be employed for spoofing interference
suppression in single-antenna receivers, as illustrated in Figure 13.
This approach involves detecting spoofing interference and
extracting its code delay, Doppler frequency, carrier phase, and
signal amplitude to reconstruct the spoofing signal. The
reconstructed signal is then subtracted from the original
intermediate frequency (IF) navigation signal, effectively
eliminating the spoofing interference and yielding a spoofing-free
navigation signal.

[119] proposed a spoofing signal classification module to
distinguish between spoofed and genuine signals, reconstructing
and eliminating the spoofed signal based on its characteristics. The
processed signal is then re-examined, and if spoofing interference is
detected, the process of reconstruction and elimination is repeated.
[120] estimated the amplitude and phase of the spoofing signal to
reconstruct it, subtracting the reconstructed signal from the delayed
original signal. The performance was evaluated using the
interference cancellation ratio (ICR). Simulation results from
these studies indicate that signal reconstruction exhibits excellent
suppression performance, but it necessitates continuous and
accurate acquisition of spoofing signal information, leading to
significant complexity and implementation challenges.

The difficulty and computational complexity of accurately
estimating all parameters of spoofed signals significantly limit the
application of signal reconstruction methods [121]. HANS et al.
[122] proposed a subspace projection method that estimates the
carrier frequency and code phase of spoofed signals through capture
tracking. A signal subspace of the forged signal is constructed by
exploiting the near orthogonality of their PRN codes. The received
signal is then orthogonally projected onto this subspace, suppressing

the spoofed signal and enabling the capture and tracking of the true
signal. Compared with signal reconstruction methods, this method
requires less information about the spoofed signal and exhibits
better robustness. However, if the phase difference between the
spoofed and true signals is less than one chip, the suppression
function will be lost, indicating that this method cannot detect
spoofed signals with small deviations.

[123] proposed an adaptive beamforming algorithm for
spoofing interference suppression in GNSS receivers. Adaptive
beamforming can control the radiation pattern of the antenna
array, suppressing spoofed signals from the direction of the
spoofing interference source and enhancing the true navigation
signals from the direction of navigation satellites. Beamforming
technology is used simultaneously with spoofing interference
detection technology based on antenna arrays. First, baseband
signals are acquired through the antenna array, and a circulant
matrix is established. Spoofing interference detection is achieved
based on eigenvalue testing. Subsequently, spoofing interference is
suppressed, and the true signal is enhanced through beamforming
technology. Adaptive beamforming has many applications in the
suppression of jamming interference, and the algorithm is
relatively mature. It can be directly applied to spoofing
interference suppression and can simultaneously suppress both
jamming and spoofing interference. However, with the increase in
the number of interference directions, the antenna array needs to
further increase the number of antenna elements, making the
complexity and high cost of the equipment the main reasons
limiting its widespread application. Introducing a multi-
correlator structure in the receiver allows for simultaneous
capture and tracking of both the true signal and spoofed
signals. Subsequently, a decision method confirms the true
signal and eliminates spoofed signals, enabling the detection
and suppression of spoofing signals. When multiple signals
exist in the received signal, multi-signal tracking is performed
using multiple correlators without prior knowledge of the spoofed
signal. The multipath estimating delay lock loop (MEDLL)
technique is used to process the baseband signal, obtaining the
signal’s amplitude, propagation delay, and carrier phase, denoted
as [124]. Subsequently, based on the estimated amplitude,
propagation delay, and carrier phase of the signal, one set of
signals is removed from the original baseband signal and
tracked separately, thereby obtaining the tracking results of the
other set of signals.

In combined navigation-based spoofing interference detection
methods, if the satellite navigation receiver is determined to be

FIGURE 13
Block diagram of the signal reconstruction deception jamming suppression method.
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spoofed, non-satellite navigation systems are used for navigation,
achieving spoofing interference suppression. The essence of this
method is to discard untrustworthy satellite navigation results and
select other reliable navigation results. The disadvantage of this method
is that it requires multiple navigation systems, which increases costs.
Moreover, the positioning accuracy after suppression depends on the
performance of the other navigation methods.

Receiver autonomous integrity monitoring (RAIM) is also an
effective spoofing interference suppression method. This method
can effectively eliminate faulty satellites. In cases with fewer spoofing
interference signals, they can be eliminated from the received
signals, ensuring the authenticity and validity of the navigation
positioning results. However, in general, to obtain reliable
positioning solutions from the receiver, spoofing interference
often requires the simultaneous transmission of false signals from
multiple satellites with a higher power level than the true signal. This
may lead to the receiver completely capturing and tracking the
spoofed signal, rendering the RAIM algorithm ineffective. Table 3
below summarizes the complexity, performance, and limitations of
various methods.

4.3 Spoofing interferer location

Detecting, identifying, and suppressing spoofing signals are
challenging tasks, often requiring the addition and upgrade of
receiving equipment, significantly increasing the cost of spoofing
interference suppression. Another approach to spoofing interference
suppression is to focus on high-precision strikes against the spoofing
interference source, eliminating its impact by destroying it. Existing
methods for locating satellite navigation spoofing sources employ a
two-step localization approach. In the first step, the receiver
intercepts the spoofing interference signals and performs initial
signal processing to estimate parameters such as time of arrival
(TOA), time difference of arrival (TDOA), frequency difference of
arrival (FDOA), and angle of arrival (AOA). The second step
establishes an equation relating these intermediate parameters to
the spoofing source location, and solving this equation yields the
location information. Angle of arrival (AOA) analysis based on
antenna arrays is currently the most practical method for locating
spoofing sources. The algorithm principle is illustrated in Figure 14.
Given that spoofing sources are typically fixed, the direction of

TABLE 3 Summary table of different spoofing interference suppression methods.

Method Complexity Performance Limitations

Signal reconstruction High Medium It is necessary to obtain spoofing signal information continuously and accurately

Subspace projection Medium High Fails when the phase difference between the deception signal and the real signal is less than
one chip

Beamforming Medium High Requires array antennas with element spacing less than half the wavelength

Multi-correlator method Low Medium It will fail when the amount of computation is large, and the power of the spoofing signal is
large

Integrated navigation method Medium Medium Requires additional hardware or sensors

Direct positioning method Medium Medium Has poor performance at medium to low signal-to-noise ratios

Receiver autonomous integrity
monitoring

Medium Medium Spoofing signal power is required, and there are multiple satellites

FIGURE 14
Schematic diagram of the signal angle of arrival measurement [125].
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arrival of the spoofing signals remains constant. Therefore, the AOA
can be determined by measuring the different phases of the same
spoofing signal arriving at different antennas in a uniform linear
array. [125, 126] were the first to achieve sub-meter localization
accuracy, reaching 0.7 m. Subsequently, University College London
leveraged multiple-input multiple-output (MIMO) technology and
channel state information (CSI) to measure AOA, achieving a
remarkable localization accuracy of 23 cm [127].

The accuracy of the two-step localization method is highly
dependent on the accuracy of the parameter estimation. The
location calculation and parameter estimation are inseparable,
limiting the effective utilization of correlations between signals
received at different stations, leading to information loss,
difficulties correlating localization parameters, and high system
sensitivity requirements. Clock offset, however, contains
information about the location of the spoofing interference
source relative to the receiver. Utilizing the clock offset measured
at different receiver locations under both genuine and spoofing
interference signal conditions allows for calculating the distance
difference between the spoofing interference source and the two
receivers. The location of the spoofing interference source can be
estimated using hyperbolic intersection localization by employing
multiple sets of receivers to measure these distance differences.

4.4 Summary

This article summarizes the scenarios to which the commonly
used anti-spoofing methods of various receivers are applicable, what
kind of spoofing signal characteristics apply, and what functions the
receiver needs to have, as shown in Table 4 below.

5 Opportunities and challenges

As satellite navigation systems continue to evolve, dependence
on these systems will inevitably increase, making the threat of
satellite navigation spoofing interference increasingly prominent.
Consequently, intensifying research and preventative measures,
along with developing more intelligent and advanced anti-
interference technologies, are crucial. Several challenges persist in
the field of anti-spoofing interference:

First, the quality of spoofed signals continues to improve,
resulting in enhanced concealment, increased positional and
velocity accuracy, higher generation frequencies, and a closer
resemblance to genuine signals. This allows spoofed signals to
seamlessly and covertly integrate into receivers, posing significant
challenges for anti-spoofing measures. Second, the maturation of
multi-spoofing interference platform technologies has introduced a
paradigm shift from single-platform spoofed signals. These multi-
platform systems generate interference signals from multiple
directions and utilize diverse interference types simultaneously,
demanding higher anti-interference capabilities from receivers.
Third, current experimental conditions for spoofing interference
are overly idealized, primarily conducted in open, sparsely
populated areas with minimal radio signal interference. Limited
research has been conducted in complex terrain, such as
mountainous regions and urban areas. The lack of experimental
materials for such scenarios significantly hinders the development of
effective anti-spoofing interference technologies. Meanwhile,
spoofing techniques are constantly evolving. Attack methods such
as security code estimation and replay (SCER), which differ from
traditional spoofing methods, are becoming increasingly cost-
effective [128]. With multiple spoofing methods working in

TABLE 4 Positioning methods and receiver requirements.

Targeting method Spoofing interference feature Receiver requirements

Multi-receiver detection Spoofing jamming is emitted by the same interferer Multiple satellite nav receivers in different locations

Integrated navigation detection Only one GNSS system is spoofed Inertial navigation and satellite navigation combined

Clock error detection The deception jamming clock is inconsistent with the real
clock difference

——

Signal reconstruction (residual signal
detection)

Real signals can be detected. Multiple signal reception channels

Spoofing interferer location Multiple spoofing signals come from the same interferer. Multiple receivers in different locations

Message verification Unencrypted Encryption verification

Power detection Absolute power detection The receiver has a power detection function that can distinguish higher
signal amplitudes

Relative power detection

Automatic gain control (AGC) detection The receiver is equipped with a carrier-to-noise ratio detection
function

Power rate of change detection

Arrival time detection There is a delay in spoofing signals Arrival time analysis

Correlation detection Multiple spoofing signals come from the same direction Measure the correlation coefficient of the output of different tracking
channels

Signal quality checking The true signal-related peaks are distorted Multiple correlators

Airspace/space-time detection The on-road signal is coming from the same direction Multiple receiving antennas
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tandem, receivers face a significant challenge in handling scenarios
where multiple spoofing attacks coexist.

To address these challenges, future satellite navigation receivers
must adopt a combined approach to anti-interference detection. This
approach should leverage machine learning, consistency checks, and
array testing to enable more effective and robust spoofing interference
detection [129]. Additionally, by combining the performance
advantages of multiple research projects, a multi-faceted aerial
defense system could be developed using unmanned aerial vehicle
(UAV) clusters, ships, and aircraft. This system would encompass
target identification and tracking, radio countermeasures, and multi-
target strikes. Finally, compact anti-interference platforms should be
developed to enhance the stability of anti-spoofing measures by making
anti-interference receivers portable, miniaturized, and cost-effective.
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