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The threat of spoofing interference has posed a severe challenge to the security
application of Global Navigation Satellite System (GNSS). It is particularly urgent and
critical to carry out in-depth defense research on spoofing interference. When
combined with the inertial navigation system (INS), the GNSS/INS integrated
navigation system offers distinct advantages in the field of anti-spoofing
technology research, which has garnered significant attention in recent years.
To summarize the current research achievements of GNSS/INS integrated
navigation anti-spoofing technology, it is necessary to provide an overview of
the three core technical aspects of spoofing attack principles and implementation
strategies, spoofing detection, and spoofing mitigation. First, the principles and
implementation strategies of spoofing interference attacks are introduced, and
different classifications of spoofing interference attacks are given. Then, the
performance characteristics and technical points of different spoofing detection
and spoofing mitigation methods are compared and analyzed, and the
shortcomings and challenges in the current development of GNSS/INS anti-
spoofing technology are pointed out. Finally, based on the summary and
shortcomings of the existing technology, a prospect for the future development
of GNSS/INS integrated navigation anti-spoofing technology is discussed.
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1 Introduction

With the continuous development of the Global Navigation Satellite System (GNSS),
more and more military weapons equipment, critical civil facilities, location forensic
application and life safety services rely on the high-precision location, velocity and time
information provided by GNSS [1–4]. However, due to the weak landing level and open civil
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signal structure, satellite signals are vulnerable to intentional and
unintentional electromagnetic interference during transmission,
which makes it a severe challenge to the application of GNSS [5].
Compared with unintentional interference, intentional interference
causes more harm to GNSS and mainly includes suppression
jamming and spoofing interference [6]. Suppression jamming
suppresses the GNSS navigation and positioning services by
transmitting high-power noise to cover the satellite signal. There
are already many mature anti-jamming technologies [7]. Different
from suppression jamming, spoofing interference involves
transmitting false satellite signals to target users, leading them to
receive inaccurate navigation information. Notably, in December
2011, the Iranian military exploited falsified the Global Positioning
System (GPS) signals in a UAV navigation system and successfully
trapped a United States stealth reconnaissance drone RQ-170 [8].
Furthermore, between 22 and 24 June 2017, over 20 ships in the
Black Sea fell victim to extensive deceptive jamming attacks [9]. The
escalation of GPS jamming/spoofing incidents in the Israeli-
Palestinian conflict of 2023 underscores the rising trend of such
attacks, with spoofing assaults on satellite navigation systems now
emblematic of modern warfare. Consequently, research into anti-
spoofing technologies for satellite navigation assumes paramount
importance in fortifying the security and dependability of GNSS.

Since the 1990s, with the establishment and deployment of GPS,
international scholars have initiated research into electronic
protection and anti-jamming techniques [10]. Following a
comprehensive assessment by the United States Department of
Transportation in 2001 [11], which highlighted the vulnerabilities
and risks associated with GPS and identified the looming threat of
spoofing attacks in satellite navigation, the pursuit of GNSS anti-
spoofing technologies gained momentum. Subsequently, scholars
have introduced a range of innovative anti-spoofing solutions,
encompassing spoofing detection and spoofing mitigation
techniques. These anti-spoofing methodologies can be categorized
based on distinct technical principles:

• Anti-spoofing methodologies reliant on navigation signal
attributes, such as signal power [12], carrier-to-noise ratio
[13], direction of arrival [14], and Doppler frequency [15].
While conceptually straightforward and independent of
auxiliary data, these approaches may struggle to counter
sophisticated spoofing tactics effectively.

• Anti-spoofing methodologies grounded in signal encryption
and authentication mechanisms. This category includes
spread spectrum code authentication [16, 17], navigation
data authentication [18, 19], and combined authentication
techniques [20]. However, implementing encryption-based
anti-spoofing measures necessitates modifications to satellite
signals or navigation messages, which is a challenge in
practical application.

• Anti-spoofing methodologies leveraging auxiliary information
[21]. Autonomous navigation systems like inertial navigation
and visual navigation remain impervious to spoofing attacks,
allowing for integration with GNSS to thwart spoofing
attempts through the redundancy of auxiliary navigation data.

In recent years, scholars have focused extensively on the research
and development of anti-spoofing technology based on GNSS/INS

integrated Navigation System, supported by the Inertial Navigation
System (INS). This heightened interest can be attributed to several
key advantages of this approach compared to other technologies:

• The seamless integration of INS and GNSS results in a highly
complementary system, significantly enhancing navigation
accuracy. As evidenced by the widespread adoption of
GNSS/INS integrated navigation systems, these systems are
capable of operating with local resources, ensuring operational
flexibility.

• INS brings information redundancy. The redundancy
provided by INS augments GNSS in Receiver autonomous
integrity monitoring (RAIM), while also facilitating
compatibility with other detection technologies.

• INS can serve as an independent navigation system that
operates autonomously, offering rapid and precise
positioning without reliance on external information. In the
event of GNSS failure, it can transition to pure INS mode,
thereby demonstrating inherent resilience against
interference.

• The residual data constructed for the relevant variables of the
information fusion algorithm of the integrated navigation
system is relatively diversified, which can be
comprehensively utilized to improve the detection probability.

To leverage the anti-spoofing benefits offered by the GNSS/INS
integrated navigation system and enhance its resilience against
jamming attacks, this paper summarizes GNSS spoofing attacks
and anti-spoofing measures. The remaining organization of this
paper is as follows: in Section 2, the principal of spoofing attacks is
introduced and the spoofing scenario of GNSS is analyzed; in Section
3, anti-spoofing technologies based on GNSS/INS integrated
navigation system is described via two types of methods–spoofing
detection and spoofing mitigation—and then the development
status is introduced and analyzed respectively; in Section 4, the
challenges and prospects of anti-spoofing based on GNSS/INS
integrated navigation system are summarized. Finally, Section 5
summarizes the above discussion.

2 Spoofing scenario analysis

Spoofing and anti-spoofing are in a adversarial relationship. A
profound comprehension of spoofing is pivotal for effective research
in anti-spoofing measures. With the aim to better study anti-
spoofing technologies in integrated navigation, it is necessary to
elucidate the basic principles, implementation strategies, and
classification of deception interference based on available literature.

2.1 Spoofing modeling

The fundamental principle underlying spoofing involves the
transmission of a deceptive signal by the spoofer, characterized by a
slightly amplified power level compared to the authentic navigation
signal, directed towards the targeted receiver. This act disrupts the
receiver’s ability to accurately capture and track the authentic
satellite signal, leading it to erroneously lock onto the false
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satellite signal instead. Therefore, the spoofer must accurately
replicate the carrier, PRN/spread spectrum, data code, and
Doppler range of the real navigation signal. The conventional
satellite navigation signal as perceived by the receiver can be
represented by the expression Equation 1:

y t( ) � Re ∑N
i�1

AiDi t − τ i t( )( )Ci t − τi t( )( )ej ωc−ωd( ) t−τi t( )( )+θi[ ]⎧⎨⎩ ⎫⎬⎭
(1)

where N is the number of visible satellites, the subscript i
indicates the i-th satellite, A is the carrier amplitude of the
satellite signal, D is the data code, C is the spread spectrum
code, τ(t) is the code phase, ωc is the carrier frequency, ωd is the
Doppler frequency, θ is the initial carrier phase. Therefore, a set
of spoofing signals sent by the spoofer should be similar to the
form shown in Equation 2:

ys t( ) � Re ∑Ns

i�1
AsiD̂i t − τsi t( )( )Ci t − τsi t( )( )ej ωc−ωsi( ) t−τsi t( )( )−θsi[ ]⎧⎨⎩ ⎫⎬⎭

(2)
where Ns indicates the number of spoofing signals, Asi, τsi, ωsi and
θsi respectively correspond to the amplitude, code phase, Doppler
frequency and initial carrier phase of the spoofing signal; D̂i(t)
represents the best estimate of the spoofed data code Di. The carrier
phase of the spoofing signal is determined by the initial phase and
the Doppler frequency. Typically, to circumvent the autonomous
integrity monitoring capabilities of the receiver, the spoofer would
generate a number of spoofing signals equivalent to the quantity of
authentic signals transmitted by the visible satellite. Under the attack
of spoofing interference, the target receiver will receive both
authentic navigation signal and spoofing signal, which can be
expressed as Equation 3:

ytot t( ) � y t( ) + ys t( ) + n t( ) (3)
where, n(t) denotes noise. The noise may also be affected by
spoofing attacks. Thus, a simple model of a spoofing attacks is
shown in Figure 1.

The analysis above is based on the level of satellite navigation
signals. When spoofing attack is directed towards the target receiver,

its effects are most readily discernible at the information layer.
Specifically, the influence on the pseudo-range information layer
can be effectively modeled with Equation 4. Suppose that the
true pseudo-range measurement model of the i-th satellite at
time t is:

ρ i( ) t( ) � cτ i( ) + c t + δtu( ) − t − δt i( )( )( ) � c τ i( ) + δtu + δt i( )( ) (4)
where ρ(i) is the true pseudo-range, c is the speed of light, τ(i) is the
signal propagation delay, δtu and δt(i) is the receiver clock error
and satellite clock error. Supposing Δτ(i) represents the additional
signal delay imposed by the spoofer at the target receiver, the
formulation for the spoofed pseudo-range can be articulated by
Equation 5:

ρ i( )
s � ρ i( ) + Δρ � ρ i( ) + cΔτ i( )

s (5)
where Δρ is the additional pseudo-range. Supposing that the
spoofing signal can be expressed as an M-order polynomial of
(t − tLock ) after being captured and tracked, the following
expression is given:

Δτ i( )
s � ∑M

n�1
an t − tLock( )n + b, t≥ tLock

0, t< tLock

⎧⎪⎪⎨⎪⎪⎩ (6)

where tLock is the moment when the spoofing signal is captured and
tracked, an is the polynomial coefficient, b is the polynomial
intercept. Generally, the polynomial order M is usually 1. Thus,
based on Equation 6, the spoofing attack model at the measurement
level can be derived as Equation 7.

Δρ � cΔτ i( )
s � c a t − tLock( ) + b[ ], t≥ tLock

0, t< tLock
{ (7)

Here, when a � 0 and b ≠ 0, it is step spoofing. When a ≠ 0 and
b � 0, it is slowly varying spoofing.

2.2 Spoofing attack classification

There are two methods for spoofer to generate spoofing signals
in the form of Equation 2, namely generative spoofing attack
methods and forwarding spoofing attack methods [22, 23]. These
two methods are discussed in detail below.

2.2.1 Generative spoofing attack
Generative spoofing attack device directly generates spoofing

signals on the premise of known signal pseudo-code and navigation
message parameters. Consequently, in the context of Generative
spoofing attack, the spoofer can generate deceptive signals
independently of the GNSS system. Besides, it is possible for a
spoofer to allow for flexible adjustment of various parameters
according to their own requirements. However, the
implementation of this method entails relatively high costs and
complexity. Generative spoofing attacks pose a significant threat to
civilian receivers lacking anti-spoofing capabilities. Conversely, for
military signals with undisclosed signal structures, the feasibility of
generative spoofing attack is limited, thereby restricting its
application scope. The general model generative spoofing attack
is illustrated in Figure 2.

FIGURE 1
Spoofing attack model. The fake satellites are imaginary. The
spoofed signals ys emitted by the spoofing source and the real satellite
signals y are simultaneously received by the target receiver.
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2.2.2 Forwarding spoofing attack
In response to the inability of generative spoofing attack to tackle

encrypted navigation signals like military codes, forwarding spoofing
attack has emerged. Forwarding spoofing attack involves the deceptive
jamming source receiving genuine satellite navigation signals through
its own antenna and then, after appropriate delay and power
amplification, transmitting them to the target receiver to achieve
the spoofing effect. Therefore, a prominent feature of forwarding
spoofing attack is that the time delay of the spoofing signal reaching
the target receiver must be greater than that of the authentic signal.
Obviously, this kind of spoofer do not needs to parse navigation
signals but only requires power amplification and time delay.
Consequently, compared to generative spoofer, forwarding spoofer
has a simpler construction, mainly comprising receiving antennas,
amplifiers, and transmitting antennas.

According to the different methods of receiving and processing
satellite signals, forwarding spoofing attacks can be divided into two
types as shown in Figure 3. The first type spoofer involves a single
antenna, which is used to receive all available genuine satellite
navigation signals within the area. These signals are then
uniformly delayed and power-amplified before being retransmitted
using a transmitting antenna. While the second type spoofer involves
multi-antenna array, which utilizes lots of high-gain narrow-beam
array antennas, with each receiving antenna corresponding to a
specific satellite signal within the area. Different delays are applied
to the various satellite signals before retransmission. Obviously, the
first type of forwarding spoofing attack, due to the uniform delay, is
more easily detectable by the receiver. The second type offers higher
concealment and can deceive the receiver to a designated location, but
it presents greater practical operational difficulty.

To sum up, the classification characteristics of spoofing attack
based on signal generation mode are summarized in Table 1.

2.3 Spoofing attack implementation policy

In the spoofing process, once the spoofing source successfully
generates spoofing signals, it encounters the challenge of subtly

injecting these signals into the tracking loop of the target receiver
without detection.

Two strategies are employed to address the challenge:
synchronous spoofing and asynchronous spoofing. Synchronous
spoofing involves generating false signals that align with the real
signal in terms of code phase and Doppler shift. Initially, the power
of the spoofing signal is kept low to evade detection before entering
the tracking loop. Subsequently, the power gradually increases upon
entering the loop, prompting the receiver to lock onto the spoofing
signal. The desired spoofing effect is achieved by adjusting the code
phase and carrier phase. This strategy facilitates incremental
spoofing and is depicted in Figure 4. Synchronous spoofing offers
high concealment but presents technical complexities.

On the other hand, asynchronous spoofing disrupts the target
receiver by employing high-power interference to cause it to lose
lock. Subsequently, spoofing signals are transmitted to allow the
target receiver to capture them during reacquisition. Unlike
synchronous spoofing, asynchronous spoofing does not require
the interference source to generate false signals mirroring the real

FIGURE 2
The schematic of generative spoofing attack. Generative
spoofing sources do not need to receive real satellite signals and can
directly generate spoofed signals based on known signal structures.

FIGURE 3
The diagram of forwarding spoofing attack, which is drawn with
reference to the literature [65]. (A) The forwarding spoofing based on
single antenna. (B) The forwarding spoofing based on multi-
antenna array.
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signal in code phase and Doppler shift. While asynchronous
spoofing incurs lower technical costs, it lacks effective
concealment compared to synchronous spoofing.

3 Development status

From the perspective of the published literature, research on
anti-spoofing technology for GNSS/INS-based integrated navigation
systems primarily focuses on two key areas: spoofing detection and
spoofingmitigation. Spoofing detection aims to identify the presence
of spoofing interference, while spoofingmitigation works to mitigate
or eliminate the impact of spoofing interference. According to the
difference of processing layers, spoofing detection technology for
satellite navigation systems can be categorized into signal layer-
based and information layer-based approaches. Currently, the
predominant focus in the research area is on enhancing GNSS
resilience against spoofing at the information layer by leveraging
auxiliary data provided by the INS. There is comparatively less
emphasis on research related to anti-spoofing efforts at the
signal layer.

3.1 Spoofing detection based on the
integrated navigation

Spoofing detection is to determine whether there is a spoofing
signal in the signal from the receiver. In addition to realizing the goal
of detecting the spoofed signal, spoofing detection also hopes to
achieve high detection accuracy and short detection time through
algorithm design and setting the appropriate test statistics, with the
purpose of reducing the effect of spoofed signals on the navigation

system during the detection process. Based on existing literature, the
spoofing detection algorithms based on the combined GNSS/INS
navigation system can be further categorized according to the
different test statistics: detection algorithms based on the
measured values, detection algorithms based on the filtered
innovation, and other spoofing detection algorithms.

3.1.1 Detection algorithms based on the
measured values

The systemmeasurement value refers to the direct measurement
information resolved by the integrated navigation system and its
subsystems such as position, velocity, acceleration, attitude, etc.
Residual consistency detection method, which detect spoofing by
utilizing the high positioning accuracy in a short period of time and
independent characteristics of INS, is a typical example of this type
of algorithm, e.g., position/velocity based residual consistency
detection. The detection domain of literature [24] is position, and
literature [25] investigates vehicle speed based spoofing detection.
Figure 5 is the flow of the position/velocity consistency detection
algorithm referring to [26].

In addition, literature [27] describes a method for detecting
GNSS spoofing signals using accelerometers. The method performs
spoofing detection by comparing the acceleration estimated from
the GNSS output with the acceleration output from the INS
accelerometer. Literature [28] improves the detection
performance by using both the residual acceleration and the
north (or east) accelerometer error component as decision
variables. Literature [29] detects the spoofing using pseudo-range
rate, through comparing the constructed pseudo-range rate from
INS and the pseudo-range rate solved by GNSS. Different from the
pseudo-range detection, the pseudo-range rate detection is more
sensitive to the slowly varying spoofing interference. For scenarios of
spoofed attacks on selected satellites, literature [30] takes advantage
of GNSS/INS tightly coupled integration that its navigation solving
is possible even with only one visible satellite for spoofing detection.
The traversal method is adopted to solve all visible satellites one by
one, and then the results are compared with the receiver clock
difference/clock drift equivalent distance deviation to detect
spoofing. By this method, the influence of spoofed stars can be
eliminated to ensure the positioning accuracy of the combination
navigation system.

In the case of airborne vehicles, attitude can also play a role in
spoofing detection. [31] conducted experimental tests using UAV
platforms and discovered that spoofing attacks significantly impact
pitch and roll angles, while minimally affecting heading angle.
Additionally, [32] employed carrier phase double-difference
observables for spoofing signal detection and integrated this with
attitude data from the INS to successfully identify and counter
forward spoofing interference.

However, the above-mentioned spoofing detection methods,
focusing on a single dimension, may only address specific

TABLE 1 The summary for forwarding spoofing and generative spoofing.

Spoofing types Advantages Shortcomings

Generative spoofing attack Highly covert; Freely adjustable Difficult and costly to realize; Invalid for encrypted signals

Forwarding spoofing attack Easy to realize; Not restricted by encryption Single spoofing effect; Single target for implementation

FIGURE 4
The schematic diagram of Synchronous spoofing
implementation process.The spoofer captures each receiver channel
by aligning the spoofed signal with the true signal from each visible
satellite. It starts with low power and then gradually increases the
power until it captures the receiver’s tracking loop. Finally the receiver
is slowly lured to a false localization result.
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spoofing interferences and are susceptible to failure when attackers
alter their tactics. By expanding the dimensionality of comparison
information, these limitations can be overcome while enhancing
detection performance. For instance, [33] employed a short-term
pure inertial error propagation model to utilize position and velocity
data from inertial guidance for predicting and estimating the guard’s
pseudo-range and pseudo-range rate. They integrated actual system
measurements to create pseudo-range and pseudo-range rate time
series and conducted spoofing detection by parameter fitting of these
time series. In another study referenced as [34], the impact of
spoofing attacks on the navigation receiver’s time was leveraged,
incorporating a consistent spoofing detection model in the time
dimension alongside the position dimension.

Taken together, this type of detection algorithm is simple in
principle and the test statistics are easy to obtain. However, this type
of detection method is greatly affected by the accuracy of the inertial
device, the higher the IMU accuracy, the better the detection
performance. At the same time, it is affected by the cumulative
effect of the inertial navigation device error. When the spoofing
attacks exist for a longer period, this type of algorithm will no longer
be applicable. Besides it cannot satisfy the detection requirement of
induced slowly varying spoofing interference.

3.1.2 Detection algorithms based on filter
innovation

Filter innovation is defined as the difference between the actual
observed value of a system state variable and the predicted value of
the Kalman filter algorithm, which is the new information added to
the observed value at the current moment. The spoofing attack
directly affect the system measurement information, which in turn
will cause the filter innovation to be affected. Therefore, test
statistic constructed by the statistical characteristics of the
normalized filter innovation can be used for spoofing detection.
[35] analyzed the impact of spoofing attack on the Kalman filtering
process, and the summary of the conclusions can be obtained
as follows:

• the spoofing attack has a direct effect on the innovation of the
current moment, and a cumulative effect on the innovation of
the future moment;

• the spoofing attack has a large effect on the expectation of the
innovation and the error estimation of INS, and has no
significant effect on the filtering error covariance array;

• the innovation is most affected in the initial stage of spoofing
introduction; and

• due to the effect of the feedback correction mechanism of the
filter, the innovation is dynamically adjusted towards the
expectation of zero.

Currently, spoofing detection with filter innovation can be
categorized into snapshot and sequential methods [36]. Snapshot
method is to construct the test statistic only with the current
moment of the innovation, while sequential method is to
construct the test statistic using the innovation sequences and
their covariance matrices within a time window. Typical
snapshot methods include the chi-square test based on
innovation [37, 38], and the multiple solution separation [39].
The chi-square detection method based on innovation is only
effective for step spoofing with large amplitude fluctuations. The
multiple solution separation method can effectively detect slowly
varying spoofing, but not for the full satellite spoofing scenario. One
of the typical sequential methods is Autonomous Integrity
Monitoring Extrapolation (AIME) [40], which utilizes the
sequence of Kalman filtering innovation to construct a test
statistic. Literature [41] states that, compared to the snapshot
method of detection, the extrapolation method is more suitable
for satellite slowly varying spoofing detection. Spoofing offsets of
position and velocity are very small during the filtering period when
facing slowly varying spoofing signal attack, leading to the filter
slowly correcting the output of the inertial navigation with a small
correction amount. This property gives the snapshot method a long
detection time and a high rate of missed alarms [42]. Meanwhile, the
error tracking and closed-loop correction mechanism of Kalman
filter are also the reasons for long detection delay problem of AIME
when detecting slowly varying spoofing [43].

To enhance the detection performance and reduce the
detection delay associated with slowly varying spoofing
detection methods, literature [44] introduced a spoofing
detection algorithm based on adaptive sequential probability
ratio detection (SPRT). Combined with Bayes parameter
estimation theory, SPRT can adaptively adjust the test statistic
by modifying the risk parameter, thereby enhancing both the
detection speed and performance of the algorithm. In addition to
optimizing the innovation sequence algorithm, [45] proposed the
detection algorithm that utilizing the changing rate of innovation
to construct the test statistic. Integration of SPRT with AIME has

FIGURE 5
The flow chart of position or velocity consistency detection algorithm. The consistency detection algorithm achieves spoofing detection by
comparing the solved data from GNSS with the solved data from INS.
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significantly improved the detection efficiency of slowly varying
spoofing detection. Additionally, [46] put forward a spoofing
detection algorithm based on innovation skewness. It is
experimentally demonstrated that the algorithm can improve
the detection delay performance of induced retardation
spoofing attacks by more than 35% compared to the general
continuous method.

Robust estimation is a class of estimation methods that
minimize the influence of observations in the presence of
anomalous observations [47]. Therefore, robust estimation can
not only be used to solve the problem of residual influence of
fake calendar elements in the past for deception suppression, but
also can solve the problem of error tracking and closed-loop
correction feedback mechanism to improve the performance of
spoofing detection algorithms. The spoofing detection algorithm
based on robust estimation are designed to attenuate the effect of
spoofing interference by selecting a suitable equivalent weight
function to compute the weights [48–52]. The model of the
detection method is shown in Figure 6, where v refers to the
innovation sequence, T is the test statistic and w denotes weight
vector. Based on the robust estimation and detection window, [49]
proposed an improved detection algorithm. To improve the
detection performance and navigation accuracy, the algorithm
calculated the weight factors by two suitable thresholds and
could adaptively adjust the gain matrix to reduce the weight of
the spoofed satellite measurements. [50] proposed a GNSS/INS
tightly combined innovation optimized robust estimation
spoofing detection algorithm, which further improved the
detection efficiency and detection performance of induced
retardation spoofing interference.

For the problem of high false alarm rate of the traditional
innovation detection algorithms after the deception disappears,

[53] established a mode adjustment criterion based on GNSS/INS
tightly coupled system. Its core idea was employing sliding window
detection to downgrade the innovation when the measurement
value may be anomalous while other time remaining unchanged.
By switching between the two modes, the computational burden of
past observations and the detection delay were shortened. When
subjected to intermittent spoofing attacks, the improved algorithm
had higher detection sensitivity and could recover immediately after
the spoofing disappeared. In addition, the response speed to the next
spoofing attack was faster.

In order to avoid the effects of closed-loop correction
mechanisms, other scholars have equivalently implemented
closed-loop correction using an open-loop correction structure
with cumulative error valuations [54]. Particularly, [55]
combined the sliding window accumulation of chi-square
detection based on innovation with the open-loop correction
structure for spoofing detection of GNSS/INS tightly coupled
system. Compared with the traditional chi-square detection
method, this algorithm reduced the detection time for trap
spoofing interference by 25% and improved the detection
sensitivity for slowly varying spoofing interference.

Overall, the use of spoofing detection methods based on
innovation can effectively identify trap spoofing. However, the
detection time for slowly varying spoofing attacks may be
prolonged due to error tracking and the negative feedback
effect of Kalman filter. In some cases, the combined navigation
system may already have been deceived by the spoofing attack
before successful detection, allowing the spoofing to achieve its
intended purpose. Additionally, many detection algorithms for
slowly varying spoofing attacks may struggle to effectively detect
when the deception disappears, potentially leading to harmful
consequences.

FIGURE 6
The flowchart of spoofing detection algorithm based on robust estimation. The algorithm constructs the test statistic T via filter innovation v, which
is used to compare against the judgment thresholds T1 and T2. The corresponding weights w are then adjusted according to the comparison results.
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3.1.3 Other detection algorithms based on
integrated navigation

With the rapid development of artificial intelligence (AI) in
recent years, many scholars explore the use of neural networks for
deception detection problems. The Probabilistic Neural Network
(PNN), whose model structure is shown in Figure 7, stands out for
its rapid convergence, high classification accuracy, and effectiveness
in pattern recognition and fault detection [56]. For instance, [57]
developed a PNNmodel for detecting forwarding spoofing, ensuring
real-time detection of such interference. Additionally, researchers
have leveraged innovative approaches such as generative adversarial
networks (GANs) to combat GNSS spoofing by learning and
analyzing spoofed signal features [58]. Furthermore, in literature
[59], spoofing attacks were detected by creating a feature vector that
captures the differences in velocity estimates from GNSS receivers
and IMUs on genuine and spoofed trajectories, followed by training
a neural network for detection. These methods have yielded good
detection results. However, it is evident that AI-based spoofing
detection methods require the collection of data related to
spoofed and real signals in advance, and the detection model is
poorly migratable, which constrains the widespread use of the
algorithms.

In addition to AI-based approaches, some researchers have
tapped into redundant information from alternative navigation
augmentation systems like visual odometry (VO) to assist
spoofing detection [60]. VO can serve as a good supplement to
GNSS positioning. This article first used an optimized coupling
framework to fuse the measurement results of VO and INS, and then
monitored the deviation between the fusion results and GNSS. After
successfully detecting deception, the optimized estimation algorithm
is modified to prevent the system from being affected by deceptive
GNSS data and enable it to continue localization. However, it is
important to note that this detection method may necessitate
adjustments to the hardware system and is typically applicable
only to combined navigation systems that already include
visual odometry.

3.2 Spoofing mitigation based on the
integrated navigation

Anti-spoofing technology not only needs to detect and identify
the spoofing signals, but also needs to mitigate the effects of spoofing
attacks as much as possible after spoofing detection.

Some scholars have proposed borrowing deception suppression
methods from multipath suppression techniques. While the
characteristics of multipath effects and deception attacks share
similarities, there are key distinctions: (1) Signal delay difference:
The multipath signal tends to lag behind the real satellite signals,
while the deception signal may be ahead of the real signals; (2)
Receiver Tracking Loop Impact: Multipath signals distort the
correlation peaks of the tracking loop, affecting tracking
accuracy. In contrast, deception signals can be separated from
the correlation peaks of the spoofed signal using correlation
strategies. This separation can lead the tracking loop to lock onto
the spoofed signal, preventing the estimation of parameters for the
genuine satellite signal by the Multipath Estimation Delay Locked
Loop (MEDLL). Therefore, the spoofing suppression algorithm
needs to control the receiver tracking loop according to the
spoofing signal identification results to ensure that the receiver
always locks on the real satellite signal. To deal with these
distinctions, a spoofing mitigation algorithm must tailor the
control of the receiver tracking loop based on the identified
spoofing signals. This approach ensures that the receiver
consistently locks onto the authentic satellite signal, mitigating
the impact of deception attacks.

The utilization of MEDLL in a GNSS/INS integrated navigation
system, as described in literature [61], represents a typical approach
for spoofing mitigation. By leveraging INS information, this method
can effectively identify and suppress spoofed signals. Furthermore,
literature [62, 63] introduced the multi-correlator structure of
MEDLL for the GNSS/INS integrated navigation system. When
combined with the robust Kalman filtering algorithm, this structure
resulted in an effective anti-spoofing algorithm. The algorithm

FIGURE 7
The model structure of PNN. PNN consists of input layer, sample layer, addition layer and output layer. The core of PNN is the sample layer. The
sampple layer is used to calculate the pattern distance of the samples to be recognized and then the radial basis function is used as the activation function.
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reduced the position error under spoofing attacks from 600 m to
10.0 m [63]. However, it is important to note that while algorithms
based on multipath suppression demonstrate strong spoofing
detection and suppression capabilities, they are reliant on the
presence of genuine satellite signals for their operation. In
scenarios where genuine satellite signals are absent, these
algorithms may not be effective. Therefore, further research and
development may be necessary to address this limitation and
ensure robust anti-spoofing capabilities in all operational
conditions.

It is indeed well-recognized that integrating robust factor into
filtering algorithms can effectively suppress the impact of spoofing
attacks in combined navigation systems. Many contemporary
research efforts focusing on spoofing mitigation algorithms
within combined navigation systems have centered their
improvements on the robust estimation algorithm. For instance,
[64] analyzed the impact of spoofing attacks on GNSS/INS
integration and explored an anti-spoofing method based on
Adaptively Robust Kalman Filter. By this way, they succeeded in
bolstering the system’s anti-spoofing interference capability and
adaptive capacity.

Overall, current research on deception mitigation algorithms
can be categorized into the following three types: a) Utilizing the
MEDLL algorithm to recover genuine positioning results by
distinguishing between authentic and spoofed signals; b)
Incorporating the robust factor into filtering algorithms to
mitigate the impact of spoofing on measurement information; c).
The spoofing mitigation based on the relevant algorithms of AI.
Generally speaking, the research on spoofing suppression algorithms
is relatively small, and spoofing mitigation algorithms based on
integrated navigation need to be studied deeper.

4 Challenges and future
development trends

Anti-spoofing technology based on GNSS/INS integrated
navigation system has become increasingly important for
navigation security. Although some research progress has been
made in this area, there are still many problems and challenges
that need to be further explored and investigated. The following
section will analyze the problems encountered and provide an
outlook on future development trends for the research area.

4.1 Focusing on technical research in
spoofing mitigation

Currently, anti-spoofing techniques for combined navigation
systems mainly focus on spoofing detection and identification. But it
is indeed crucial to not only focus on spoofing detection and
identification but also on spoofing mitigation to enhance the
safety and reliability of integrated navigation systems. By
developing effective spoofing mitigation algorithms, the normal
operation of the navigation system and the maintenance of high
accuracy under spoofing attacks will be ensured. Research that
delves deeper into the characteristics of spoofing signals and their
propagation mechanisms will be essential for the advancement of

anti-spoofing technologies. This will ultimately contribute to the
development of more robust and secure integrated navigation
systems in the future.

4.2 Enhancing resilience to complex and
volatile spoofing techniques

Existing anti-spoofing techniques often can only address a
single type of spoofing attack and lack sufficient resistance to
complex and variable spoofing methods. Therefore, future
research will likely focus on improving the system’s ability to
resist such attacks. With the continuous maturation of AI and
machine learning algorithms, the GNSS/INS combined
navigation system can integrate various anti-spoofing
techniques, together with AI models to adaptively identify and
cope with various spoofing attacks, thus achieving intelligent and
adaptive anti-spoofing techniques. On the other hand, it is also
necessary to strengthen research on spoofing interference
techniques to provide support for feasibility testing of anti-
spoofing techniques.

4.3 Optimize real-time performance and
accuracy in highly dynamic environments

Under the dynamic environment, such as high-speed motion or
complex terrain, anti-spoofing techniques are put to the test in terms
of real-time and accuracy. The system must quickly and accurately
distinguish between the real and spoofed signals, which places
greater demands on the technique’s performance. To address this
challenge, future research will focus on optimizing algorithms and
data processing methods to improve the system’s real-time and
accuracy. For instance, to reduce data processing time, one can use
more efficient signal processing techniques. Additionally, to
improve the system’s computational power and response speed,
advanced hardware platforms and parallel computing techniques
can be utilized.

4.4 Conduct anti-spoofing techniques
based on deep GNSS/INS navigation system

Depending on the depth of information, the GNSS/INS
integrated navigation system has three types of combined modes:
loose integration, tight integration and deep integration. The
performance and impact of these modes differ significantly when
dealing with spoofing interference. There are few studies analyze the
impact of spoofing and anti-spoofing research for deeply coupled
systems. The existing literature primarily focuses more on anti-
spoofing technology based on loosely coupled systems and tightly
coupled systems. In recent years, with the continuous development
of theoretical research and engineering practice in deeply coupled
systems, the anti-spoofing need for deeply coupled systems has
become increasingly prominent. Therefore, analyzing the impact of
spoofing interference on the deep GNSS/INS integration system and
developing appropriate anti-spoofing studies holds great theoretical
significance and practical value.
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5 Conclusion

This paper focuses on the anti-spoofing technology of GNSS/
INS integrated navigation systems for enhancing the safety of
integrated system. Firstly, the paper introduces the principle of
spoofing interference technology and attack strategies, which
have different classifications based on their generating modes,
attack strategies, and manifestations. Secondly, the paper sorts
out and summarizes the current research status of anti-spoofing
technology of GNSS/INS combined navigation systems. This paper
compares and analyzes the performance characteristics and
technical aspects of detection methods based on the measured
values, filter innovation, and other detection methods based on
integrated navigation systems. Then, the paper sorts out the
spoofing mitigation methods based on multipath suppression and
robust estimation. Finally, with the purpose of providing solid
technical support for the safe application of satellite navigation
systems, this paper points out the difficulties faced by the
development of GNSS/INS anti-spoofing technology and the
future development direction.
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