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In order to analyze the anti-spoofing performance of the Global Navigation

Satellite System (GNSS) multi-beam anti-jamming receiver in the presence of

direct repeater spoofing, this paper deduces the theoretical formulas of the

output real signal and the direct repeater spoofing signal power of the multi-

beam anti-jamming receiver using the minimum variance distortionless

response (MVDR) algorithm, when the number of snapshots is limited. The

influence of the power of the spoofing signal reaching the surface of the

antenna array on the output power of the real signal and the spoofing signal is

analyzed in detail. The analysis shows that no matter how the power of the

direct repeater spoofing signal is set, the multi-beam anti-jamming receiver

using the MVDR algorithm can always suppress the spoofing below the real

signal power level, and the suppression effect is more significant when the

spoofing signal-to-noise ratio is high. Finally, the correctness of the conclusion

is verified by simulation.
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1 Introduction

With the rapid development of satellite navigation technology, satellite navigation

systems have gradually expanded from the military field to the civilian field, penetrated

into all sectors of the national economy, and become an important part of the national

PNT (Positioning, Navigation and Timing) system [1–3]. And with the concept of

NavigationWarfare (NAVWAR) proposed [4], the research on satellite navigation system

jamming and anti-jamming technology is receiving a growing number of attention,

according to different processing domains, anti-jamming can be carried out from time-

frequency domain [5, 6], spatial domain [7, 8] and mixed domain, among which the

airspace anti-jamming using beamforming technology is currently the most effective [9,

10]. The multi-beam anti-jamming receiver is a GNSS receiver that uses the spatial anti-

jamming technology in the front end.

Under the premise of constraining the expected signal direction gain to be 1, the

MVDR algorithm takes the minimum array output power as the criterion [11, 12], and is a
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classic algorithm used by multi-beam anti-jamming receivers

[13]. The algorithm performs quite well in high-power

suppression jamming in the radar and navigation field

[14–17], and through algorithm improvement, it has better

performance [18]. Proposed an adaptive anti-jamming dual-

polarized ellipsoid minimum variance distortionless response

(EMVDR) method, while improving the anti-interference

performance, the GPS coverage ratio can keep from 60% to

70% [19]. Used the MVDR improvement algorithm for GNSS

high precision applications in the presence of jamming and

achieved good results [20]. Proposed a optimized algorithm,

which requires no array calibration and aided altitude

measurement unit, and has less implementation cost, but anti-

jamming ability has decreased [21]. Demonstrated that MVDR

shows better anti-jamming performance than PI (power

inversion) in the scenario of jamming movement, where the

PI algorithm is an anti-interference algorithm often used in

engineering [22]. Developed a new robust adaptive

beamforming technique that can effectively suppress fast-

moving jamming. The MVDR algorithm also has many

applications in the field of radar imaging and electronic

warfare [23, 24]. But there are few special researches on

repeater spoofing in the navigation field [25].

At present, the analysis of MVDR algorithm performance in

the presence of various jamming environments is relatively

comprehensive [26–30]. [31] analyzed the expressions of the

output power of the MVDR algorithm under different signal-to-

noise ratios (SNR) in the presence of single andmultiple coherent

jamming [32]. Studied the influence of signal arrival angle on the

performance of MVDR algorithm [33]. Analyzed the desired

(SNR), the interference-to-noise ratio (INR) of the jamming, and

the signal-to-interference ratio (SIR), signal arrival angle, array

element structure, correlation between jamming and desired

signal and other factors on the output signal-to-interference

plus noise ratio (SINR), but the derivation process is very

complicated [34]. Proposed leave-one-out cross-validation

(LOOCV) choices for the shrinkage factors to optimize the

beamforming performance [35]. Proposed a new MVDR

constraint criterion and verified the performance in terms of

output SINR and output power [36]. Uses a combination of

MVDR with a linear antenna array (LAA) for two scan angle

processes in azimuth and elevation to illustrate MVDR error

robustness [37]. Analyzed the effect of the limited number of

snapshots on the performance of the MVDR algorithm in the

case of spatial smoothing and non-smoothing [38]. Studied the

performance of the MVDR algorithm in the presence of impulse

noise and proposed a new robust extension of the empirical

MVDR beamformer [39]. Deduces the approximate analytical

expression of the output SINR under limited data in the presence

of steering vector errors, and analyzes the performance of one-bit

quantized MVDR and pure-phase MVDR beamformers [40].

Proposed two improved MVDR algorithms, MVDR-PSO and

MVDR-GSA algorithms, to improve the signal to interference

plus noise ratio (SINR) gain in the condition of limited snapshots

or Multiple Access Interference (MAI) signals existing [41, 42].

Examined the sample matrix inversion (SMI) by analyzing the

mismatch in the signal steering vector beamformer performance

in heterogeneous environment [43]. Derived the approximate

output SNR of a diagonally loaded MVDR beamformer [44].

Analyzed the output SINR of the polarization MIMO radar

system after using the MVDR algorithm to suppress jamming

signal, and did not consider the spoofing scenario [45]. Analyzed

the anti-jamming performance of dual-polarized antenna array

using MVDR algorithm.

It can be seen that the above studies are aimed at high-power

jamming signals, without considering the impact of the

correlation between repeater spoofing and real signals.

Therefore, this paper studies and analyzes the influence of

repeater spoofing jamming in the navigation system on the

performance of the MVDR algorithm. Through research and

derivation, this paper draws the following conclusions: when the

power of the spoofing signal increases gradually, the output real

signal power remains almost unchanged, while the output

spoofing signal power is always suppressed below the real

signal power, and finally tends to be stable, and passes

simulations verify the correctness of the conclusions.

The rest of this paper is arranged as follows: Section 2

constructs the array signal model; Section 3 gives the actual

expression of theMVDRweight vector under the limited number

of snapshots; Section 4 derives the MVDR algorithm, the

expression of the output power of the real signal and the

spoofing signal changing with the input spoofing power, and

judges its changing trend; In the fifth section, the correctness of

the derivation results is verified by simulation, and the theoretical

analysis of the anti-spoofing ability of the MVDR algorithm is

carried out to verify the correctness of the theory of this paper. A

brief conclusion is presented in the last section.

FIGURE 1
Schematic diagram of antenna array and incident signal.
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2 Signal model

It is assumed that the receiving antenna array of the

navigation receiver is composed of N ideal omnidirectional

array elements, as shown in Figure 1.

Assuming that the spoofing signals all come from one

direction, the form of the signals received by the navigation

receiver antenna array can be expressed as:

x(t) � ∑K
k�1

αksk(t) + β⎡⎣∑L
l�1
jl(t) + nj(t))⎤⎦ + n(t) (1)

where, sk(t)jl(t) is the k th satellite signal and the l th spoofing

signal received at the reference array element, n(t)is the noise

vector, which is composed of the noise of each array element

channelni(t) (i = 1,2, . . . ,N). Each noise component is Gaussian

white noise with variance 0, mean value 0 and independent and

identical distribution. nj(t) is the noise part of the direct-relay

spoofing signal, its mean is 0, and its variance isσ2nj , x(t) �
[x1(t), x2(t), ..., xN(t)]T is an N-dimensional signal vector,

and each row corresponds to the mixed signal received by an

array element, [·]T representing the transposition. αkβare the

steering vectors of the real signal and the spoofing, respectively,

which contain all the spatial information of the signal received by

the antenna array, and its expression is:

αk �
⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
ej(2πp1e(θk,ϕk)/λ)
ej(2πp2e(θk,ϕk)/λ)
..
.

ej(2πpNe(θk ,ϕk)/λ)
⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦, k � 1, 2, ...K (2)

where, e(θk,ϕk) � [cos θk cos ϕk, cos θk sin ϕk, sin ϕk]Tis the

unit propagation vector of the plane wave, θk is the pitch

angle of the incident signal, ϕk is the azimuth angle. λ is the

signal wavelength, pn (n = 1,2,...,N) is the position coordinate of

the nth array element. The definition of β is the same, and will not

be explained here. An important property of the steering

vector is:

αH
k αk � N (3)

In the research of this paper, in order to facilitate the analysis,

only the scene where a single real satellite signal and a repeater

spoofing signal exist, the received signal of the array can be

expressed as:

x(t) � αs(t) + βj(t) + βnj(t) + n(t)
� s(t) + j(t) + nj(t) + n(t)
� s(t) + v(t)

(4)

where,

s(t) � αs(t) (5)
j(t) � βj(t) (6)

nj(t) � βnj(t) (7)

v(t) � βj(t) + βnj(t) + n(t)
� j(t) + nj(t) + n(t) (8)

Here it is defined that v(t) is the mixed-signal vector in

addition to the real signal.

When the mixed signal enters the antenna array, the antenna

array will generate a set of array weights w � [w1, w2, ...wN]T,
which are multiplied by the input signal x(t), and finally the

array output signal y(t), which is in the form of:

y(t) � wHx(t)
� wH[αs(t) + βj(t) + βnj(t) + n(t)]
� wHs(t) + wHj(t) + wHnj(t) + wHn(t)

(9)

Among them, the form of the direct repeater spoofing output

signal is:

yj(t) � wHβ[j(t) + nj(t)]
� wHj(t) + wHnj(t) (10)

3 Representation of weight vector
under limited number of snapshots

The minimum variance distortion-free response beamformer

(MVDR) criterion is that the gain in the desired signal direction

is constrained to be 1, and the array output power is minimized.

The weight vector of the MVDR beamformer is the solution of

the following problem:

wMVDR � arg
wHα�1

minE[∣∣∣∣wHx
∣∣∣∣2]

� arg
wHα�1

min[wHRxw] (11)

where, arg
wHα�1

min[·] indicates that the antenna array has a unit

response in the desired signal direction under the constraint

conditions wHα � 1, and at the same time minimizes the

function value in [·], that is, the optimal solution of w that

minimizes the output power of the array. The expression of the

weight obtained by the Lagrange multiplier method is:

wMVDR � R−1
x α

αHR−1
x α

(12)

where Rx � E[x(t)xH(t)] represents the covariance matrix of the

data received by the array. In the case of limited number of

snapshots, Rx should be expressed as the following form:

R̂x � 1
m
∑m
i�1
x(ti)xH(ti)

� R̂s + R̂j + R̂n + αr̂H + r̂αH

� σ̂2sαα
H + αr̂H + r̂αH + Q̂

(13)

where m is the number of snapshots, r̂ is the sample cross-

correlation between the real signal and spoofing plus noise, which
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is an N-dimensional vector, σ̂2s is the sampling mean square

power of the real signal, R̂sR̂jand R̂n are the autocorrelation

matrices of the desired signal, spoofingl and noise, respectively. Q̂
is the sampled autocorrelation matrix of spoofing plus noise, and

its calculation formula is

R̂s � 1
m
∑m
i�1
s(ti)sH(ti) � σ̂2sαα

H (14)

R̂j � 1
m
∑m
i�1
j(ti)jH(ti) � σ̂2jββ

H (15)

Q̂ � 1
m
∑m
i�1
v(ti)vH(ti) (16)

R̂n � 1
m
∑m
i�1
n(ti)nH(ti) � σ̂2nI (17)

r̂ � 1
m
∑m
i�1
s*(ti)v(ti) (18)

σ̂2s �
1
m
∑m
i�1
|s(ti)|2 � 1

m
∑m
i�1
s(ti)s*(ti) (19)

σ̂2j and σ̂2n in Eqs 15, 16 are the sampling mean square power of

deception signal and noise respectively.

σ̂2j �
1
m
∑m
i�1

∣∣∣∣j(ti)∣∣∣∣2 � 1
m
∑m
i�1
j(ti)j*(ti) (20)

σ̂2n �
1
m
∑m
i�1
n(ti)n*(ti) (21)

Eq. 13 can be written in the following form:

R̂x � U + bbH (22)
where,

b � σ̂sα + σ̂−1s r̂ (23)
U � Q̂ − σ̂−2s r̂r̂H (24)

Inverting R̂x, applying the matrix inversion lemma, we get:

R̂
−1
x � (U + bbH)−1

� U−1 − U−1b(bHU−1b + 1)−1bHU−1 (25)

Similarly, inverting U , we get:

U−1 � (Q̂ − σ̂−2s r̂r̂H)−1
� Q̂

−1 − Q̂
−1
r̂(r̂HQ̂−1

r̂ − σ̂2s)−1 r̂HQ̂−1 (26)

Bringing the above formula into Eq. 12, the expression of the

MVDR weight under the limited number of snapshots is

obtained:

ŵ � Q̂
−1
α

αHQ̂
−1
α
− [I − Q̂

−1
ααH

αHQ̂
−1
α
]Q̂−1

r̂

� ŵopt − P̂Q̂
−1
r̂

(27)

where,

P̂ � I − Q̂
−1
ααH/αHQ̂

−1
α (28)

ŵopt � Q̂
−1
α/αHQ̂

−1
α (29)

ŵopt is the optimal weight vector based on the output SINR

maximization criterion, which is the expected weight vector part,

and P is a projection matrix, ie PP � P.
When the number of snapshots m and the number of array

elements N satisfy m≫ 3N, replacing Q̂ with Q in ŵ has a very

small impact on the output SINR [48],

ŵ ≃
Q−1α

αHQ−1α
− [I − Q−1ααH

αHQ−1α
]Q−1r̂

� wopt − PQ−1r̂

(30)

P � I − Q−1ααH/αHQ−1α (31)
wopt � Q−1α/αHQ−1α (32)

The above Eq. 30 shows that the weight vector can be divided

into two parts under the limited number of snapshots: the

expected weight vector part (the first term on the right side of

the equation) and the undesired perturbation part (the second

term on the right-hand side of the equation) caused by the

correlation between the spoofed signal and the real signal and the

limited number of snapshots.

4 The influence of spoofing signal
power on algorithm performance

4.2 The influence of the power of the
spoofing on the output of the real signal

The output of the array signal processed by the MVDR

algorithm is:

TABLE 1 Public parameter settings.

Parameter type Parameter value

True signal power −160dBW

Pure spoofing power −160-90dBW

Power step progress 1 dB

Spoofing DOA (scene 1) (30°, 10°)

Spoofing DOA (scene 2) (10°, 53°)

Spoofing delay (scene 1) 0.5 chip

Spoofing delay (scene 2) 1 chip

Power Spectral Density of Noise −205 dBW/Hz

Receiver bandwidth 20 MHz
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ŵ � Q̂
−1
α

αHQ̂
−1
α
− [I − Q̂

−1
ααH

αHQ̂
−1
α
]Q̂−1

r̂

� ŵopt − P̂Q̂
−1
r̂

(33)

where, n′(t) � wHn(t) is the noise output by the antenna array.
The real signal output power is:

Ps � E[∣∣∣∣∣ŵHαs(t)
∣∣∣∣∣2]

� E[∣∣∣∣∣∣(wopt − PQ−1r̂)Hαs(t)∣∣∣∣∣∣2]
� E[∣∣∣∣∣wH

optαs(t) − (PQ−1r̂)Hαs(t)∣∣∣∣∣2]
(34)

Because P has the following properties:

PHα � αHP

� αH(I − Q−1ααH

αHQ−1α
)

� αH − αH

� 0

(35)

And wH
optα � 1, it can be obtained that ŵHα � 1, so Eq. 34 can be

expressed as:

Ps � E[|s(t)|2] � σ2s (36)

where σ2s is the power of the real signal received by a single array

element. It can be seen from Eq. 36 that the real signal output

power will not be affected by the power of input spoofing, and it

always remains the power reaching the antenna array mouth.

4.2 The influence of the power of the
spoofing on the output of the spoofing

Direct repeater spoofing includes pure spoofing signal part

and repeater noise part, since these two parts come from the same

direction, the antenna array spatial processing has the same

response to all signals coming from the same direction.

Therefore, this paper deduces the response of the antenna

array in the direction of the spoofing, so as to obtain the

output power of pure spoofing and repeater noise.

First, the pure spoofing output power processed by the

antenna array can be expressed as:

Pj � 1
m
∑m
i�1
[ŵHβj(ti)][ŵHβj(ti)]p

� 1
m

∣∣∣∣∣ŵHβ
∣∣∣∣∣2∑m

i�1
j(ti)jp(ti)

�
∣∣∣∣∣ŵHβ

∣∣∣∣∣2σ2j

(37)

Therefore, the spatial response of the antenna array in the

spoofing direction after weighted processing can be expressed as:

Gj �
∣∣∣∣∣ŵHβ

∣∣∣∣∣2 (38)

Further expansion of the above equation can be obtained:

Gj �
∣∣∣∣∣∣(wopt − PQ−1r̂)Hβ∣∣∣∣∣∣2

�
∣∣∣∣∣(wH

opt − r̂HQ−1PH)β∣∣∣∣∣2
� [(wH

opt − r̂HQ−1PH)β][(wH
opt − r̂HQ−1PH)β]H

� wH
optββ

HwH
opt − wH

optββ
HPQ−1r̂ − r̂HQ−1PHββHwopt

+r̂HQ−1PHββHPQ−1r̂

(39)

Solving the expectation for Gj gives,

E[Gj] � E[wH
optββ

HwH
opt − wH

optββ
HPQ−1 r̂

−r̂HQ−1PHββHwopt + r̂HQ−1PHββHPQ−1r̂]
� wH

optββ
HwH

opt − wH
optββ

HPQ−1E[r̂]
−E[r̂H]Q−1PHββHwopt

−E[r̂HQ−1PHββHPQ−1r̂]
(40)

Since E[r̂] � r, E[r̂H] � rH, PQ−1� Q−1PH, Eq. 40 is

transformed into:

E[Gj] � wH
optββ

HwH
opt − wH

optββ
HQ−1PHr

−rHPQ−1ββHwopt

−E[r̂HPQ−1ββHQ−1PHr̂] (41)

where,

E[r̂HPQ−1ββHQ−1PHr̂] � tr[PQ−1ββHQ−1PHE[r̂r̂H]] (42)

FIGURE 2
Schematic diagram of the arrangement of antenna array
elements.
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Recalling that the real signal sampling s(ti) and the repeater

spoofing sampling v(ti) are both independent Gaussian

distributions, so the formula for complex Gaussian

distribution is used:

E[uvpxyp] � E[uvp]E[xyp] + E[vpx]E[uyp] (43)

Substitute to get:

E[r̂r̂H] � ∑m
i,k�1

E[sp(ti)v(ti)s(tk)vH(tk)]
� m2E[sp(t)v(t)]E[sp(t)v(t)]H +mE[|s(t)|2]E[v(t)vH(t)]
� rrH + 1

m
σ2sQ

(44)
Eq. 44 can be simplified as:

E[r̂HPQ−1ββHQ−1PH r̂] � tr[PQ−1ββHQ−1PHE[r̂r̂H]]
� tr[PQ−1ββHQ−1PH(rrH + 1

m
σ2sQ)]

� rHPQ−1ββHQ−1PHr + 1
m
σ2sPQ

−1ββHQ−1PHQ

(45)

Substituting the above formula into Eq. 40, get:

E[Gj] � wH
optββ

HwH
opt − wH

optββ
HQ−1PHr − rHPQ−1ββHwopt

−rHPQ−1ββHQ−1PHr + 1
m
σ2sPQ

−1ββHQ−1PHQ
(46)

Under the single-relay spoofing jammer model, the

expressions for r and Q are as follows:

r � E[sp(t)βj(t)] � βσsσjρ (47)
Q � σ2jββ

H + σ2njββ
H + σ2nI (48)

Eqs 47, 48 are brought into Eq. 46, and |α|2 � |β|2 � N, the

final simplified result is:

E[Gj] � ⎡⎢⎣ σ2nβ
Hα + σsσjρ|α|2

∣∣∣∣β∣∣∣∣2(|α|2 − 1)
σ2
n|α|2 + (σ2j + σ2nj)|α|2∣∣∣∣β∣∣∣∣2(1 − |α|2)⎤⎥⎦

2

� ⎡⎢⎣ σ2nβ
Hα + σsσjρN2(|α|2 − 1)

σ2nN + (σ2j + σ2nj)N2(1 − |α|2)⎤⎥⎦
2

� ⎡⎢⎣ σ2nα + σsσjρN(|α|2 − 1)
σ2n + (σ2j + σ2nj)N(1 − |α|2)⎤⎥⎦

2

(49)

Naturally, the powers of transponder pure spoofing Pj and

transponder noise Pnj can be obtained as:

Pj � σ2j
⎡⎢⎣ σ2nα + σsσjρN(|α|2 − 1)
σ2n + (σ2j + σ2nj)N(1 − |α|2)⎤⎥⎦

2

(50)

Pnj � σ2nj
⎡⎢⎣ σ2nα + σsσjρN(|α|2 − 1)
σ2n + (σ2j + σ2nj)N(1 − |α|2)⎤⎥⎦

2

(51)

When directly repeater the spoofing jamming signal, the pure

spoofing and the repeater noise always maintain the SNR before

FIGURE 3
The output real signal power varies with SSR.
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repeater, denoted as σ2j/σ
2
nj
� A, and the output signal still

satisfies P2
j/P

2
nj
� A.

When the spoofing-to-signal ratio (SSR) is low, namely

σ2s < σ2j ≪ σ2n < σ2nj , the above formula can be approximated as:

Pj � σ2j
⎡⎢⎣ σ2nα + σsσjρN(|α|2 − 1)
σ2n + (σ2j + σ2nj)N(1 − |α|2)⎤⎥⎦

2

(52)

Pnj � σ2nj
⎡⎢⎣ σ2nα + σsσjρN(|α|2 − 1)
σ2n + (σ2j + σ2nj)N(1 − |α|2)⎤⎥⎦

2

(53)

It can be seen intuitively that with the increase of SSR, the

power of output repeater pure spoofing and repeater noise always

decreases. When the SSR is high, namely σ2s ≪ σ2n ≪ σ2j ≪ σ2nj , Eqs

52, 53 can be approximated as:

Pj � σ2j
⎡⎢⎣ σ2nα + σsσjρN(|α|2 − 1)
σ2n + (σ2j + σ2nj)N(1 − |α|2)⎤⎥⎦

2

(54)

Pnj � σ2nj
⎡⎢⎣ σ2nα + σsσjρN(|α|2 − 1)
σ2n + (σ2j + σ2nj)N(1 − |α|2)⎤⎥⎦

2

(55)

FIGURE 4
The output repeater pure spoofing power varies with SSR.

FIGURE 5
The output repeater noise power varies with SSR.

FIGURE 6
The output CNR varies with SSR.
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It can be seen from the above formula that when the repeater

deception signal delays the real signal larger, ρ ≈ 0, at this time,

with the increase of the repeater spoofing signal power, the

denominator part of Pj and Pnj increases more than the

numerator part, and the power of output repeater pure

spoofing and repeater noise always keeps decreasing; When

the repeater spoofing delay is less than 1 chip, 0< ρ< 1, Pj

and Pnj stabilize at a value independent of the input spoofing

power.

This shows that theMVDR algorithm has a strong suppression

effect on the direct-relay spoofing signal, so that the receiver can

keep the state of receiving the real signal. According to the limit

approximation results of the equation at high and low SSR, it can

be seen that the overall change trend of the output power of the

spoofing signal is to decrease at first, when the delay is small and

the correlation is large, it will eventually tend to a stable value, and

when there is no correlation, the power of the spoofing signal will

continue to decrease. In the next section, simulation verification is

carried out to further analyze the correctness of the equation and

the suppression performance of MVDR in direct repeater

spoofing.

5 Analysis of simulation results

5.1 Simulation of signal flow

In order to verify the analysis results in the previous section

and gain a deeper understanding of the anti-spoofing

performance of the MVDR algorithm, this paper compares

the data simulation results and theoretical analysis in this

section. The expectation operator was replaced with the

sample mean of 200 Monte Carlo runs, each consisting of

40,000 data samples.

Two sets of simulation scenarios are set up, and the

parameters are shown in Table 1. The antenna array is the 7-

element central circular array shown in Figure 2, and the array

element spacing is half wavelength.

Under the above signal settings, the correlation coefficients

ρ1 � 0.4918 and ρ2 � 0.0264 are calculated, and the steering

vectors αβ1and β2of the real signal and the spoofed signals

and the spatial correlation vector α1 α2of the two are as follows:

α �

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1.000 + 0.000i
0.532 − 0.847i
0.532 + 0.8467i
−0.434 + 0.901i
0.532 + 0.847i
0.532 − 0.847i
−0.434 − 0.901i

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
; β1 �

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1.000 + 0.000i
−0.895 + 0.446i
−0.177 + 0.984i
0.597 − 0.802i
−0.895 − 0.446i
−0.177 − 0.984i
0.597 + 0.802i

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
;

β2 �

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1.000 + 0.000i
−0.287 + 0.958i
−0.997 + 0.071i
0.354 + 0.935i
−0.287 − 0.958i
−0.997 − 0.071i
0.354 − 0.935i

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
α1 � −0.1704 α2 � −0.0702 (56)

In the experiment, the output power of real signal, repeater

pure spoofing and repeater noise are simulated respectively with

FIGURE 7
MVDR beam pattern at 0 dB SSR (Scenario 1).
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the change of the SSR. The SSR gradually increases from 0 to

70 dB at intervals of 1 dB. The results are shown in Figures 3–5

below:

Figure 3 demonstrates that the true signal power remains

constant throughout, the simulation results in Figure 4 and

Figure 5 are consistent with the theoretical analysis, and the

power always maintains a downward trend. In order to analyze

the specific impact of the MVDR algorithm on the anti-spoofing

performance of the navigation receiver, this paper gives the

FIGURE 8
MVDR beam pattern at 70 dB SSR (Scenario 1).

TABLE 2 Real satellite signal parameter settings.

PRN number AOA (azimuth, pitch) CNR (dBHz) Code phase (chip)

1 (120°, 70°) 44 20

2 (90°, 50°) 46 15

3 (160°, 40°) 44 10

4 (70°, 50°) 45 30

TABLE 3 Parameter setting of multi-beam receiver.

Parameter Value

Number of array elements 7

Power Spectral Density of Noise −205 dBW/Hz

Receiver bandwidth 20 MHz

Sampling Rate 20.48 MHz

FIGURE 9
The code phase varies with SSR.
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change of the carrier-to-noise ratio (CNR) of the receiver’s

output navigation signal and repeater spoofing with the input

spoofing ratio. The results are shown in Figure 6 below:

The beam patterns at 0dB and 70 dB SSR in Scenario 1 are

given below:

Through the simulation in this scenario, it can be seen that

the simulation results and the theoretical analysis curves are

very close. It can be seen from Figure 3 that, for the real signal,

the output power has nothing to do with the SSR, and is always

close to the real input signal power. For the repeater

spoofing signal, in Figures 4, 5, the powers of repeater

spoofing and noise both show a decreasing trend in both

scenarios, and in this scenario, the output power of repeater

noise is less than the real signal when the SSR is 0 dB output

power, as can be seen from Figure 7, the antenna array in

scenario 1 forms a nulling of about 33 dB in the spoofing

signal, which is consistent with the theory. At this time, the

power of repeater spoofing is about 30 dB lower than the real

signal level, which cannot pose a spoofing threat to the

receiver. After the SSR reaches 60dB, the power of

repeater spoofing and repeater noise in scenario 1 is stable

at about -222dBW and -194dBW, respectively, and the power

of repeater spoofing and repeater noise in scenario 2 is

stable at around -247dBW and -219dBW, respectively.

Figure 8 shows that when the SSR is 70dB, the nulling

depth of the antenna array in the spoofing direction in

Scenario 1 is -132.2 dB. At this time, the values of Eqs 54,

55 are:

Pj1 ≈ 10lg
σ2sA

2ρ21
(A + 1)2 � −222.1997dBW (57)

Pnj1
≈ 10lg

σ2sAρ
2
1

(A + 1)2 � −194.1887dBW (58)

Pj2 ≈ 10lg
σ2sA

2ρ22
(A + 1)2 � −247.60dBW (59)

Pnj2
≈ 10lg

σ2sAρ
2
2

(A + 1)2 � −219.59dBW (60)

The theoretical calculation and simulation results in the two

scenarios are consistent, which proves that the theoretical

analysis and simplification results in the previous section are

correct.

Figure 6 compares the CNR of the real and spoofing signals,

and it can be seen more intuitively that the CNR of repeater

spoofing is always below the level of the real signal. The above

results show that the total signal power of the direct-relay

spoofing signal processed by the MVDR algorithm is

suppressed below the real signal level, and the direct-relay

spoofing signal cannot successfully deceive the MVDR anti-

jamming antenna array receiver, and the power of the

repeater spoofing signal cannot be successfully deceived. The

stronger it is, the better the suppression effect of the MVDR

antenna array is.

5.2 Simulation of multi-beam receiver

In order to verify whether the above conclusion holds when

the GNSS receiver processes real satellite signals, in this section,

synthetic signals of four GPS satellites with prn numbers 1, 2, 3,

and 4 are generated and verified by the multi-beam software

receiver processing.

The parameter settings of the four synthetic GPS satellite

signals are shown in Table 2, and the parameter settings of the

spoofing signals are shown in Table 3, the repeated 4 satellite

signals are all set to be delayed by 1 chip, and the SSR is from 0dB

to 50 dB in steps of 5dB, all from one direction. The parameter

settings of the multi-beam software receiver are shown in Table 4,

and the antenna array settings are as above. After processing by

the MVDR algorithm, the changes of the code phase and of the

four satellites are shown in Figure 9 and Figure 10.

As can be seen from the above figure, after processing by the

MVDR algorithm, the code phases captured by the receiver are

TABLE 4 Spoofing satellite signal parameter settings.

Parameter Value

Number of different satellite spoofs 1–4

AOA of spoofing signal (azimuth, pitch) (10°, 10°)

Spoofed signal input SSR 0–50 dB

Step value of SSR 5 dB

Forward Spoofing Delay 1 chip

FIGURE 10
The CNR varies with SSR.
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all the code phases of the synthetic GPS satellite signals. Due to

the gain of the array processing, the CNR of the received signal

increases by about 6dB, and keep it floating in a small range. This

verifies that a single incoming direct-relay spoofing signal cannot

spoof the MVDR anti-jamming antenna array receiver, and the

MVDR algorithm has no effect on the power of the real signal.

6 Conclusion

This paper analyzes the anti-direct repeater spoofing

performance of the MVDR algorithm in the navigation system,

and deduces the expression of the power of the real signal, the

spoofing signal and the repeater noise processed by the MVDR

algorithm with the power of the input spoofing signal, the anti-

spoofing performance of the MVDR algorithm is quantitatively

measured according to the two indicators of output signal power

and CNR. Through derivation and analysis, it is found that the

power of the repeater spoofing part in the direct repeater spoofing

signal processed by the MVDR algorithm is always much smaller

than the real signal power.

This shows that the direct repeater spoofing cannot counteract

the threat of jamming antenna array receivers, and simulations are

used to verify the correctness of the conclusions. This paper

theoretically clarifies that the MVDR algorithm still has good

anti-spoofing ability in the navigation system, which provides

theoretical support for the anti-spoofing of the antenna array,

and also provides assistance for the processing of the back-end

signal and information level. The implementation of anti-spoofing

has important guiding significance.
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