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The increase in global natural disasters, emergencies, and terrorist attacks brings great
challenges to the flexible operation of power grids. The research on the flexibility of power
grids becomes more and more important. At the same time, the rapid development of
renewable energy and smart grids also provides new opportunities for research of flexible
power grids. Based on the dynamic inoperability input–output model (DIIM), this study
creatively uses the node transmission power to represent the relationship between nodes
in the power grid and then studies the resilience measurement of the power grid. First, the
significance of studying power grid resilience is discussed, and the absorption and
recovery capacity of power grid resilience is described. Second, the power grid
resilience measurement model based on the DIIM is established, and a theoretical
analysis is carried out. Using the characteristics of inoperability, the power grid
resilience is measured from the time aspect, and the characteristics of the model are
analyzed at the same time. On the basis of theoretical analysis, this study also provides a
control strategy to improve the grid resilience, which has good convenience and
applicability. Finally, the theoretical analysis method is applied to a power grid
example, and the correctness and effectiveness are verified. The measurement model
can intuitively display the resilience characteristics of power grids and provide theoretical
support for management and emergency response.

Keywords: resilient power network, measurement, resilience quantification, disaster, dynamic inoperability
input–output model

1 INTRODUCTION

In recent years, unpredictable events such as large-scale grid connection of renewable energy,
disorderly charging of electric vehicles, and severe disastrous weather have had an increasingly
serious impact on the traditional power grid [1], which will undoubtedly aggravate the vulnerability
of power grid operation [2]. This requires the power grid to have enough regulation ability to deal
with this uncertainty and imbalance. Therefore, the concepts of “flexibility” and “resilience” of the
power grid have been put forward one after another and have attracted the attention of researchers
and engineering circles [3, 4]. The “flexibility” and “resilience” of the power grid are not the same
concept. Flexibility mainly refers to the flexible and adjustable ability of the power grid, and resilience
mainly refers to the ability of the power grid to resist extreme events [5, 6]. This study will mainly
study the resilience measurement of the power grid.
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In this study, the power grid resilience is defined as follows:
when the power grid deals with faults or unexpected events, it can
recover the inoperability through self-healing ability or network
reconstruction so that the network system can recover to a new
operating state. Among them, inoperability represents the decline
degree of system functions. It is a continuous variable that varies
from 0 to 1. Inoperability can be used to evaluate a variety of
performances of the system. The main cause of power grid
vulnerability caused by equipment short circuit and
disconnection lies in the interconnection and coupling
relationship between system nodes. Because of the
interconnection between nodes, the impact on any node may
transfer the disadvantage to other nodes along the power grid,
resulting in a chain reaction. For power grid resilience
measurement, understanding the transitivity between nodes
and how the transitivity affects other nodes and then the
whole network has become an important content of power
grid resilience measurement. The research on the resilience
measurement of the power grid requires the numerical
calculation and solution of the system mathematical model,
which involves the analysis and establishment of complex
mathematical equations. Researchers have also proposed many
analysis methods of complex mathematical equations [7–13], but
these methods are not fully applicable to the resilience
measurement analysis of the power grid. Therefore, this study
proposes a new method to measure the resilience of the power
grid based on the DIIM.

At present, the research on network resilience mainly focuses
on complex systems and complex networks [14]. It is generally
believed that the ability of performance recovery after system
failure represents the anti-interference ability and recovery ability
of the system. In [15], the DIIM was used to measure the
resilience of the supply network in enterprise operation and
analyzed from the aspects of time, space, and cost. In [16], the
input–output model was used to estimate the internal operability
of large-scale systems, and the IIM was also used to calculate the
high-order impact from attack to vulnerability. Facing the
increasingly frequent disaster events, in [17], the solution to
restore the resilience of the distribution network by using
multiple microcontrollers was studied and a model was given
to express the research on the resilience of the distribution
network. In [18], the resilience of the distribution network to
extreme disasters under severe disturbance was studied. The
kernel density estimation method is used in the analysis, but
the corresponding control measures to improve the resilience
were not given. To improve the operation security of the power
grid, in [19], the concept of transmission network operation
elastic space was provided and two modeling methods to
optimize the economic dispatching of the elastic space were
also provided. To evaluate the impact of storm disaster on the
distribution network, in [20], the resilience index of the
distribution network was given and the resilience of important
components was evaluated but a mechanistic explanation was not
given. The aforementioned research studies described the
resilience of the network. There was still no clear system
method to measure the resilience. In the time domain, there
was no strategy to measure the resilience of the power grid, and

the quantitative analysis of resilience was still not well-solved. To
study and improve the resilience of the power grid, we must first
make a quantitative analysis of resilience so as to provide an
organic solution and provide guidance for power grid operators.
Therefore, we should combine the actual characteristics of the
power grid and provide amethod to measure the resilience, which
is the basis of this research.

To reduce the large-scale power outage caused by extreme
disasters and severe disturbances, it is necessary to take
corresponding control measures to improve the resilience of
the power grid. Some researchers have analyzed the control
measures to improve the flexibility of the power grid from the
perspective of power grid topology, but the convenience is not
satisfactory. In [21, 22], measures such as strengthening lines,
building double circuit lines, and improved fault repair speed to
strengthen the toughness and resilience of the power grid are
given. Using the three-stage optimization model, [23] gave the
optimal location of reinforcement elements and reinforcement
strategies to improve the resilience of the power grid. For extreme
disturbance events that may occur in the power grid, the index
system for evaluating the resilience of the distribution network is
given in [24]. In [25], the ability of the power grid to deal with
extreme disturbances was shown to be improved and the network
resilience was enhanced through measures such as system grid
optimization, optimal configuration of emergency power supply,
and maintenance strategy of system lines. These studies analyzed
the measures to improve the resilience of the power grid from the
perspective of topology, without considering the problems of cost
and convenience and lack of considering the more complex node
relationship in the power grid. Therefore, on the basis of studying
power grid resilience, fully considering the connection
relationship of power grid nodes and seeking convenient and
effective control strategies to improve the power grid resilience
have become the key points of the research.

To solve these problems, based on the DIIM, this study
provides a method to measure the connection relationship
between the nodes, provides a method to measure the
resilience of the power grid in the time-domain, and studies
the strategy to improve the resilience. This study proposes that
the coupling relationship between the nodes is measured by the
transmission power between them, and then an analysis model
based on the DIIM is established. In this study, the level of
inoperability (defined as the level that does not realize its expected
function) is used to characterize the operation level of the grid
nodes. The meaning of inoperability indicates the degree of
transmission power decline after the grid is disturbed.

The rest of the study is organized as follows: Section 2
describes the DIIM used to measure the resilience of the
power grid. Based on this model, this study mines the
resilience space of the power grid, gives the application
method of the model, and uses the given method to measure
the resilience level of the power grid. Sections 3 proposes a
specific example to illustrate how to use the DIIM to measure
power grid resilience and the corresponding control strategy is
also given to improve power grid resilience and the operation
level. In the simulation example, a variety of working conditions
are considered to verify the effectiveness and robustness of the
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measurement method given, while Sections 4 concludes
this study.

2 APPLICATION ANALYSIS OF THE
DYNAMIC INOPERABILITY
INPUT–OUTPUT MODEL
2.1 Input–Output Model
The resilience measurement of the power grid needs to
consider the complex interdependence between nodes.
The IIM is an effective tool for the loss and risk
assessment of the grid with complex interdependence. The
IIM mainly takes the fault of a node as the input and the
operability of each node as the output [15] and then analyzes
the chain reaction to the other nodes of the system under
emergency so as to measure the resilience of the whole
system under the fault.

Leontief, the earliest Nobel Laureate in economics, proposed
the input–output model [26], which is used to analyze the
correlation between different connection points of the complex
network system, as shown in the following formula:

H � Mph + bp, (1)
where h represents the vector of the inoperability level at which
the system performance is degraded by disturbance, b* is the
disturbance vector of the final demand, and M* is the incidence
matrix derived from input–output data.

This model belongs to the static inoperable input–output
model, which is not enough to describe the characteristics of
the network system over time. Therefore, Lian and Haimes
extended the demand-driven static inoperable input–output
model to the demand-driven dynamic model [27, 28] and
conducted a dynamic analysis on the closely related system
network after a major attack. There is a complex coupling
relationship between the power system network nodes. After
being disturbed by different types of disturbances, the system
network changes become more complex with time, and the
characteristics that change with time need to be studied.
Therefore, based on this research, this study presents a DIIM
to analyze the resilience measurement of the power grid.

2.2 Resilience Description of the Power Grid
Based on the inoperability model, this study presents the
representation method of power grid resilience, in which non-
operability represents the degree of system function decline and
the inoperability value changes from 0 to 1. If the value is 0, the
network system is in good condition and can transmit power
normally; if the value is 1, the power grid system crashes, as
shown in Figure 1.

In Figure 1, the time period 0~t1 is called the network
response delay time, which reflects the tolerance of the power
grid to accidents. Time t1~t2 indicates the time when the network
is spread by the accident. The longer the width, the longer will be
the time to reach the maximum operability and the stronger the
ability of the network will be to resist damage. t2~t3 represents
the recovery time of the power grid. The smaller the width, the
shorter the time will be for the network to recover its operability.
The shorter the time period, the stronger will be the recovery
ability of the power grid. In the actual power system, the recovery
ability of the power grid comprises the recovery ability of the
nodes themselves and the associated recovery ability between the
nodes. The curve height of the ordinate reflects the inoperability
level of the network caused by accidents. The lower the height, the
smaller the inoperability will be.

The aforementioned description of network resilience based
on inoperability expresses the time-response characteristics of the
network after being disturbed and shows the recovery ability,
anti-interference ability, and response ability of the power grid
after being disturbed. Combined with the corresponding analysis
model [29], it can effectively measure and analyze the power grid
resilience.

2.3 Dynamic Inoperability Input–Output
Model of the Power Grid
The IIM describes the interdependence between nodes in the
network. The traditional static IIM does not consider the time
factor, which is not enough to describe the change in power grid
resilience with time. The power grid resilience needs to be
considered from the perspective of time to comprehensively
analyze the time-varying resilience of the power grid under
different disturbances. Therefore, based on the IIM,

FIGURE 1 | Power grid elastic description based on the inoperability
model.

FIGURE 2 | Diagram of system power transmission resilience.
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considering the time factor, this part gives the power grid
resilience measurement analysis method of the DIIM.

In the power grid, the nodes are connected with each other,
and the power is transmitted through the connection between the
nodes, so the coupling relationship of the network is established.
Based on the DIIM, the interdependence between nodes in the
system is expressed by the transmission power between the nodes,
and the correlation matrix between the nodes is established to
establish a model suitable for the measurement of network
resilience of the power system. As shown in Figure 2, the
original normal power transmission capacity of the network
system is S0. When the power grid is subject to severe
disturbance at time t0, the transmission power is reduced
from S0 to S1. After appropriate measures are taken, the new
transmission power level S2 is reached at time t1. The resilience of
the power grid is shown in the change process from time t0 to t1.

Let the energy flow matrix of power be Y = (yij)nⅹn, where yij
represents the power transmitted from the ith node to the jth
node. The interdependence matrixM = (mij) = ( yij/yj), wheremij
is a continuous variable called the correlation coefficient of
system nodes, mij∈ [0, 1]; yj represents the total power of
node j; and mij represents the interdependence between the
nodes. If mij = 0, it means that the nodes do not have power
exchange between nodes i and j, that is, the nodes are not directly
connected. If mij = 1, it means that nodes i and j are closely
connected. The collapse of node j after being disturbed by
emergencies will inevitably lead to the collapse of node i.
Thus, the correlation matrix M* describing the system
network topology can be obtained, which is expressed as follows:

Mp � diag(ŷ)−1Mdiag(ŷ), (2)
where ŷ represents the transmission power level between the
nodes before the disturbance.

Before and after the disturbance, the transmission power level
between nodes i and j is expressed as follows:

ŷij �
Sij

Smax ij
, (3a)

~yij �
Sʼij
Smaxij

, (3b)

where Sij represents the transmission power from the ith node to
the jth node before the disturbance. Sʼij represents the
transmission power from the ith node to the jth node after the
disturbance. Smaxij represents the maximum transmission power
between the nodes i and j.

Therefore, h and b* in Formula (1) can be further expressed as
follows:

h � diag(ŷ)−1(ŷ − ~y), (4)
bp � diag(ŷ)−1(b̂ − ~b), (5)

where b̂ represents the output power level of the node before
disturbance, h represents the degradation level of the node’s own
output power after disturbance, and ~y represents the degradation
level of power transmission between the nodes after disturbance.

The pre-disturbance level b̂ and post-disturbance level ~b of the
node’s own transmission power are shown as follows:

b̂i � Sii
Smaxii

, (6a)

~bi � Sʼii
Smaxii

, (6b)

where Sii represents the output power of node i before
disturbance; S′ii represents the output power of node i after
disturbance; and Smaxii represents the maximum output
power of node i.

Based on the analysis model [16], the general expression
describing the DIIM of the power grid is obtained as follows:

_H � K[MpH(t) + bp(t) −H(t)], (7)
where ki is the resilience coefficient and K is the resilience
coefficient matrix.

In the quantitative analysis of resilience measurement, Eq. 7 is
a first-order differential equation, and the general solution can be
expressed as follows:

H(t) � e−K(I−Mp)tH(0) + ∫t

0
Ke−K(I−Mp)(t−α)bp(α)dα. (8)

The solution of the equation is based on the DIIM, which
reflects the ability of the power grid resilience to deal with
disturbances. In the time-domain, it also reflects the physical
process through which the power grid is disturbed and
changes to the equilibrium state through the restoration
ability.

2.4 Resilience Measurement and Recovery
Control of the Power Grid
In this section, the resilience measurement and recovery control
strategy of the power grid using the DIIM will be explained. Let
the initial disturbance H (0) > 0 and the disturbance b* = 0 caused
by the node itself, an equation is obtained from Formula (8) as
follows:

H(t) � e−K(I−Mp)tH(0). (9)
Assuming that after the disturbance occurs, the initial

disturbance Hi(0) > 0 of node i and no disturbance of other
relevant nodes, that is, Hj (0) = 0,j≠i. The recovery trajectory of
node i after disturbance is given by Eq. 9 as follows:

Hi(t) � e−ki(I−mp
ii)tHi(0), (10)

where ki represents the association recovery rate of node i.
Let node i recover its initial inoperability level from Hi(0)

during a disturbance to Hi(ti) after time ti, and then the
correlation resilience coefficient ki of each node of the power
grid can be obtained. After the network system is disturbed, there
is certain recovery ability between the nodes themselves. ki shows
the adaptive ability of the node in the power grid. The expression
is shown as follows:
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ki � −ln[Hi(t)/Hi(0)]
ti

p
1

(1 −mp
ii). (11)

Among them, ri that can represent the power grid recovery
capability is expressed as follows:

ri � −ln[Hi(t)/Hi(0)]
ti

. (12)

The larger the ri, the faster the recovery will be.
According to the aforementioned DIIM theory and

application analysis, the analysis steps of resilience
measurement in the power grid are as follows:

1) Assuming that the initial state of the power grid is not
disturbed, the network power flow matrix Y and the
correlation matrix M* are determined.

2) According to the power transmission capacity of each node in
the network, the initial elastic coefficient ki0 of each node is
determined.

3) After the network is disturbed, the initial inoperability level
Hi(0) of any node i and its own initial disturbance bpi (0)are
determined.

4) According to the given DIIM of the power grid, the resilience
of the power grid is measured.

5) After adopting the corresponding control measures, the elastic
coefficient ki and correlation matrix M*are changed.

6) The new parameters are substituted into the DIIM again to
measure the resilience, which can verify the effectiveness of
the measures taken.

The flow chart is shown in Figure 3.

3 NUMERICAL STUDIES

The experimental running environment is the Windows 10 (64 bit)
operating system. The hardware configuration of the experimental
workstation is Intel i5-4210 1.7GHz, dual-core CPU, and 8 GB
memory. The algorithm is written in MATLAB. In the simulation
calculation, this study adopts a variety of working conditions and
compares the calculation results so as to fully show the correctness
and robustness of the analysis method proposed in this study.

This study takes the IEEE-30 node distribution network as an
example, as shown in Figure 4.

1) K is the node resilience coefficient matrix, and the initial
resilience coefficient is set to 0.1.

2) M is the interdependence matrix, and its mij value changes
with the change in connection line structure and transmission
power between nodes.

Since the main research purpose of this study is to analyze and
evaluate the resilience of the power grid, the power grid is often
affected by different external disturbances in the actual operation.
When the system is subject to different disturbances, the
simulation calculation will be carried out.

3.1 Case 1
Fault setting: in this case, load nodes 14 and 15 suddenly increase
the load by 50%. The change of node inoperability with time is
shown in Figure 5.

FIGURE 3 | Flow chart of the DIIM power grid resilience measurement.

FIGURE 4 | IEEE-30 node power grid system diagram. In the initial
stage, the following assumptions are made.
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The calculation results in Figure 5 show that nodes 14 and 15
fluctuate most obviously. Because of the large load change, nodes
23 and 18 also fluctuate to a certain extent because there is a close
relationship between power transmission and nodes 14 and 15. The
node load increases suddenly, and the system network is affected by
a certain disturbance. Under the condition that the initial
inoperability is 0, the inoperability increases in the initial stage.
Because the power grid has good resilience, there is a network
interconnection between the internal nodes, interdependence
between nodes, self-regulation ability in the network system,
and the inoperability increases first and then decreases gradually
with time. After a period of time, the power grid gradually recovers
under the internal self-regulation, and the small disturbance of the
increased load has no adverse impact on the operation of the power
grid. It reflected that the IEEE-30 bus system had good network
resilience to small disturbances that increased the load power.

3.2 Case 2
Fault setting: in this case, generator 11 fails and falls out of
operation, and the output power of node 11 becomes 0. The node
inoperability changes with time are shown in Figure 6.

The calculation results in Figure 6 show that the system network
was affected by large disturbances and the inoperability of some
nodes increase significantly, especially that of node 11. Because the

generator at the node stops running and finally remains near 0.043
after a period of time, it shows that after the system network is
affected by a large disturbance, the inoperability level decreased
gradually with the increase in the output of each generator. Network
nodes were greatly affected, and the inoperability increased first and
then decreased. Because a generator node in the power grid was out
of operation, its network resilience was greatly disturbed and cannot
be restored to the initial state, and the network resilience was
damaged to some extent. The magnitude of the change in the
inoperability in Figure 6 was larger than that in Figure 5, and
Figure 6 cannot return to the initial state, indicating that the impact
of large disturbance on the power grid was significantly greater than
that of smaller ones.

3.3 Case 3
Based on the method proposed in this study, the effectiveness of
the resilience promotion strategy is verified after considering the
corresponding resilience promotion strategy. According to the
theoretical analysis part, it reduces the interdependence between
the faulty nodes. According to Formula (8), after the system is
subjected to the large disturbance of generator 11 which is out of
operation, the corresponding control strategy is adopted to
significantly reduce the level of inoperability so as to restore
the network resilience of the system. The specific measures
adopted are described as follows.

Specific measures: on the basis of case 2, the output of other
generators is increased and the dependence of each load node on
the original generator node 11 is reduced. In this way, the
resilience coefficient matrix is changed. The node inoperability
changes with time, as shown in Figure 7.

It can be seen from the calculation results in Figure 7 that
due to the increase of the output of each generator in the
network, the dependence of each load node on node 11 was
reduced and the inoperability of nodes 9, 10, 11, and 17
gradually recovered from the initial value under the action of
network resilience. If the generator is out of operation in the
power network, increasing the output of other generators will
enhance the operation stability of the power network, which is
consistent with the actual operating conditions of the power
network, which also verifies the effectiveness of the control
strategy proposed in this study.

FIGURE 5 | Change of node inoperability under small disturbances.

FIGURE 6 | Change of node inoperability under large disturbances.

FIGURE 7 | Inoperability changes after control measures are applied.
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4 CONCLUSION

The effects of natural disasters on the power grid and the
continuous access to large-scale new energy have a great
impact on the safe and stable operation of the power grid. A
power grid with good resilience can not only withstand various
disturbances but also have shorter disturbance recovery ability.
The study of the resilience of the power grid is an important topic,
and the resilience measurement analysis is the key to the study of
resilience.

Based on the DIIM, this study analyzed the power grid
resilience; established the power grid resilience measurement
model; creatively used the transmission power to measure the
degree of interdependence between nodes; used the inoperability
to measure the power grid resilience from the three aspects of
network absorption capacity, adaptability, and recovery capacity;
and measured the power grid resilience from the perspective of
time. The relative value obtained by the measurement method
was between 0 and 1, which was convenient for comparison of
different system networks and can provide guidance for power
grid planning. The resilience measurement method based on the
DIIM described the whole process of the power grid from
disturbance to rebalancing. This process also reflected the
ability of power grid resilience to deal with disturbances,
which had a clear physical significance.

The simulation analysis verified the rationality and correctness
of the analysis method proposed in this study and can also
intuitively show the recovery process of the resilience of the

power grid after different disturbances, which provided a
favorable basis for improving the resilience of the power grid.
When the system is faced with serious disturbances or bad
weather, the dispatcher can adjust the power distribution of
the power grid according to the interdependence matrix and
resilience coefficient matrix to enhance the resilience of the whole
power grid so as to reduce the possible loss.

In the follow-up research, the author will consider further
research on the optimal control of improving the power grid
resilience around the links of power generation, transmission,
and distribution; tap the potential of power grid resilience; and
improve the security margin and the ability to resist external
disturbances.
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