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Based on the community discovery method in complex network theory, a power grid
partition method considering generator nodes and network weightings is proposed.
Firstly, the weighted network model of a power system is established, an improved
Fast-Newman hierarchical algorithm and a weighted modular Q function index are
introduced, and the partitioning algorithm process is practically improved combined
with the characteristics of the actual power grid. Then, the partition results of several
IEEE test systems with the improved algorithm and with the Fast-Newman algorithm are
compared to demonstrate its effectiveness and correctness. Subsequently, on the basis of
subnet partition, two kinds of network attack strategies are proposed. One is attacking the
maximum degree node of each subnet, and the other is attacking the maximum
betweenness node of each subnet. Meanwhile, considering the two traditional
intentional attack strategies, that is, attacking the maximum degree nodes or attacking
themaximum betweenness nodes of the whole network, the cascading fault survivability of
different types of networks under four attack strategies is simulated and analyzed. It was
found that the proposed two attack strategies based on subnet partition are better than the
two traditional intentional attack strategies.
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1 INTRODUCTION

With the construction of ultra-high voltage grids, smart grids, and clean energy-based energy
Internet, the gradual interconnection of large grids has taken shape and continues to develop and
improve on this basis. At the same time, as the scale of a power system expands, the reliability analysis
and calculation of the power system becomes more and more complex and difficult [1, 2]. In recent
years, researchers have tried to use the complex network theory to model and analyze the power grid
and made good progress [3, 4]. One of the most important properties of complex networks is
community structure, which refers to the close connection of nodes within a community and the
sparse connection among the communities [4]. The application of this property can provide
reference for power grid planning [5, 6].

In order to ensure the safe and stable operation andmanagement of regional power grids, it is very
important to carry out network planning in a reasonable and feasible way. In order to realize the
online monitoring of grid operation status and fast dispatch of decision-making, power workers
generally divide a grid into several sub-regions and manage each sub-region separately, which
effectively improves the processing speed and reduces the calculation amount [7]. Analysis of power
grid status and formulation of reasonable dispatching strategies are crucial to the management of a
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power grid. Usually, a network is divided based on the working
experience of the power workers or the administrative area where
the nodes are located [8], which obviously does not accurately
reflect the state correlation between the components of the grid
and cannot adapt to the changing operational state of the grid.
The literature [9] proposed the concept of modularity, then
modularity became the evaluation standard of community
division, and the optimization of modular Q-function became
the mainstream of research [10–14]. In [11], modularity Q was
used as an index to evaluate the partition results, but it could not
reflect the electrical and physical characteristics of a power grid,
so it could not evaluate the partition results of power grids well.
The literature [12] put forward the concept of power supply
modularity combined with power supply correlation strength and
improved the Fast-Newman algorithm to automatically identify
the community structure of a power grid. In [13], two different
types of genetic algorithms were improved and analyzed to solve
the problem of community detection in a power system. The
results show that genetic algorithm is a fast and effective method
to deal with community detection in a large-scale power grid. The
literature [15] proposed a new community division method based
on resistance distance and similarity, where the distance function
between nodes was defined by similarity, and the distance
between communities was calculated by the distance between
nodes. A power grid was divided into several communities
according to whether the nearest neighbor nodes were in the
same community.

At present, most of the community detection methods focus
on the unweighted networks whose edge denotes whether there is
a connection between nodes, regardless of the strength of the
connection. However, in the real world, a real network is always
complex, and the interaction strength between nodes is different.
The unweighted network is not enough to reflect the relationship
of objects in real life [16], so the study on weighted networks has a
practical significance. The literature [17] overcame the resolution
limitation of the traditional community detection method based
onmodularization by adding a weight term in the modularization
formula for the purpose of detecting community which is small
enough compared with the whole network. In [18], four weighted
network models were established by using power flow and line
impedance as the weights of edges, respectively. Then, the
examples were simulated with four different models to verify
the role of community structure in power grids. However, it was
not verified and analyzed in combination with the actual
application scenario of the power grid partition. The literature
[19] proposed the index of node similarity, which was used to
assign nodes with the greatest similarity to the same community.
However, the community detection method of the model is
mainly based on the pure topological structure of an
undirected and unweighted network, without considering the
function of a community. Therefore, it cannot fully reflect the
electrical characteristics of a power grid.

According to the management of a power grid, each
community should at least contain one generator node to
ensure the supply of power. Otherwise, it will not work
normally after isolation. In order to ensure the normal work
of each subnet after power grid partition, this paper proposes an

improved Fast-Newman algorithm based on the Fast-Newman
algorithm. This improved algorithm considers generators and the
weight of a network, overcoming the shortcomings of traditional
partition methods which only focus on topology or only focus on
electrical characteristics. Furthermore, it was noticed that
previous studies on network attack strategies mainly applied
random attack or deliberate attack to attack the node with the
largest degree value or the node with the largest betweenness in a
network. These attack strategies may not make full use of the
network structure information, look too simple, and lack effective
data mining in the early stage [20–22].Therefore, on the basis of
subnet partition, this paper proposes a new network attack
strategy. The cascading failure invulnerability of different types
of networks under several attack strategies is simulated and
compared with each other. It was found that the attack effect
of our attack strategy is better than that of traditional attack
strategies.

2 BASIC CONCEPTS

2.1 Community Structure
In nature and society, things with similar characteristics are often
more closely related to each other—for example, people in a tribe
have more frequent connections than those who are not members
of the tribe. A closely connected community means that
information or rumors spread faster among them than that in
a sparsely connected community, people with the same hobbies
are more likely to become friends, and so on. If things and their
relationships are represented as a network, then the regions (node
sets) whose nodes are closely connected in the network are called
communities. If there is a community in a network, it is said to
have a community structure. Community partition is equivalent
to grouping nodes in a network. Community structure is very
common in real networks. It is important to find the basic
community structure in a network, for a single community

FIGURE 1 | Diagram of community structure.
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behaves like a node of the network, which is beneficial to network
study. On the one hand, identifying these substructures in a
network can provide insights into how network functions and
topologies affect each other. On the other hand, communities
usually have attributes that are completely different from the
average attributes of the network. By only focusing on the average
properties, one will usually miss many important and interesting
functions within the network. Generally speaking, the nodes in a
community are densely connected, while connections among
communities are relatively sparse. Detecting communities in a
network can help us find the objects with the same function in the
system, study the relationship among different communities,
infer the missing attributes in the nodes, and make a
reasonable prediction of the undiscovered relationship between
nodes so as to better understand the underlying structure of the
network and the information contained in it. Community
discovery has been successfully applied in many areas of real
life, such as anti-terrorism detection, behavior prediction,
recommendation system, and so on [23, 24]. Community
detection in a network is one of the hotspots in modern
network science. Figure 1 is a graph of community structure,
where different communities are distinguished by different
colors. It can be seen that there are three communities in the
network, and the density of connections in each community is
relatively higher than that among communities. In other words,
community structure is a dense subgraph with distinct
boundaries in the network.

2.2 Weighted Power Grid Model
When modeling a power grid, the generators and load buses
are usually regarded as nodes, the lines between nodes are
regarded as edges, and double circuit or multi-circuit lines are
usually combined into one edge. The complex network theory
uses node set V, edge set E, and edge weight setW to describe a
complex network. For different types of networks and
different research purposes, the definition of weight is also
diversified, and the weighting method can usually be divided
into two categories: similarity weights and dissimilarity
weights. The similarity weight indicates the degree of
correlation between two nodes; the closer the relationship
between nodes, the larger the weight, and vice versa. The
dissimilarity weights have an opposite meaning; the smaller
the correlation between nodes, the greater the weight.
According to the needs of study, when analyzing a power
system, we use the above-mentioned two weighting methods
to model a power grid. This paper considers three types of
models of a power grid and carry out a comparative analysis of
detection community. The first one is an unweighted network
model, where the weight of each line is uniformly set to 1. The
second one is a weighted network model, where the line
reactance value Xij is taken as the weight of the edge,
which belongs to the dissimilarity weights. The third one is
a weighted network model where the line conductance value
Yij � 1/Xij is taken as the weight of the edge, which belongs to
similarity weight. The weight setting in the models is shown in
Eq. 1, where the data comes from Matpower 6.0 [25].

⎧⎪⎨
⎪⎩

Wij � 1
Wij � Xij

Wij � Yij

(1)

2.3 Q-Function Model Based on Weighted
Network
The literature [26] proposed the concept of modularity to
measure the rationality of subnet division of unweighted
networks. The literature [18] extended the definition of
modularity to weighted networks. The modularity Q function
under weighted networks is defined as follows:

Qw � ∑
s

(essw − (awss)2) (2)

where essw � 1/2T∑
ij
wijδ(ci, s)δ(cj, s) is the proportion of the sum

of the weights of the edges connecting the internal nodes of the
community s to the total weights, ci denotes the subnet where
node i locates, awss � 1/2T∑

i
Tiδ(ci, s) is the proportion of the sum

of the weights of all the nodes in the community s to the total
weights, Ti is the weight of node i which equals to the sum of the
weights of the edges directly connected to node i, and T is the total
weights of all the edges of the network. Qw ∈ [0, 1], for random
network with equal weights; Qw � 0, values other than 0 indicate
deviations from randomness. The larger the proportion of the
sum of the weights of the edges connecting the internal nodes of
the communities to the total weights, the larger is Qw.

3 AN IMPROVED ALGORITHM OF POWER
GRID PARTITION BASED ON COMMUNITY
DISCOVERY
Combined with the physical and topological characteristics of a
power grid, the Fast-Newman aggregation algorithm [26] is
improved to ensure that each subnet includes at least one
generator node after division and to improve the accuracy of
subnet division. The steps of the improved algorithm proposed in
this paper are as follows:

1) According to the real network architecture, the weighted
network model of a power system is established, and
various data of nodes and edges in the power grid are
obtained from Matpower 6.0. The edge weights of the
network are defined according to Eq. 1.

2) Introduce the modularity Q function index, improve it
according to the edge weight, and define the modularity
function Qw of the power grid with the weighted model
according to Eq. 2.

3) Initialization—each generator node in the network is divided
as a subnet to form an initial subnet structure, without
considering the load nodes. The modularity Qw

0 of the
network is calculated according to Eq. 2.

4) Each node i in the network is incorporated into one of the
adjacent subnets and calculates the increment ΔQw of the
whole network modularity brought by each combination.
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Node i is eventually incorporated into the adjacent subnet that
makes the value of ΔQw maximum. ΔQw � Qw′ − Qw, where
Qw′ is calculated after the node i is joined into an adjacent
subnet, and Qw is calculated before the node i is joined.

5) The network obtained in step 4 is compressed, and each
subnet is condensed into a node. The sum of the weights
of the nodes in the original subnet is assigned to the
agglomerated new node, and all the connected edges
between the two subnets are agglomerated into one edge.
The weight of the agglomerated edges between the subnets is
the sum of the weights of all the connected edges in the
original subnets, so a new compressed network is obtained.

6) Repeat step 4 until the change of a belonging subnet of any
node cannot increase the ΔQw value,Qw value will not change,
and nodes will not be moved. Find out the partition result
corresponding to the maximum modularity value Qw in the
process of merging, which is the optimal subnet partition
result.

The above-mentioned algorithm can be summarized into two
stages. Steps 1–4 are to find the optimal solution of Q value based
on the existing network, and steps 5–6 are the subnet
combination of the division results obtained in the above-
mentioned steps to obtain the updated network. After all the
steps are completed, it is a round. Then, the algorithm will
automatically enter the next round until the Q value no longer
changes. Finally, the subnet division corresponding to the Q value
is the final subnet division result. The overall time complexity of
the algorithm is O(m(m +N)) , where m is the number of edges
and N is the number of nodes. Compared with the original
division method, the improved algorithm not only ensures
that each subnet after division has a generator to supply
power to the loads but also comprehensively considers the
topology and electrical characteristics of a power system,
making the division more realistic.

4 EXPERIMENTAL ANALYSIS

Based on the Fast-Newman agglomeration algorithm, this paper
proposes an improved power grid subnet division method which
considers generator nodes and weighted network models.
According to the three network weighting methods defined in
Eq. 1, IEEE14, IEEE30, IEEE39, IEEE118, and IEEE2383 standard
test networks are divided using our improved algorithm. The
modularity Q values with using the three weighting methods are
calculated and compared with the Fast-Newman algorithm.

Table 1 shows the data table of the modularity Q value of
each system under the four different cases, and Figure 2
shows the comparison histogram of the Q value of each network.

In the simulation, the weight refers to the weight of a
connected edge, and we define the four division methods as
follows: (1) Fast-Newman algorithm, (2) unweighted network
(with the weight being 1), (3) impedance weight, and (4)
admittance weight. The yellow dashed line in Figure 2 is the
trend line of the modularity Q value under the fourth division
method. It can be seen that, with the increase of network size, Q
values are improved in different degrees under the four division
methods, which indicates that this kind of algorithm is suitable
for the division of large and complex networks. The larger the Q
value is, the better the effect of subnet division is. Figure 2 shows
that the modularity function Q of different networks is maximum
under the fourth weighting method. Next, we mainly conduct a

TABLE 1 | Modularity Q value of each system under four different methods.

IEEE standard network Fast-Newman The weight is 1 The weight is impedance The weight is admittance

IEEE14 0.4037 0.4013 0.3774 0.4728
IEEE30 0.5434 0.4851 0.5260 0.5588
IEEE39 0.6212 0.6262 0.6584 0.6870
IEEE118 0.7123 0.7281 0.7370 0.8011
IEEE2383 0.8957 0.8937 0.9259 0.9837

FIGURE 2 | Comparison histogram of theQ value of each network in the
four different division methods.

FIGURE 3 | The community structure of IEEE14 network in two division
modes. (A) Fast-Newman. (B) Improved algorithm with admittance weight.
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comparative analysis and discussion on the division results of the
first and fourth types. The subnet division results are shown in
Figure 3, Figure 4, and Figure 5.

Figure 3, Figure 4, and Figure 5 show the community
structures of IEEE14, IEEE30, and IEEE39 standard networks
in the two division modes. We use different colors to distinguish
the divided subnets. The triangle symbol denotes the generator
node, and the circular symbol denotes the load node. The IEEE14
standard network is divided into three communities in the two
methods, the IEEE30 standard network is divided into four and
three communities in the two methods, and the IEEE39 standard
network is divided into seven communities in the two methods. It
was found that, in the IEEE14 standard network, at least one
generator is reserved in each subnet under the two division
results, while in the IEEE30 and IEEE39 networks, only the
fourth division method ensures that each divided subnet has
at least one generator. In the Fast-Newman division method, it
appears that there is no generator in one subnet of the IEEE30 and
IEEE39 networks (see the blue marker subnet in IEEE 30 and the
dark green marker subnet in IEEE 39), which is often defective in
an actual power system operation.

When a transmission line in a power grid is damaged or
removed, if the usual emergency control measures could not
prevent the propagation of the fault, we can take active splitting

measures to split the power grid into multiple “islands” according
to the result of the pre-division so as to prevent the large-scale
spread of the fault. After the splitting of a power grid, the key to
the normal operation of each sub-network is the generator. The
Fast-Newman aggregation algorithm cannot guarantee that every
subnet has at least one generator after dividing the power grid.
However, the improved Fast-Newman algorithm can do this
work. It takes generators into account in the initialization step
of the algorithm and to combine the electrical and topological
characteristics of the network so that it can find a more realistic
community division of the power grid. Since each subnet has one
or more generators, we can take a series of stability measures for
the subnets after grid splitting, such as boost or load shedding, to
control the propagation of cascading faults to the greatest extent.
In addition, considering both the division results and Q-values,
we can see that the division result of the admittance model is the
most reasonable and the community structure is themost obvious
in the four models, which indicates that the community structure
of the grids is prevalent and the weight of admittance has a
facilitating effect on the community division in the proposed
IEEE standard networks.

5 CASCADING FAILURE ATTACK
STRATEGY BASED ON SUBNET DIVISION

Network invulnerability refers to the ability of a system to
maintain its normal operation when some nodes or links in it
are damaged by random failure or deliberate destruction. The
stronger the network invulnerability, the better its robustness.
The study in the previous two sections shows that most of the
actual power grids have a community structure. Using this nature
of the power grids to do network partition can facilitate the
control andmanagement of the power grids. Furthermore, we can
apply the community-based attack strategy to the network
invulnerability research, which is rare in the network attack
strategy research. How to use network topology and functional
information to obtain the best attack effect at least cost remains to
be further studied.

In the study of cascading failures in a network, the most used
model is “capacity–load” model, and the most commonly used

FIGURE 4 | The community structure of IEEE30 network in two division
modes. (A) Fast-Newman. (B) Improved algorithm with admittance weight.

FIGURE 5 | The community structure of IEEE39 network in two division modes. (A) Fast-Newman. (B) Improved algorithm with admittance weight.
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attack strategies are random attack strategy, which attack random
chosen nodes, and deliberate attack strategy, which attack the
nodes with the largest degree value or the largest betweenness in a
network. However, the model and these attack strategies may not
make full use of the network structure and functional
information. This paper proposes a new attack strategy with
consideration of the community structure of a power grid. The
cascading fault of a power grid is simulated with applying the DC
power flow model [27], which can better reflect the electrical
characteristics of the power grid. With the DC power flow model,
the current loading of a transmission line is defined as the current
through it, and its capacity is 1 + α times of its initial value Iij(0).
Power loading of a node is defined as vipIoi, where Ioi is the sum
of currents flowing out of node i, and its capacity is 1 + β times of
its initial value. The capacity of each node is set to be large enough
to avoid tripping during a cascading failure process. We vary the
tolerance ratio of the transmission lines α while assessing the
robustness of a power grid.

Based on the previous subnet division, this section will study
degree-based and betweenness-based attack strategies,
respectively. Each attack strategy includes global attack and
community attack—for example, in the fourth division
method of Section 4, IEEE39 standard network is divided into
seven communities. Then, we will attack the nodes with the
largest degree or betweenness in each community at the same
time. Similarly, sorting the nodes in descending order of degree or
betweenness, attack the first seven nodes with the largest degree
or the largest betweenness value in the whole network, and
observe the network invulnerability effect under the four
attack strategies. The methods of attacking maximum degree
nodes in the whole network and attacking maximum betweenness
nodes in the whole network is called the MDA method and the
MBA method, respectively. The method of attacking the
maximum degree node of each subnet is called SMDA
method, and the method of attacking the maximum
betweenness node of each subnet is called SMBA method. In

particular, the external connection of the subnet is removed when
calculating the maximum degree node and the maximum
betweenness node of the subnet. The simulation experiments
on IEEE 39, IEEE 118, and IEEE 2383 standard test networks are
carried out, respectively. The number of attacked nodes in each
network is equal to the number of communities of that network.
The average remaining power percentage (APM) defined in [28]
is used to quantify the robustness of the power grid, where
APM � 1/M∑Pm/P, Pm is the maintained generation power
of the generators after cascade failure, and P is the generation
power of the generators before cascading failure. M is the number
of times the experiment was repeated. After the cascade failure
stops, the larger the APM, the better the robustness of the
network. The simulation results are shown in Figure 6 and
Figure 7.

Using the improved algorithm, IEEE 39, IEEE 118, and
IEEE2383 are divided into 7 subnets, 11 subnets, and 86
subnets, respectively, which equal to the attacked nodes in
each network. Figure 6 and Figure 7 show the network
robustness comparison of IEEE39, IEEE118, and IEEE2383
standard networks under different attack strategies.

It can be seen that, between the degree-based attack or the
betweenness-based attack, the attack effect of the attack strategy
based on the subnet partition method proposed in this paper
generally is better than that based on the global degree or
betweenness.

Figure 7A is the robustness comparison of the IEEE39
standard network under four attack strategies, and Figure 7B
is the robustness comparison of the IEEE2383 standard network
under the four attack strategies. In the four attack strategies, the
network shows a different invulnerability. The scale of cascading
failures is the smallest when the nodes with the largest
betweenness of the whole network were attacked, and the scale
of network cascade failures is the largest when the nodes with the
largest betweenness of the communities were attacked. The other
two attack effects from strong to weak are attacking the largest

FIGURE 6 | Robustness comparison of IEEE118 network under different attack strategies. (A) Attack strategy based on degree. (B) Attack strategy based on
betweenness.
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degree nodes in the communities and attacking the largest degree
nodes in the networks. To analyze the differences of attacked
nodes under four attack strategies, the n maximum degree nodes
in the network (n is the number of communities) are denoted as
set Na, and the n maximum degree nodes in each communities
are denoted as setNb, then fa � card(Na ∩ Nb)/card(Na) is the
ratio of the number of nodes that belong to Na ∩ Nb to the
number of nodes Na. In a similar way, the n largest betweenness
nodes in the network are denoted as set Nc, and the n largest
betweenness nodes in each communities are denoted as set Nd,
fb � card(Nc ∩ Nd)/card(Nc) is the ratio of the number of
nodes that belong to Nc ∩ Nd to the number of nodes Nc.
The calculated results of the three networks are shown in Table 2.

It can be seen from Table 2 that the value of fa is far greater
than that of fb in the three networks, which means that most of
the nodes with the largest degree in the community are the nodes
with the largest degree of the whole network. However, the nodes
with the largest betweenness in the communities usually are not
those nodes with the largest betweenness of the whole network.
Therefore, the attack effects of MBA and SMBA are the most
different.

6 CONCLUSION

Based on community discovery in complex network theory, this
paper proposes a power grid partitioning method considering
generator nodes and connection weight. Firstly, the weighted

network model of a power system is established. Then, the
improved Fast-Newman hierarchy algorithm and a weighted
modular Q function index are introduced, and the
improvement of the partition process is carried out according
to the characteristics of the actual power grid. Finally, the
improved algorithm is compared with Fast-Newman algorithm
to demonstrate its effectiveness and correctness. The sub-network
partition method proposed in this paper comprehensively
considers the electrical characteristics and topological
characteristics of a power system. It ensures that each sub-
network has at least one generator node after network
partition, which can provide power supply for the loads of the
sub-network after the breakdown of the power grid. It has a
certain guiding significance for power grid partition.

In addition, several cascading fault attack strategies are studied
based on the results of the subnet partition. The cascading fault
scales are compared in several IEEE standard test networks for
attacking those nodes with the largest degree or the largest
betweenness of each subnet and for attacking the same
number nodes with the largest degree or the largest
betweenness of the whole network. The study shows that the
attack strategy with attacking the largest betweenness node of
each subnet is the best one. It means that subnet partition has a
significant value on the identification of the key nodes of a power
grid. Attacking the maximum betweenness node of each subnet
has very serious attack consequences.

This paper only considers that each subnet contains generator
nodes when partitioning a power grid and does not consider the
power balance of power generation and power consumption in
each subnet. In further research, the power of generators and
loads can be taken into account when partitioning a power grid so
that the difference between power generation and power
consumption in each subnet is as small as possible. In this
way, when a subnet needs to be disconnected from the main
power grid for a serious fault, generator tripping and load
shedding can be minimized.

FIGURE 7 | Robustness comparison diagram of the network under four attack strategies. (A) IEEE 39. (B) IEEE2383.

TABLE 2 | The differences of attacked nodes under four attack strategies.

Network type fa (%) fb (%)

IEEE39 57 0
IEEE118 54.5 36.3
IEEE2383 45.3 16.3
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