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Introduction: The ocean economy serves as a critical engine for the
development of human society and economy, and its stable growth is of
utmost importance. However, the frequent and unexpected occurrence of
natural disasters, such as submarine disasters, poses significant threats to
human society, especially disasters related to wave phenomena like the Ekman
current, which has particularly prominent impacts.

Methods: The study proposes a dynamic routing scheme for underwater
acoustic sensor networks. It establishes a cone-shaped distributed network,
utilizing autonomous underwater vehicles to collect crucial data from nodes
deployed on the seabed and transmitting it through the underwater cone-
shaped distributed sensor network. Additionally, it adopts source location
protection (SLP) technology to ensure the privacy of source locations. To
validate the practicality and stability of this scheme, simulation experiments
targeting the Ekman current were conducted in MATLAB.

Results: The experimental results demonstrate that the cone—SLP network
significantly reduces the frequency of routing information exchange and
energy consumption among acoustic sensors, effectively enhancing the
economy and durability of the sensor network. Furthermore, it exhibits robust
practicality and high stability in complex and variable submarine environments.

Discussion: This research not only provides a practical method for effectively
monitoring submarine disasters but also offers valuable experience and
significant reference value for other similar projects, playing a more crucial role
in the sustainable development of the ocean economy.
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1 Introduction

As well known, oceans cover 71% of the Earth’s surface, and
marine resources are a crucial support for human survival and
development, making significant contributions to the growth of the
global economy. However, with the rapid development of human
society, marine disasters are increasing day by day, posing
significant threats to humanity. Simultaneously, more and more
scholars have conducted research on marine disaster monitoring
and management, especially with the continuous advancement of
information and technology—for instance, underwater acoustic
sensor networks have been widely applied in fields such as seabed
geological disaster monitoring, seabed exploration, and marine
environmental monitoring. Gao explored the research of marine
disasters such as submarine landslides using underwater sensing
technology, based on optical sensing and digital simulation
technology, and proposed evaluation indicators for submarine
landslide disasters (Gao et al., 2023). Ponni proposed a LoRa
network architecture of MWSN for submarine disaster
applications based on the reverse localization scheme (RLS),
which reduces the number of message exchanges required for
localization and improves the energy efficiency of underwater
wireless sensor networks (UWSN) (Ponni et al., 2023).

Although autonomous underwater vehicles (AUVs) and
underwater acoustic sensor networks (UASNs) revolutionize
oceanographic exploration continuously, it is infeasible to directly
apply effective methods for terrestrial networks in UASNs due to
the complex underwater environment and the unreliable
underwater acoustic communication. In fact, with the
development of UASNSs, security and privacy have attracted
increasing attention. Generally, attacks may be passive or active
according to actions to be taken by attackers. When an active attack
is carried out, the connectivity of UASNs is directly threatened, and
the attack consequence is quickly detected. Therefore, most studies
of UASNS security focus on active attacks, while little attention has
been given to passive attacks. Passive attack has been widely studied
in WSNs, and many source location privacy (SLP) protection
schemes have been developed. For the purpose of achieving
security for UASNs, a cone-based distributed source location
privacy scheme (ConeSLP) which incorporated SLP into UASNs
is proposed in this paper.

An ocean current is a continuous, directed movement of sea
water generated by several forces acting upon the water, including
wind, the Coriolis effect, tides, water temperature, and salinity
differences. Ocean currents are primarily horizontal water
movements and critically important to sea life. Some ocean
currents flow at the surface; others flow deep within the water. In
the open ocean, surface currents are mainly wind-driven and
develop their typical clockwise spirals in the northern
hemisphere. This leads to a divergence in the water, resulting in
Ekman spiral effect (Wang et al., 2023). Unlike the surface current,
deep current is mainly generated by temperature and salinity
variations, gravity, and events such as earthquake.

In the ocean, it is very important for UASNs to ensure the
connectivity between nodes by proper topology. A routing scheme
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guarantees reliable and effective data transmission between the
source node and the sink node. Considering the differences
between the underwater environment and the terrestrial one,
UASNS’ routing scheme design is more complex than that of
WSNs. First, water currents make the nodes move continuously;
second, the features of the underwater acoustic waves and channel
limit the communication range of UASNSs; and third, UASNs are
always deployed in the area where there is no arrangement in
advance, so the routing scheme should have the ability to build a
communication path independently. To address these challenges,
the UASN’s nodes are distributed on the side surface of a cone. A
ConeSLP builds a highly reliable and effective communication path
between the sink node and data acquisition systems (DAQs) by
routing. The details of the structure are as follows: (1) DAQs are
located on the seafloor for the detection of earthquake motions and
attackers which tried to obtain each DAQ’s location information;
(2) AUV gathers the data detected by each DAQ and transmits
them to the UASN; and (3) CLSP provides a communication path
between the bottom and the top of the UASN and transfers the data
from AUV to sink. The communication path is represented by an
orange line. The dotted line is on the side of the cone away from us,
while the solid line is closer to us.

In order to successfully establish the communication path, some
factors need to be clarified: (1) The ocean current model applicable
to this study needs to be determined. Ocean currents are patterns of
water movement, and they are primarily driven by winds and by
seawater density, although there are many other factors. The two
basic types of currents are surface currents and deep currents. In
this paper, Ekman current is the surface current that develops from
steady wind at the ocean surface, and compensation current is the
deep currents. (2) How is a UASN deployed? When ocean currents
are not considered, the position of a UASN is called the initial state.
In the initial state, we want the UASN’s nodes to be distributed on
the side surface of a cone. (3) The routing method for generating a
communication path needs to be determined. (4) How does AUV
get in touch with UASN? AUV technology continues to evolve
rapidly, and a wide range of new AUV applications are under
development. After talking about related work, we will specify the
above-mentioned content.

The contributions of this paper are as follows:

(1) We propose a scheme named ConeSLP to incorporate SLP
into UASNs.

(2) We propose some equations for optimizing the routing
algorithm based on the characteristics of Ekman current so
that the routing algorithm can meet the requirements of
SLP and also cope with the underwater environment where
Ekman current and deep current coexist.

The rest of the paper is organized as follows: Section 2 deals
with related studies and motivation. Section 3 contains the system
model of our proposed work. In Section 4, a detailed description of
the proposed ConeSLP scheme is presented, and then the
performance of the ConeSLP scheme is discussed. Finally,
conclusion and future work are given in Section 5.
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2 Related studies and motivation

2.1 SLP schemes for WSNs

In order to describe the problem of source location privacy
protection clearly, Ozturk et al. used “panda hunter model” in the
literature (Ozturk et al., 2004). After proposing the SLP problem of
WSNs, Ozturk gave a phantom routing (PR) scheme to solve the
problem. The PR scheme was based on random walk and divided
the routing process into two stages. In the first stage, the source
node sends packets to the phantom node through random walk; the
second stage is that the nodes end the packets to the sink node
through certain routing methods, such as the minimum hop path
routing. In order to make the path far enough away from the source
node, Wang proposed the concept of visible distance which is the
maximal distance an attacker can detect (Wang et al., 2008).

In order to further increase the randomness of the path, the
authors proposed a scheme which jointly route single path and
multipath routing algorithms (Kamarei et al., 2020). The security of
a network can be improved by using multipath routings. The
authors establish a square destination area to control the path
multiplicity and the number of intermediate nodes. In multipath
routing, many intermediate nodes participate in transmitting the
packet to the desalination area. The intermediate nodes form
triangular-shaped area(s) which are named as intermediate areas.

In order to strengthen the control of different parts of the
network, some schemes divide the network logically. The scheme
divided the network into four quadrants with the sink node as the
intersection of X axis and Y axis (Mutalemwa and Shin, 2019). There
is a variable called AF in the scheme. When routing, each routing
path node converts the AF to an angle value and find the next routing
path node in the direction of the angle value in the quadrant. The
authors proposed a dynamic shortest path algorithm which divides
the whole area into a homogeneous square grid, and there is a cluster
head (CH) and an equal number of normal nodes in each grid
(AlMistarihi et al., 2020). In any grid, all the data are summarized in
CH. For nodes in different lattices, only CH can communicate with
each other. Data packets transmit from one CH to another CH
according to the records in the cluster head list (CHL). CHL records
the information of the shortest path between each CH and sink node.
When a source node detects an event, it will send data packets to the
CH in the same grid. Each CH receiving data packets sends the data
packets to the next CH according to the CHL. To prevent being
cracked by attackers, CHL updates information at regular intervals.

Setting loop traps in the routing path is a common way to
confuse attackers. All the sensor nodes are numbered as 1 to L, and
sensor nodes on the same ring have the same hop count from the
sink node (Yao et al,, 2015). Each node knows the information
about neighbor nodes and the next node to external rings or
internal rings. When a source node births on the a-th ring, the
scheme chooses the b-th, c-th rings, and the angles o, . Then, the
data packet travels from the a-th ring to the b-th ring and travels
counterclockwise for an o angle. After that, the packet travels to the
c-th ring and travels for a § angle. Then, the packet travels to the
sink node using the shortest path routing. SINK is the center of two
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concentric circles, and the concentric circles are used to implement
the two-level phantom routing strategy which ensures two
confusion phases (Mutalemwa and Shin, 2020). The adversaries
will encounter two levels of obfuscation when they perform traffic
analysis attacks on the packet routing.

Attackers need to eavesdrop on data packets in the network
when implementing backtracking attacks, so some solutions will
actively monitor whether there is an attacker in the network and
reduce the transmission of data packets near the attacker. The
authors proposed a lightweight scheme to use against adversaries
(Dutta et al., 2010). The network is divided into several grids. When
a sensor node detects an attacker, it will inform all the nodes in its
own grid, and these nodes will keep silent. When a grid boundary
node discovers the attacker leaving, it will send a warning message
to the adjacent grid and all the nodes in silence will get back to
work. Y. Wang proposed a scheme based on circular trap (CT),
which provides SLP protection by integrating the routing layer and
MAC layer protocol (Wang Y et al,, 2019). In the proposed scheme,
a CT route is formed to induce an attacker to backtrack the packets
from the nodes on the circular route, thereby making the attacker
move away from the real route and the scheme protects the SLP.

Some SLP schemes also adopt algorithms and models which are
widely applied in other research fields. The authors solve the SLP
problem by using Pareto optimality, which is always applied in
genetic algorithms, and treat the SLP problem as a multi-objective
optimization problem in which schedule latency and attacker
distance are important criteria (Kirton et al., 2018). Ant colony
optimization provides a natural and intrinsic way of exploration of
search space for preserving SLP, so the authors proposed an energy-
efficient scheme which is based on the ant colony optimization
algorithms (Zhou and Wen, 2014). In the scheme, whenever a
sensor node receives a packet, it will figure out the next hop based
on the information of the pheromones, the distance, and the
remaining energy according to the routing table and request each
node to update the information. The authors modeled the SLP
problem as an integer linear programming optimization problem
and obtained an optimal solution by using the IBM ILOG CPLEX
optimizer (Bradbury and Jhumka, 2017). The solution uses both
spatial and temporal redundancy to provide SLP, and a distributed
version has been developed.

2.2 Ekman current

The authors propose a model for shear turbulence (Cushman
Roisin and Beckers, 2011). In order to analyze the mathematical
formulas, Ekman current model is used. Ekman layers can be
divided into surface and bottom Ekman layers. The authors provide
equations and boundary conditions for the flow field in the surface
Ekman layer based on the structure of the surface Ekman layer. The
bottom Ekman layers is also discussed, and a velocity profile in the
vicinity of a rough wall is provided. Frictional influence of a flat bottom
on a uniform flow in a rotating framework is discussed. The main parts
of Ekman model, including Ekman spirals, Ekman pumping, Ekman
layer transports, Ekman layers, and Ekman depth, are discussed.
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Sun et al. applied a time variation of eddy viscosity and mixed
layer depth to analyze Ekman spirals (Sun and Sun, 2020). In the
oceanic mixed layer, a strong velocity with a significant shear
develops due to a strong surface stress and a weak viscosity in the
daytime, and at night the velocity in the entire mixed layer is weak
and uniform because of large viscosity. Either the diurnal variation
of surface stress or eddy viscosity alone can create a diurnal
oscillation of velocity in the ocean.

The authors proposed a new solution for Ekman pumping
(Miinchow et al., 2020). The solution is confined to a boundary
layer regime that is vertically well mixed and horizontally
homogeneous. The momentum flux is achieved from bulk surface
drag formula. It was found that entrainment of momentum across
the top of the boundary layer tended to diminish the large-scale
divergence of the wind.

2.3 Node deployment optimization

Many research focus on node deployment for it is essential that
an efficient and secure node deployment mechanism is in place. The
authors proposed a node deployment scheme which is based on
evidence theory approach and caters for 3D USWNs (Song et al.,
2019). The perception model of the scheme is based on mobile
nodes and virtual force algorithm which is widely used to solve the
wireless sensor node deployment problem.

Given the particularity of underwater environments and
acoustic communication, such as energy consumption and
mobility pattern due to the ocean current, node mobility cannot
be ignored when routing in UASNs. The authors focus on the
spherical crown mobility pattern, which means that each anchored
sensor node in UASNs move within a spherical crown surface
around their static positions, and a distributed radius determination
algorithm is designed for the mobility-based topology control
problem (Liu et al., 2012).

The authors point out that energy hole and coverage hole
degrade the performance of UASNs in terms of network
throughput and lifetime (Hao et al, 2019). A three-dimensional
coverage deployment method is proposed, and the method was
based on received signal strength. In the paper, a probability
coverage model in 3D is constructed, and the threshold of a path
loss is set to define the maximum distance between nodes. The
proposed method is an improved particle swarm optimization
algorithm and ensures network connectivity.

Cebeci introduces a wide range of computational fluid
dynamics (CFD) methods used to solve engineering problems
(Cebeci et al.,, 2005). The book gives an introduction to CFD
simulations of turbulence, reaction, multiphase flows, and so on.

2.4 Underwater methods for AUV
considering ocean current disturbance

The authors use the method for optimal control problem to

solve the fault-tolerant tracking control problem, and the method is
called adaptive dynamic programming method (Che and Yu, 2020).
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The proposed scheme estimates rudders faults and ocean current
disturbance, respectively, and the estimated results are utilized to
construct the performance index function. In order to solve the
Hamilton-Jacobi-Bellman equation, policy iteration has been used
in this paper.

Some research not only take the ocean current disturbance into
consideration but also exploit ocean energy to enable the long-range
operation of autonomous underwater vehicles (AUV) in time-varying
environments. When finding an optimal trajectory for an AUV, the
authors employ current field forecasts within an evolutionary path
planner which utilize the energy of the current motion and shorten
the time usage to reach its destination (Zeng et al., 2020).

The authors proposed a self-adaptive localization scheme for
AUV (Ojha et al,, 2020). Prior to receiving beacons from the AUV,
the overall procedure followed by the sensor nodes comprises of two
phases—neighbor finding and localization estimation. In the
neighbor finding phase, the unlocalized sensor nodes interchange
few information among themselves, so these nodes can update their
information about the neighbors. The AUV traverses through the
network and broadcast location beacons periodically, and a node
calculates its own location after receiving the required number of
beacons. In this scheme, the effect of passive node mobility owing to
ocean current is taken into account.

It is critical to obtain a precise navigation for the safety and
effectiveness of underwater missions. The authors improve the
navigation robustness by using optimally pruned extreme
learning machine (Lv et al., 2020). The current velocity
component is considered in the proposed model in which input
variables include the propeller rotation rate, rudder, elevator,
heading, pitch, roll acceleration, angular velocity, and depth.
When the Doppler velocity log is valid, the proposed intelligent
velocity model trains the data set. If there is something wrong with
the Doppler velocity log, the model is used to assist in navigation.

3 System model and assumptions
3.1 Ocean current model

Ocean current is a stream made up of horizontal and vertical
components of the circulation system of ocean waters that is generated
by a number of forces acting upon the water, including wind, gravity,
the Coriolis effect, salinity differences and temperature. Ocean currents
are primarily horizontal water movements. In addition, ocean currents
and atmospheric circulation affect one another.

Wind blowing over the ocean water continues and creates
waves. It also creates wind-driven surface currents, which are
horizontal streams of ocean water that can flow for thousands of
kilometers, reach depths of hundreds of meters, and play an
important role in moderating climate by carrying warm water
from the equator toward the poles. In the ocean, surface currents
are an important factor because they influence climate around the
globe. Deep within the ocean, deep currents are equally
important currents.

In contrast to surface currents, deep currents are not caused by
wind, but by differences in water density. Warm water carried by
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surface currents cools as it moves into the pole, and the more it
cools, the denser it becomes. Surface currents and deep currents
together form convection currents that circulate water from one
place to another and back again. Surface currents transport water
around the oceans, while density differences cause deep currents to
return that water back around the globe in a thousand year.

The ocean current model in this paper is shown in Figure 1A.
Point O means the ocean floor, point S means the sea surface, and
point Dw divides the ocean water into two parts—surface currents
and deep currents. Above the sea surface is free atmosphere.

Ekman current is the surface current that develops from wind at
the ocean surface (Cushman Roisin and Beckers, 2011). As wind
blows over the ocean, a surface current develops due to the drag at the
wind water interface. As shown in Figure 2A, the X axis corresponds
to the east, the Y axis corresponds to the north, and the Z axis
corresponds to the vertical direction. In the Northern Hemisphere,
the surface current of ocean water moves at 45° to the right of the
wind. As shown in Figure 2A, the wind direction is north, and the
ocean surface current direction at 45° to the right of north.

If the ocean is divided vertically into thin layers, each successive
layer moves more toward the right and at a slower speed. The total
depth of the frictional influence of the wind is called the Ekman
depth. Ekman transport is a net transport of the water between the
ocean surface and Ekman depth, and Ekman transport is at 90° to
the right of the wind in the northern hemisphere.

In this paper, the ocean below the Ekman depth belongs to the
deep current. As shown in Figure 2B, the deep ocean flows
westward, opposite to the Ekman transport direction. The current
velocity between depth Dw and depth T increases uniformly from 0
to a fixed-value velocity deep, and the velocity from depth T to the
seabed is fixed at velocity deep.

3.2 Network model

Similar to the panda hunter model commonly used in SLP on
land, the roles and features of each node need to be clarified before
we integrate SLP into UASNs. The attacker waits the signals coming

Free atmosphere

Sea Surface T

Surface
currents

/

10.3389/fmars.2024.1400586

from the UASNs that begin near the sink node and performs a
backtracking attack. Although the goal of the attacker is the location
information of DAQ that deployed on the seabed, we do not treat
DAQ as the source nodes. In this model, it is assumed that once the
attacker finds the AUV, they can obtain the position of all DAQ by
following the AUV. Therefore, the AUV is treated as the source
node, and the following assumptions were made:

1. Sink node: The sink node is located on the ocean surface,
and the number of sink node is at least one. The sink node
can communicate with the datacenter on the shore and
exchange data packets with UASNGs.

. UASN: All sensor nodes are homogeneous in the UASN. Each
sensor node has the same computing power, storage space,
battery power, and so on. Each node is affected simultaneously
by the pull of anchored wire, buoyancy force, and wallop of
the water current. As shown in Figure 1B, every node offset
around their static positions and move noticeably within a
spherical crown surface (Liu et al., 2012).

. Source node: Each AUV is a source node, and at least one
source node exists in the model. An AUV is an unmanned,
untethered vehicle used to conduct underwater research.
They are able to move faster and quietly, collecting data
from DAQs by using a scheme and so on (Che and Yu,
2020; Lv et al,, 2020; Ojha et al., 2020; Zeng et al., 2020).
However, the details of the DAQs data collected by an AUV
are beyond the scope of this article.

. DAQs: DAQs measure real-world physical conditions and
convert samples into digital numeric values. The details of the
data collected by DAQs are beyond the scope of this article.

3.3 Adversary model

The purpose of an adversary is to find the location of the source
node. In this study, the features of the adversary are assumed
as follows:

Anchored node

¥
Dw Ekman depthr
£ Static position
Deep ¥
currents
Seabed
o Ocean floor N
FIGURE 1
(A) Ocean current model. (B) Mobile nodes
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Ekman Model

FIGURE 2

(A) Ekman current model. (B) Velocity and direction of each successive layer

1. There is only one adversary in the network. Their
equipment has powerful computing power, big storage
space, and sufficient power. It is assumed that the
adversary will not miss the nearby packets. The adversary
can solve the tracking control problem according to the
information of the direction and velocity of the
ocean currents.

. The adversary performs passive attacks and find the source
location by backtracking the traffic flow. To be more
precise, the adversary never attacks the node or damage
the network topology and communication. We assumed
that the adversary knows nothing about the
packet contents.

. The adversary is a local attacker, which means that the
monitoring range of the adversary is limited due to the
effect of currents, noise interference, and high transmission
delay. In this model, the monitoring range was the same as
the communication range of the nodes in UASN, and the
adversary will not miss any nearby data packets.

. When the adversary performs a backtracking attack and
arrives at a new location, he will wait for the arrival of a new
signal if the source node is not found yet. If no new signal
comes for a long time, the adversary will return to the last
position and repeat the backtracking attack.

4 Our proposed cone-based
SLP scheme

4.1 Overview of the ConeSLP

In the ConeSLP scheme, there are four types of nodes: sink,
UASN, AUV, and DAQ. The AUV gathers data from DAQs and
transmit the data to sink by using UASN. In order to realize
ConeSLP, our research focused on the detail of the
following aspects:

1. Since ocean currents change the location of sensor nodes,

we must first determine how nodes are deployed in the
UASN. A good deployment method helps to improve the
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success rate of the routing algorithm to generate the
communication path.

. Even if there is interference from ocean currents, the
routing method used by UASN can dynamically plan a
communication path to realize the communication
between sink and AUV. This routing method should
enhance the UASN’s ability to defend against
backtracking attacks, thereby safeguarding the SLP of
the network.

. The routing algorithm not only prevents an adversary from
locating the AUV through a backtracking attack but also
allows the AUV to easily contact the UASN.

At the beginning, the number of nodes owned by UASN is
node_n, and all the nodes are randomly distributed in a circular
area with radius circle_r on the seabed. Each node floats at different
ocean depths by changing the length of the anchored wire, and the
distribution at this time is called the initial state. In the initial state,
all the nodes are distributed on the side of a cone with height
cone_h and radius circle_r. As shown in Figure 3A, node_n = 600,
circle_r = 300, cone_h = 800, and each red dot means a position of a
node on the seabed, while the blue dots mean the initial state.

In order to balance the energy consumption and security
performance, the UASN routing path consists of two parts: a
routing path and a circular routing path. As shown in Figure 3B,
the vertical routing path ensures that the packets can reach the deep
ocean from the ocean surface. As shown in Figure 3C, the circular
routing path increases the complexity of the routing path to
strengthen the safety performance of the path. In addition, the
AUV can flexibly select one node in the circular routing path to
exchange packets.

The nodes used to build the routing path remain active, and the
remaining nodes in the UASN sleep until the next routing, which
can extend the lifetime of the UASN.

4.2 Details of the proposed scheme

4.2.1 Distribution of nodes in UASN
The sensor nodes owned by UASN are randomly distributed on
the seabed. AUV assists these nodes to locate themselves and gives
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FIGURE 3
(A) Initial state of UASN. (B) Vertical routing path. (C) Circular routing path.

them the center coordinate and radius of the circle which includes
all nodes. As shown in Figure 4A, three nodes are distributed in
circle O, the center of circle O is (0, 0, 1,000), the radius = circle_r,
and each node reaches the initial state by changing the length of the
anchored wire.

Each node can obtain the values of cone_h and circle_r from the
AUV, and the length of its own anchored wire (wire_length) can be
calculated as shown in Figure 4B.

Iig = Lap +1Ip 1)

1 1
% = % ©)
Icp = circle_r (3)
Icp = cone_h 4)
wire_length = I, (5)

Based on Equations 1-5, wire_length can be derived as shown in
Equation 6. 1AO is the distance between the anchor point of node
and the point O, and 1AD is the distance between the cone and the
seabed.

lao X cone_h

(6)

wire _length = l,p + cone _h — -
circle_r

Distributing the nodes on the side of a cone can bring some
benefits as follows:

1. As shown in Figures 3A, B, because of the symmetry of the
cone, regardless of the changes in the direction and speed of
ocean currents, we can use the same set of algorithm to plan
routing paths, which effectively simplifies the algorithm.

2. It is very convenient to adjust the parameters of the cone,
such as changing the cone_h, which can be achieved by
updating the length of anchored wire according to the new
cone_h. Each node can independently adjust its own
anchored wire length to update the UASN topology.

3. When there are ocean currents, the connectivity of UASN
may not necessarily decrease and may even increase.
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Calculating the effect of ocean currents on the position of nodes
is beyond the scope of this article. This research uses some generally
accepted formulas for experiments.

As shown in Figure 4C, the force applied to node is divided into
two directions, horizontal (F_Current) and vertical (F_Up), and the
combined force determines the value of R.

F_Up equal to the buoyancy of the node minus the gravity,
which can be considered a fixed value. In this article, it is assumed
that F_Current is composed of fluid drag (F_Drag) and viscosity
resistance (F_Resistance), as shown in Equations 7-9.

F_Current = F_Drag + F _ Resistance (7)
F_Drag = kv(smallflowrate) ®
8
F _Drag = kv*(largeflowrate)
F _Resistance = 6xnrv 9)

The velocity of ocean currents is relatively slow, so we assume
that F_Drag and F_Resistance change approximately linearly and
get Equation 10.

F_Current = (k + 6nr)v (10)
At this point, we can use Equation 11 to calculate o.
o = arctan (%{}rpent) = arctan ((’CF%:;Z") v) (11)
When K = (k}:%’g[’)’) is set, Equation 12 is generated.
a = arctan (Kv) (12)

When ocean current exists, the connectivity of UASN may not
be decreased and may even be increased. As shown in Figure 4D,
the anchored wire of node 1 and node 2 are the same. In the same
ocean current, o0 = 3, so the distance between them in the initial
position (A) and actual position (B) are equal. In other words,
distance A = distance B. Compared with the initial state, the
connectivity between the two nodes in the ocean current has not
changed. The anchored wire length of node 4 is shorter than that of
node 3. Although y = § is derived from Equation 12, distance C >
distance D, which means that the connectivity between the two
nodes in the current is optimized compared to the initial state.
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We distribute the sensors on the side surface of a cone. Because
of the symmetry of the cone, the connectivity of the sensors on the
side close to the ocean current is guaranteed.

4.2.2 The vertical routing path

In the UASN, the vertical routing path is a transmission path for
packets from the cone top to the bottom, and the path is constructed
by UASN nodes. The vertical routing path is affected by ocean
currents and spontaneously and dynamically by the UASN nodes. A
good vertical path has at least two features, namely:

1. Through the vertical routing path, packets can be quickly
transmitted between the ocean surface and the deep.

2. The path can prevent attacks from carrying out
backtracking attacks.

In this research, two vertical routing methods are provided.
Method 1 is based on the depth of the nodes, and Method 2 focuses
on the parameters of the Ekman current in addition to the depth of
the nodes. The advantage of Method 1 is that the path is constructed
with as few nodes as possible, so the transmission of the packet is
fast. In Method 2, the connectivity between nodes is better, and the
safety performance of the path is good.

o Method 1: based on the depth of the nodes.

Frontiers in Marine Science

In UASN, some sensors near the ocean surface can directly
communicate with the sink, and one of these sensors is selected as
the first node of the vertical routing path. Algorithm I illustrates the
process of generating the first node of the path.

1:1if (The sink is working fine) then

2: Broadcast packets;

3: Wait for the reply packetsand record the id of the
nodes which send the reply packets;

4: Randomly select one node from the recorded ids as
the first node of the vertical routing path;

5: elseif (The sink does not work properly) then

6: Send some warning messages to the administrator;
7:endif.

Algorithm 1. The birth of the first node of the vertical routing path.

Each path node takes all nodes in its communication range as
the candidates, and the algorithm used to find the next path node
from these candidates is intuitive, as shown in Algorithm 2.

The path node performs different operations according to its
own depth. If the depth is smaller than the preset threshold,
Algorithm 2 is used to find the next vertical path node; otherwise
the circular routing algorithm is executed.
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1: if (The depth< the preset threshold) then

2: Broadcast packet;

3: Wait for the reply packetsand record the ids of the
nodes which send the reply packets and is

not a path node;

4: if (The recorded ID is not null) then

5: The node with the largest depth is selected as
the next path node;

6: elseif (The recorded ids is null) then

7: Failed to find the next path node;

8: end if

9: elseif (Depth = threshold) then

10: Execute circular routing algorithm;

11: end if.

Algorithm 2. The way to find the next path node: Method 1.

As shown in Figure 5, node F is the path node selected by node
C, and F gets its next path node according to Algorithm 2. There are
five neighbor nodes within the communication range of F, but there
are only four candidate nodes—namely, D, E, G, and H. Node C is
not a candidate node because it is already a path node. Among all
the candidate nodes, H has the largest depth; so, H is the next path
node selected by F.

In Figure 6, the right part shows a vertical routing path obtained
by using Method 1, and the left part adds the display of nodes.

o Method 2: based on the parameters of the Ekman current

In Method 2, considering the influence of the characteristics of
the Ekman current, Algorithm 3 is used by each path node to select
the next path node. Figure 7A is the initial state of 300 randomly
distributed nodes. Considering the influence of ocean currents, the
distribution is shown in Figure 7B.

Suppose there is a circle named O_A parallel to the sea lever and
O_A cuts the cone into two parts, as shown in Figure 7A. Then,
O_A will move to the new position named O_B under the influence
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FIGURE 5
Example of using Method 1 to find the next path node.
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of ocean current, as shown in Figure 7B. The radius of the two
circles will not change, so Radius_A = Radius_B. In addition, the
relative position between the nodes on the circle and the center of
the circle will not change. The only difference between the two
circles is their depth. Circle O_A is closer to the ocean surface than
circle O_B. In Figure 7B, point OB is the center of the circle O_B,
and nodes A, B, and C are on the circle. In order to describe Method
2 more conveniently, point O_B is named as “the center point” of
nodes A, B, and C. In the following, we will continue to use the
phrase “the center point”.

According to the Ekman current model, the Dw (Ekman depth)
can be calculated (Cushman Roisin and Beckers, 2011). If the depth
increases by 1 m, the ocean current direction changes 180 =+
Dw degrees.

In Figure 8A, node B looks for the next path node. Node B will
evaluate each candidate node and give a score, and the node with
the largest score is the next path node. We take the process of
calculating the score of node C as an example to illustrate the
details. Node B is a path node, and point O is the center point of B.
Line_O is a line perpendicular to the sea level, passing through
point O. Plane_B is a plane passing through Line_O and node B,
and Plane_C is passing through Line_O and node C. o is the angle
between Plane_B and Plane C.

Score = Depth + X x (o — Degree) + Y (13)

The score of each candidate node is calculated using Equation
13. Take node C as an example; Depth is the depth of node C, and o
is the angle between planes B and Plane C. Degree can be calculated
by using Equation 14. X and Y are two variables, and they can be
adjusted as needed.

Degree = (Depth — Depthp,snoq.) % (180 + D,,) (14)

In Equation 14, DepthPathNode is the depth of the path node,
which is equivalent to the depth of node B in Figure 8A. Dw is
Ekman depth; the ocean current direction changes 180 + Dw
degrees as the current depth increases by 1 m.

When the environment such as the ocean current features
changes, we will update the X and Y in Equation 13. If necessary,
we can even completely change the equation. However, it needs to
be emphasized that, in methods, the purpose of using Equation 13 is
to take the current features into consideration when selecting
path nodes.

Figure 9B shows the vertical routing path obtained by using
Method 2, and Figure 9A adds the display of nodes.

1:if (The depth< the preset threshold) then

2: Broadcast packet;

3: Wait for the reply packetsand record the ids of the
nodes which send the reply packets and is not a pathnode;
4: if (The recorded ID is not null) then

5: The node with the largest score is selected as

the next path node, and the calculation method of each
candidate’s score is mainly based on Equation 13;

6: elseif (The recorded ids is null) then

7: Failed to find the next path node;
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(A) Example of a vertical path obtained by using Method 1, displaying nodes. (B) Example of a vertical path obtained by using Method 1,
excluding nodes.

8: end if ScoreCirculurRauting = Depth +U X B +V (15)
9: elseif (Depth = threshold) then

18  Execute circular routing algorithm: In Equation 15, Depth is the depth of the candidate. 3 is the
11: end if. angle between Plane_B and Plane_D, as shown in Figure 8B. U and

V are two variables, and they can be adjusted as needed.
In Figure 8B, node B looks for the next path node. Node B will
evaluate each candidate node and give a score, and the node with

Algorithm 3. The way to find the next path node: Method 2.

4.2.3 The circular routing path largest 'score is the next path node. We take the? process of
calculating the score of node D as an example to illustrate the

There is a preset threshold in the ConeSLP scheme, which isa  details. There are four neighbor nodes within the communication

number smaller than the depth of the cone’s bottom. If the depth of ~ range of B, but there are only two candidate nodes, namely, D and E.

a path node is bigger than the threshold, the path node is the last ~ Node C is not a candidate node because it is already a path node,

node of the vertical routing path. The last node of the vertical —and node A is not a candidate because its depth is smaller than the

routing path is the first node of the circular routing path. preset threshold. Among all the candidate nodes, D has the largest
The circular routing path is a circular path, connected end to ~ depth, so D is the next path node selected by B. Algorithm 4 is used

end. Each path node divides the nodes within the communication ~ to find the next circular path node.

range into two categories. The nodes whose depth are greater than Figure 10B shows a circular routing path, and Figure 10A adds

A belong to the first category, and the remaining nodes belong to  the display of nodes.

the second category. The path node takes the first category’s nodes

as candidates and then calculates the score of each candidate 4.2.4 Operations after having the full path

according to Equation 15. The node with the highest score is the The communication path of UASN is composed of two parts,

next path node. including the vertical routing path and the circular routing path.
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FIGURE 7
(A) Circle O_A cuts the cone into two parts. (B) Circle O_B cuts the cone into two parts.
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The last node of the circular routing path will send a “hello packet”
to its previous path node. The “hello packet” is passed to the
previous path node by each path node until it reaches the sink.
Then, the sink will broadcast
sleep except for the path nodes, and the specific time for sleep is

sleep packet” to notify all nodes to

notified in the “sleep packet”.

1:1if (The communication loop is not completed.) then
2: Broadcast packet;

3: Wait for the reply packets and record the ids of the
nodes which send the reply packets.

However, nodes that are already a path node or nodes
whose depth is smaller than the threshold will not
be recorded;

4:
5: The node with the largest score is selected as

if (The recorded ids is not null) then

the next path node and the calculation method of each
candidate’s score is mainly based on Equation 15;

6: elseif (The recorded ids is null) then
7: Failed to find the next path node;
8: end if

9: elseif (The communication loop is completed.) then
10: The routing path can be used for communication;
11: end if.

Algorithm 4. The way to find the next circular routing path node.

4.2.5 Communication between AUV and UASN

The AUV can collect ocean current information and analyze the
approximate location of the cone’s bottom. The AUV sails along the
cone’s bottom and periodically sends a “request” packet. If a ring node
responds to the AUV’s request, it will send a “response” packet. Then,
AUV and UASN get in touch, and data can be transferred.

As shown in Figure 11, the AUV receives the “response” packet
from node C and starts to transmit data with C. The path required
for these data includes two parts: the path between BC and the path
between AB. The path between BC belongs to the circular routing
path, and the path between AB belongs to the vertical routing path.

The attacker tracks the traffic flow in the vertical routing path
and reaches the circular routing path—for example, in Figure 11,
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the attacker arrives at point B from point A according to the
backtracking attack. When the attacker continues to reach point
C by tracking the traffic flow, the AUV may have already left.
Assuming that the sum of the lengths of path AB and path BC is
LengthAC, then LengthAC is the shortest distance that the attacker
needs to travel to find the AUV.

If we disguise the AUV as a ring node, the attacker will travel a
greater distance but cannot be sure of finding the AUV. In
Figure 12, the AUV gets in touch with node B, and the AUV
temporarily replaces node B. Node D pretends to be an AUV and
generates false data packets to transmit in the circular routing path.

4.3 Performance evaluation

In this study, we adopted three commonly analyzed SLP
metrics: safety distance, energy consumption, and connectivity.
We cannot show all the experimental results in this paper, so
these metrics were evaluated under four simulation conditions:
the velocity of the ocean current on the ocean surface, the number
of underwater sensor nodes, the communication range, and the
height of the cone.

The safety distance refers to the length of the vertical path and
the length of the loop path. The sum of the two lengths is the
maximum distance that an attacker needs to travel to find the AUV,
and the length of the vertical path is the minimum distance that the
attacker needs to travel to find the AUV. Energy consumption refers
to the energy consumption required by the path to transmit a data
packet. Connectivity mainly refers to the proportion of the UASN
in successfully constructing a routing path under different
metrics settings.

The simulation was conducted in MATLAB R2018a, and the
underwater sensor nodes of UASN are all the same. Few researchers
have considered SLP in UASNS; therefore, we selected two coverage
schemes for water environment as comparison algorithms to show
the importance and necessity of researching location privacy
in UASN.

Before presenting the performance of the ConeSLP scheme, we
first show the weakness (Wang W et al., 2019; Chang et al., 2019).
Similar to the common UASN routing scheme, these two schemes
are area coverage methods and not suitable for the network model
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in this research. The more nodes that can communicate directly
with the sink node, the longer the lifetime of a UASN. This is
because in a UASN, the nodes near the base station consume the
most energy. As shown in Figure 13, ConeSLP scheme deploys
nodes in a cone, and the schemes deploy nodes in a cylinder (Wang
et al,, 2019; Chang et al,, 2019). The cone and the cylinder have the

same height and radius, and the number of nodes deployed is the
same. The network areas covered within the communication radius
of the sink node are areas 1 and 2, respectively. In Figure 14A, the
height of the cone and the cylinder is 800 m, the radius of the
bottom surface is 300 m, and there are 1,000 nodes. In Figure 14B,
the radius is changed to 500 m, and the rest of the metrics remain
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(A) Communication between AUV and UASN, displaying the nodes. (B) Communication between AUV and UASN, with the nodes no

longer displayed.
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unchanged. In Figure 14A, when the communication radius
expands to 150 or more, the number of nodes in area 2 exceeds
that of area 1. As the radius of the cone and cylinder increases, as
shown in Figure 14B, the number of nodes in area 1 is always
greater than that in area 2. This shows that the larger the radius, the
more the advantages of ConeSLP. In contrast, our proposed
ConeSLP scheme takes SLP into consideration, and the lifetime of
the network is longer than these previously proposed schemes.

4.3.1 Safety distance

The attack eavesdrops the traffic flow to find the source location.
The safety distance was the distance traveled by the adversary to
find the location of the source. In other words, when the attack
moves to the AUV, SLP is broken. Thus, the longer the safety
distance, the safer the network. In this research, SLP protection in
the underwater environment was judged based on the moving
distance of the attacker; the distance is bigger than the length of
the routing path that consists of the vertical routing path and the
circular routing path.

We conducted three sets of experiments with the main metrics
settings shown in Table 1. Each set of experiment is divided into two
groups that use the same circular routing method, but the vertical
routing methods are Method 1 and Method 2. In Figure 15, when
Method 1 is used, the length of the vertical routing path is “Method
1: V7, the length of the circular routing path is “Method 1: C”, and
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FIGURE 13
Number of nodes close to the sink
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the length of the total routing path is “Method 1: V+C”. When using
Method 2, the routing path lengths are represented similarly.

The relationship between safety distance and the ocean surface
velocity is shown in Figure 15A, in which the metrics are settled as
“Values (a)” in Table 1. The ocean surface velocity ranges from 0 to
3 m/s. In general, the vertical routing path length increases with
velocity, and the length of the circular routing path remains stable.
The increasing value of velocity makes the effect of the Ekman layer
on the nodes distribution more pronounced, and the vertical
routing path length difference between Method 2 and Method 1
becomes larger. This is due to the increased ocean surface velocity,
which results in an increased distance between the nodes in the
surface and deep currents. When considering the ocean surface
velocity, the safety distance of Method 2 is always larger than that of
Method 1.

The relationship between the safety distance and the cone’s
radius is shown in Figure 15B, in which the metrics are settled as
“Values (b)” in Table 1. The cone’s radius ranges from 200 to 500 m.
Because the cone’s height is fixed, the values of “Method 1: V” and
“Method 2: V” do not fluctuate much, and “Method 1: V” is smaller
than “Method 2: V”. As the radius increases, the values of “Method
1: C” and ““Method 2: C” both increases, but the magnitude of both
values are uncertain. This is because each path is planned in a new
distribution of nodes, where the nodes are randomly distributed.

The relationship between the safety distance and the number of
underwater sensor nodes is shown in Figure 15C, in which the
metrics are settled as “Values (c)” in Table 1. The number of nodes
ranges from 500 to 1,100 m. Most notably, when the number of
nodes increases, each routing path node has more candidates for the
next hop within its communication range, and the ConeSLP scheme
may attempt to construct the shortest circular routing path. As a
result, the more nodes in the network, the smaller the length of the
circular routing path. The values of “Method 1: V” and “Method 2:
V” do not fluctuate much, and “Method 1: V” is smaller than
“Method 2: V” always. Owing to the random distribution of nodes,
the circular routing path length of Method 1 is larger than that of
Method 2 when the number of nodes is 700. In general, “Method 2:
V+C” is bigger than “Method 1: V+C” always. This means that
using Method 2 in the ConeSLP scheme yields a better safety
distance than using Method 1.

4.3.2 Energy consumption

Energy consumption means the energy consumption of the
routing path nodes in this paper. The energy consumption of the
node was calculated following the method (Wang et al., 2016). We
conducted three sets of experiments with main metrics settings as
shown in Table 1. Each set of experiment is divided into two groups
that use the same circular routing method, but the vertical routing
methods are Method 1 and Method 2. All the experiments’ results
are shown in Figure 16A. The relationship between the average
energy consumption of the routing path nodes and the ocean
surface velocity is presented in Figure 16A.a. When the velocity
increases, the overall trend shows that “Method 2: V+C” is bigger
than “Method 1: V+C”. This is because “Method 2: V” is bigger than
“Method 1: V”. ConeSLP can get a better safety distance using

frontiersin.org


https://doi.org/10.3389/fmars.2024.1400586
https://www.frontiersin.org/journals/marine-science
https://www.frontiersin.org

10.3389/fmars.2024.1400586

Jiang et al.
40 40
.
035 - 35
3 / 2 -
Z 30 N 0
< = In Area Y 2 = InArea1 -
@ 254 —*—In Area2 o €25 [—*—In Area 2| »
3 - 8 -
2201 ” B -
o 15 oV S 15 - .
3 -, 5 - .
E 104 - 10 of of
3 - . £ - .
25 — ° s — -
F e £° — -
0 e—s—8% o o] et oo "
0 20 40 60 80 100 120 140 160 Z‘ﬂ A‘O 6‘0 8'0 160 12"0 1;0 1é0
Communication Range Of The Sink Communication Range Of The Sink
FIGURE 14

(A) Number of nodes in areas, A; the radius is 300. (B) Number of nodes in areas, A; the radius is 500.

Method 2 than using Method 1, but at the cost of a higher
energy consumption.

The relationship between energy consumption and cone’s
radius is shown in Figure 16A.b, and Figure 16A.c shows the
relationship between energy consumption and the number of
nodes. In summary, similar to the result in (a), “Method 2: V+C”
is mostly larger than “Method 1: V+C” in Figures 16A.b and
Figures 16A.c. This is because “Method 1: C” and “Method 2:C”
have similar values, and the values of “Method 1: V” are smaller
than those of “Method 2: V”. In other words, using Method 2 in the
ConeSLP scheme yields a better safety distance than using Method
1. The cost of having a larger safety distance is higher energy
consumption. If we want to reduce the energy consumption, we can
deploy more nodes in the USAN or reduce the cone’s radius.

4.3.3 Connectivity

Connectivity mainly refers to the proportion of the UASN
successfully constructing a routing path under different metrics
settings. We conducted three sets of experiments with main metrics
settings as shown in Table 2. Each set of experiment is divided into
two groups that use the same circular routing method, but the
vertical routing methods are Method 1 and Method 2. Owing to
experimental error and the random distribution of nodes in each
independent experiment, the lines in the figure were not very
smooth but still available for observing trends in connectivity.

The relationship between the connectivity and the ocean surface
velocity is shown in Figure 16B.a, in which the metrics are settled as
“Values (a)” in Table 2. Unlike Method 1, Method 2 generates a vertical
routing path that takes Ekman layer into account. We expected

TABLE 1 Metrics settings for safety distance and energy
consumption experiments.

Metrics Values (a) = Values (b) = Values (c)
Ocean surface velocity 1 m/s 1 m/s
The number of nodes 1,000 1,000
Communication radius 80 m 80 m 80 m

Height of the cone 800 m 800 m 800 m
Radius of the cone 300 m 300 m
Ekman depth 278.52 m 278.52 m 278.52 m

Frontiers in Marine Science

ConeSLP with Method 2 to have better connectivity at any ocean
surface velocity than with Method 1, but the experiments provide
different results than expected. We first discuss the connectivity of
ConeSLP using Method 1 at a different ocean surface velocity. For ease
of exposition, we refer to the connectivity rate of ConeSLP using
Method 1 as the connectivity of Method 1. The connectivity of Method
1 decreases continuously when the ocean surface velocity ranges from 0
to 2.5 m/s. This is consistent with common sense. Whereas at the ocean
surface velocity in the range of 2.5 to 3 m/s there is an increase in
Method 1’s connectivity because the cone undergoes severe
deformation and nodes on one side of the cone are able to
communicate directly with nodes on the other side, as the ocean
surface velocity increases and further cone deformation occur, the
connectivity of Method 1 decreases dramatically. We next discuss the
connectivity of Method 2 at a different ocean surface velocity. The
connectivity of Method 2 maintains a decreasing trend when the ocean
surface velocity ranges from 0 to 1.5 m/s. When the range of the
velocity is from 1.5 to 2, the connectivity of Method 2 increases, and the
scheme gets good results by considering Ekman layer factors; in other
words, Equation 13 gets better results under the value of current ocean
surface velocity. When the ocean surface velocity is bigger than 2 m/s,
the connectivity of Method 2 decreases rapidly. It should be noted that
when the ocean surface velocity is at 3.5 m/s, the connectivity of
Method 2 is significantly lower than Method 1. There are at least two
reasons: first, compared with Method 1, Method 2 constructs a vertical
routing path that requires more path nodes, which reduces the
connectivity; and second, when the cone is severely deformed, the
parameters of Equation 13 are not adjusted.

The relationship between the connectivity and the
communication of the nodes is shown in Figure 16B.b, in which
the metrics are settled as “Values (b)” in Table 2. When the
communication radius of the nodes is less than 40 m, the routing
path cannot be successfully constructed, and the connectivity of
both Method 1 and Method 2 is zero. As the communication radius
gradually increases, the connectivity of both increases. When the
communication radius is 50 and 80 m, the connectivity of Method 1
is smaller than Method 2. Other than that, the connectivity of
Method 1 is close to or bigger than Method 2. This is because
Method 2 builds a vertical routing path over longer distances and
uses more nodes than Method 1 always. In general, the larger the
communication radius of the nodes, the bigger the connectivity of
both Method 1 and Method 2.
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FIGURE 15

(A) Safety distance at different values of ocean surface velocity. (B) Safety distance at different radius measurements. (C) Safety distance at different

number of nodes.

The relationship between the connectivity and the number of
nodes in UASN is shown in Figure 16B.c, in which the metrics are
settled as “Values (c)” in Table 2. When the number of nodes in the
UASN gradually increases from 300 to 1,000, Method 2 has a higher
connectivity than Method 1; such experimental results also show that
Method 2 is meaningful. Method 2 has a longer routing path than
Method 1,and whether it has a higher connectivity depends on whether
the parameters of Equation 13 are set to accommodate UASN’s
deployment environment.

5 Conclusions and future studies

Protecting the security and privacy of UASNs is an important
research area, especially in 3d ocean monitoring field. In this paper, we

have proposed a new scheme called ConeSLP to incorporate source
location privacy into UASNs. The Ekman current and deep current
were employed to simulate the underwater environment. The routing
paths generated by ConeSLP scheme include a vertical routing path
and a circular routing path, and we provide two methods to generate
the vertical path and one method to generate the vertical paths. The
two vertical routing-path-generation algorithms are named Method 1
and Method 2, respectively. Method 1 generates a routing path based
on the depth of the nodes. Both Method 2 and the circular-routing-
path-generating algorithm select routing path nodes based on
equations designed with Ekman’s properties in mind. ConeSLP using
Method 2 will typically have a greater safety distance than using
Method 1, but at the cost of a higher energy consumption. Whether
the ConeSLP using Method 2 will have better connectivity than using
Method 1 depends on whether the equations are properly
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(A) Energy consumption. (B) Connectivity.
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TABLE 2 Metrics settings for connectivity experiments.

Metrics Values (a) Values (b) Values (c)
Ocean surface velocity 1 m/s 1 m/s
The number of nodes 1,000 1,000
Communication radius 80 m 80 m

Height of the cone 800 m 800 m 800 m
Radius of the cone 300 m 300m 300 m
Ekman depth 278.52 m 278.52 m 278.52 m

parameterized or not. Currently, parameter setting is done empirically,
and much work remains to be done to automate parameter setting for
specific underwater environment. Furthermore, we are currently
focused on source location privacy protection of UASNs under
passive attacks and will be working on active attacks in the future.
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