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With the increasing severity of global warming and the rapid evolution of cyber-
attack techniques, the enhancement of distribution network (DN) resilience that
can effectively cope with natural disasters and man-made attacks has received
extensive attention. Hence, in the context of a high impact low probability (HILP)
event where attackers launch malicious attacks after a natural disaster occurs, a
multi-stage DN operation strategy for resilience enhancement is proposed
considering multi-type resources, such as gas turbines, stationary energy
storage systems, mobile energy storage systems (MESSs), repair crews (RCs)
and network reconfiguration. Firstly, the operation process of DN is divided
into five stages based on the time lag between the natural disaster and the
man-made attacks: the normal operation stage, the disaster disruption stage,
the post-disaster degradation stage, the man-made attack stage and the defense
and recovery stage. Secondly, under the background of a coupled power-
transportation system, the optimal scheduling model for each stage of DN is
established considering the effects of dynamic changes in traffic flow on the
movement process of MESSs and RCs. Finally, the model is converted into a 5-
layer mixed integer linear programming (MILP) problem that can be solved by
sophisticated optimization software according to the time series relationship, and
a case study is carried out with a modified IEEE 33-node system and the
corresponding transportation network. The results demonstrate that under
extreme scenarios, the proposed model can guarantee the load-side power
supply as much as possible through flexible cooperation between multi-type
resources, effectively enhancing the resilience of the DN.
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1 Introduction

In recent years, the reliability of the power supply has become an indispensable
requirement for the development of DN (Cheng et al., 2021). However, DNs are
vulnerable to attacks since most of them are directly exposed in the field and rely on
widely configured communication devices for information interaction (Zhang et al., 2020).
For example, in 2008, due to the ice disaster, a large area of the Hunan power grid in China was
damaged, with economic losses of 15 billion dollars (Li et al., 2022a). In December 2015,
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malicious cyber-attacks caused severe damage to the Ukrainian power
grid, more than half of the region lost power for 3–6 h and nearly
73MWh of electricity was affected (Lai et al., 2018). It is therefore of
great importance to improve the ability of DNs to cope with HILP
events such as natural disasters and cyber-attacks. Given this, the
concept of power system resilience, which refers to the ability of the
grid to adapt to changing conditions, make defensive measures to
reduce losses and return to normal operation as soon as possible when
subjected to a HILP event (Presidential Policy Directive 21, 2013; Gao
et al., 2015), has emerged and is gradually becoming the focus of
academic research both home and abroad. Over the last few years,
global warming has become increasingly serious, natural disasters
such as typhoons occur from time to time. On the other hand, the
continuous development of the Internet has made malicious man-
made attacks more difficult to defend against. All of these pose a great
threat to the safe operation of DNs, calling for an urgent need to
research DN resilience enhancement.

Nowadays, many effective measures have been proposed, which
can help DNs prepare for, adapt to, and gradually recover from
HILP events (Zeng et al., 2022). As mentioned in many papers,
distributed generators and stationary energy storage systems (SESSs)
can effectively enhance the resilience of DNs (Nazemi et al., 2020;
Nourollahi et al., 2021). This is because they can form islands and
ensure power supply to critical loads when upstream grid power is
unreachable (Wang et al., 2015; Ding et al., 2017). Similar to SESSs,
MESSs can also be used as emergency backup power sources.
Moreover, MESSs are spatially flexible and can transfer energy
between multiple buses at the right time, dynamically forming
islands (Zhang et al., 2021). Since they need to move on the
road, the travel time and distance limit between buses as well as
the impact of traffic flow must be considered. As a traditional and
important method, network reconfiguration (NR) has also been
widely mentioned. It refers to changing the topology of the DN after
an outage to realize the transfer of power to the load, thus whittling
the impact of fault (Ababei and Kavasseri, 2011). Meanwhile, after a
HILP event, RCs should also be dispatched to repair the damaged
equipment and resume power supply as soon as possible (Shi et al.,
2022). Like MESSs, RCs need to move on the transportation
network, so the movement time constraints, restoration time
constraints, and the risk of congestion should be considered (Arif
et al., 2020). Each of these flexible resources and tools respectively
plays an important role and generally works together. In (Shi et al.,
2021a), a DN disaster recovery strategy is proposed considering
distributed gas turbines, NR, and demand response resources, which
can ensure a high percentage of load at service. In (Ashrafi et al.,
2021), a dual-objective optimization model is established by
combining the optimal dispatch of pre-disaster NR and post-
disaster distributed power sources, SESSs, and demand response.
In (Javadi et al., 2022), a resilience enhancement model considering
mobile generators, MESSs, and NR is developed, reducing 75.85%
and 20.12% of load shedding in energy hubs and networks.

However, most of the above studies on DN resilience enhancement
consider several of the resources such as distributed generators, SESSs,
MESSs, RCs, and NR, but less involve their mutual influence analysis,
especially the interplay betweenMESSs, RCs, andNR. In addition, some
of the papers use stochastic optimization to generate disaster scenarios,
which simplifies the computational process but cannot cover the worst
damage case. Some papers also adopt the idea of robust optimization,

but only single damage scenario is considered. Although they can
respond to natural disasters such as typhoons, they cannot yet give an
effective response strategy if further damage occurs during the post-
disaster recovery process, malicious man-made attacks in particular. In
view of this, a DN multi-stage optimal operation strategy is proposed
considering multi-type resources, in the context of a HILP event where
attackers take the opportunity to launch cyber-attacks after a typhoon
disaster. The main work of this paper is as follows:

1) Considering the superimposed effects of the typhoon disaster
and cyber-attacks, the operation process of the DN is divided
into five stages according to the time sequence relationship: the
normal operation stage, the disaster disruption stage, the post-
disaster degradation stage, the man-made attack stage, and the
defense and recovery stage, which are analyzed to form a 5-layer
MILP model so that DSO can switch comfortably and respond
effectively when extreme scenarios occur.

2) In the context of a coupled power-transportation system, a DN
recovery strategy that takes into account the effects of dynamic
changes in traffic flow on the movement process of MESSs and the
restoration process of RCs is developed, considering gas turbines,
SESSs, MESSs, RCs, and NR, which can effectively reduce the load
shedding and improve the economy of DN as much as possible.

3) Combining the damage probability of natural disasters and the
time limit of malicious man-made attacks, the budgets of
typhoons and cyber-attacks are set. In addition, considering
the uncertainty of typhoon occurrence time, the randomness
of line damage, and the arbitrariness of cyber-attack targets, the
idea of robust optimization is adopted to find the worst scenario
and optimize the solution to improve the resilience of DN.

The rest is organized as follows: In Section 2, basic assumptions
and the framework of the model are elaborated. In Sections 3, 4, the
proposed model mathematical formulation and its solution method
are introduced. In Section 5, case studies are performed and the
results are discussed. Finally, a summary of the whole paper is
presented in Section 6.

2 Framework

2.1 Basic assumptions

To simplify the modeling process, this paper makes the
following assumptions combined with the reality:

1) Loads are divided into critical ones and ordinary ones. When the
DN is unable to meet all of the load demand, ordinary and critical
loads will be removed successively according to priority,
accompanied by different penalty costs (Shi et al., 2021a).

2) Only the typhoon damage caused to distribution lines is
considered. Typhoons may blow off lines, topple poles, or
damage insulators, but they are ultimately reflected as
interruptions in the power supply, so they can be equated as
damage to distribution lines (Lai et al., 2018). Considering that
the gas turbines and energy storage devices are located inside the
plant and are well protected, the impact of the disaster on them is
ignored.
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3) Typhoons can attack multiple lines at the same time. In addition,
although the precision of weather forecasting is improving year
by year, it is still not enough to achieve accurate disaster
prediction, and the uncertainty of natural disaster occurrence
time needs to be considered. For this reason, this paper sets the
corresponding “uncertainty interval” based on the forecast
results (Amirioun et al., 2019).

4) The damage to DN is done instantaneously. This paper focuses on
the optimal operation strategy of DN under the sequential impact
of natural disasters and man-made attacks, hence the specific
damage process can be simplified. On the other hand, considering
the rapidmovement of typhoons as well as the suddenness ofman-
made attacks, it is approximated that the destruction process can
be completed within one dispatch period.

5) With a limited attack budget, malicious attackers always tend to
use a “wait-and-see” approach to launch cyber-attacks to make
MESSs denial of service (DoS). That is, a fake wireless network is
deployed in advance near the selected MESSs candidate buses,
and once a MESS moves into the controllable range, the attack is
launched quickly, which is analyzed and explained in Section 3.4.

6) The time required to repair distribution lines is fixed (Lai et al.,
2018). And once the DSO detects that a MESS is under cyber-
attacks, it will immediately send professional staff to fix it.
However, considering the complexity of the defense process of
cyber-attacks, it is assumed that the attacked MESSs do not
resume normal operation until all the damaged distribution lines
have been repaired.

2.2 Model architecture

Based on the above assumptions, a DN multi-stage optimal
operation model is established, and the framework is shown in
Figure 1. During the normal operation stage, DSO optimizes the
output of gas turbines, SESSs, and MESSs to minimize the operating
cost. In this stage, the gas turbines are shut down since their
generation cost is higher than the electricity purchase cost, and
DN relies on the upstream grid to supply the load, while SESSs
and MESSs arbitrage according to the change of local marginal price.

During the disaster disruption stage, natural disasters such as
typhoons hit, causing damage to multiple distribution lines and a
shortage of power supply to the DN. Next comes the post-disaster
degradation stage, when the DSO should improve the resilience of
DN, optimize the scheduling of multi-type resources, and realize
economic operation as much as possible. Since resilience is visualized
as the ratio of the supplied load to the overall demand (Zeng et al.,
2022), DSO should make full use of resources such as gas turbines,
SESSs, MESSs, and NR to reduce the amount of load shedding; in the
meantime, the location of damaged lines should also be identified and
RCs should be dispatched. During the man-made attack stage,
malicious attackers develop and implement the attack strategy with
the most convenient method and the most severe consequences based
on the predicted scheduling plan of the DSO. After man-made attacks,
the DNwill switch into the defense and recovery stage, when the DSO
needs to determine the available resources and redefine the
scheduling plan to improve resilience and economy, and the
attacked equipment should also be located and repaired. When
the damaged distribution lines and equipment are repaired, DN
will switch back to the normal operation stage.

3Multi-stage optimizationmodel of DN

3.1 The normal operation stage

The DN is in the normal operation stage when it has not been
attacked or all the damaged equipment has been repaired. So the
DSO should schedule to minimize the operating cost, whose
mathematical model is formulated as follows:

min ∑
t∈ t0[ ,ta1)∪ tr( ,tend]

⎧⎨⎩λgridt Pgrid
t +∑

i∈I
αiP

g
i,t

+ ∑
m∈M

wm Pd
m,t + Pc

m,t( ) + γDtravel
n,p,m,t[ ] +∑

s∈S
ws Pd

s,t + Pc
s,t( )

+β ∑
l∈LG

Pfl,t

∣∣∣∣ ∣∣∣∣⎫⎬⎭ (1)

Subject to (2)–(17).

FIGURE 1
Framework of the proposed model.
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Pgrid
t ≥ 0 (2)

Pgrid
t � ∑

l|O l( )�1
Pfl,t + PL1,t , Q

grid
t � ∑

l|O l( )�1
Qfl,t + QL1,t

∑
m∈ΓMn

Pd
m,t − Pc

m,t( ) + ∑
s∈ΓSn

Pd
s,t − Pc

s,t( ) + ∑
i∈ΓIn

Pg
i,t + ∑

l|D l( )�n
Pfl,t � ∑

l|O l( )�n
Pfl,t + PLn,t , n ≠ 1

∑
m∈ΓMn

Qm,t + ∑
s∈ΓSn

Qs,t + ∑
i∈ΓIn

Qg
i,t + ∑

l|D l( )�n
Qfl,t � ∑

l|O l( )�n
Qfl,t + QLn,t , n ≠ 1

⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩
(3)

−Pfl
max ≤Pfl,t ≤Pfl

max

−Qfl
max ≤Qfl,t ≤Qfl

max{ (4)

Pfl,t � Gl Vn|E n( )�l,t − Vn|I n( )�l,t( ) − Bl θn|E n( )�l,t − θn|I n( )�l,t( ), l ∈ LG

Qfl,t � −Bl Vn|E n( )�l,t − Vn|I n( )�l,t( ) − Gl θn|E n( )�l,t − θn|I n( )�l,t( ), l ∈ LG
{

(5)
V1,t � V0, θ1,t � 0
Vn

min ≤Vn,t ≤Vn
max, n ≠ 1

−θnmax ≤ θn,t ≤ θnmax, n ≠ 1

⎧⎪⎨⎪⎩ (6)

0≤Pg
i,t ≤Pg,max

i

−Qg,max
i ≤Qg

i,t ≤Qg,max
i

Pg
i,t − Pg

i,t−1
∣∣∣∣ ∣∣∣∣≤Rramp

i

⎧⎪⎨⎪⎩ (7)

0≤Pd
m,t ≤ ξdm,tPm

max, 0≤Pc
m,t ≤ ξ

c
m,tPm

max

ξdm,t + ξcm,t ≤ 1,−Qm
max ≤Qm,t ≤Qm

max

Em,t+1 � Em,t + ηm pPc
m,tΔt − Pd

m,tΔt/ηm
SOCmin pErate

m ≤Em,t ≤ SOCmax pErate
m

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
(8)

0≤Pd
s,t ≤ ξ

d
s,tPs

max, 0≤Pc
s,t ≤ ξcs,tPs

max

ξds,t + ξcs,t ≤ 1,−Qs
max ≤Qs,t ≤Qs

max

Es,t+1 � Es,t + ηs pPc
s,tΔt − Pd

s,tΔt/ηs
SOCmin pErate

s ≤Es,t ≤ SOCmax pErate
s

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
(9)

Em,t0 � Es,t0 � Eini (10)
∑

n∈NCM

um,n,t + vm,t � 1 (11)

∑
n∈NCM

um,n,t ≥ ξcm,t + ξdm,t (12)

∑
m∈M

um,n,t ≤ 1, n ∈ NCM (13)

um,n,t + ∑
t+Ttravel

n,p,m,t

τ�t+1
um,p,τ ≤ 1, n ∈ NCM, p ∈ NCM, n ≠ p (14)

Dn,p,t � χn,p,tD
origin
n,p (15)

χn,p,t �
1 ρn,p,t ≤ κn,p

ρn,p,t/κn,p ρn,p,t > κn,p
{ (16)

Dtravel
n,p,m,t � Dn,p,t

Ttravel
n,p,m,t � ⌈Dn,p,t/ Velm pΔt( )⌉

⎧⎨⎩ (17)

where t0, tend are the initial and final period of a day, ta1 is the time of
the natural disaster, tr is the time for the DN to complete
maintenance. λgridt is the local marginal price, Pgrid

t , Qgrid
t are the

active and reactive power supplied from the upstream network,
I,M, S, LG are the sets of gas turbines, MESSs, SESSs and general
lines, αi is the fuel cost coefficient of gas turbine i, P

g
i,t, Q

g
i,t are the

active and reactive power output of gas turbine i, wm, ws are the
operating cost coefficients of MESSs and SESSs, Pc

m,t, P
d
m,t, P

c
s,t, P

d
s,t

are the charge and discharge power of MESS m and SESS s, γ is the
transportation cost coefficient of MESSs, Dtravel

n,p,m,t, T
travel
n,p,m,t are the

distance and time travelled by MESS m from bus n to bus p, β is the
cost coefficient of network losses, Pfl,t, Qfl,t are the active and
reactive power on line l, O(l), D(l) are the indices of origin and
destination buses of line l, PLn,t, QLn,t are the active and reactive

power demand on bus n, ΓIn, ΓMn , ΓSn are the sets of gas turbines,
MESSs and SESSs connected to bus n, Pfl

max, Qfl
max are the

maximum active and reactive power flow of line l, Gl, Bl are the
conductance and susceptance of line l, I(n), E(n) are the indices of
inject and extract lines connected to bus n, Vn,t, θn,t are the voltage
amplitude and phase angle of bus n, V0 is the voltage of the
substation, Vn

max, Vn
min are the maximum and minimum voltage

of bus n, θnmax is the maximum phase angle of bus n, Pg,max
i , Qg,max

i

are the active and reactive power output limit of gas turbine i, Rramp
i

is the ramping limit of gas turbine i, ξcm,t, ξ
d
m,t, ξ

c
s,t, ξ

d
s,t are the charge

and discharge status of MESSm and SESS s,Qm,t, Qs,t are the reactive
power output of MESSm and SESS s, Pm

max, Qm
max, Ps

max, Qs
max are the

active and reactive power output limits of MESS m and SESS s,
Em,t, Es,t are the energy of MESS m and SESS s, Erate

m , Erate
s are the

rated capacities of MESS m and SESS s, ηm, ηs are the efficiency of
MESSs and SESSs, Δt is the duration of each scheduling period,
SOCmax, SOCmin are the maximum and minimum value of SOC, Eini

is the initial energy of MESSs and SESSs,NCM is the set of candidate
buses to be accessed by MESSs, um,n,t is the connection status of
MESSm and bus n, vm,t is the mobile status of MESSm,Dorigin

n,p is the
original distance from bus n to bus p, Dn,p,t is the distance
considering the congestion factor, χn,p,t is the congestion factor of
the road from bus n to bus p, κn,p is the traffic flow limit of the road,
while ρn,p,t is the traffic flow on the road, Velm is the mobile speed of
MESS m.

As shown in (1), the objective function of the DN during the
normal operation stage includes electricity purchase cost, gas turbine
generation cost, MESS operating cost and transportation cost, SESS
operating cost, and network losses. (2) enforces the DN not to inject
power into the upstream grid. (3) denotes the power balance equations
of the first bus and the remaining buses. (4) imposes limits on the active
and reactive power of the lines that are calculated in (5). (6) implies the
bus voltage limits, while the bounds on power outputs and ramping
limits of gas turbines are shown in (7). (8)–(10) represent the operation
constraint sets of MESSs and SESSs. (11)–(14) are MESS-specific
restrictions, where (11) indicates that the connection status and
mobile status of MESSs are mutually exclusive, and a MESS can
only access at most one candidate bus per scheduling period. (12)
shows that only in the connection status can MESSs be charged or
discharged. (13) enforces each candidate bus to be accessed by at most
one MESS per scheduling period. (14) states that when MESS m is
connected to bus n at period t, it needs to travel at least Ttravel

n,p,m,t before
connecting to bus p. In particular, the travel distanceDtravel

n,p,m,t and travel
timeTtravel

n,p,m,t ofMESSs need to be calculated based on the transportation
network and Floyd-Warshall Algorithm considering the effect of traffic
flow (Aini and Salehipour, 2012; Li et al., 2022), which are shown in
(15)-(17). In particular, (15) illustrates the dependence of travel
distance between bus n and bus p before and after considering
congestion, (16) shows the relationship of road congestion factor
and traffic flow between bus n and bus p, while (17) is the
calculation of the distance and time required for MESS m to travel
from bus n to bus p at period t.

3.2 The disaster disruption stage

Among all the natural disasters, typhoons occur more
frequently. Many studies on DN resilience enhancement use
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typhoon events as the application scenario (Shi et al., 2022), and this
paper also uses it as the background for modeling the disaster
disruption stage. For DNs, typhoons may cause wire breakage,
pole toppling, and equipment damage, but in general, gas
turbines and energy storage devices (including MESSs located
in the charging/discharging stations) are mostly inside the plants,
which have more robust defense mechanisms and are less likely
to be damaged. In contrast, distribution lines and poles are
exposed in the field, with higher vulnerability and poorer
disaster prevention capabilities, and are more likely to be
victims of typhoons, causing interruptions in power supply.
Therefore, to simplify the modeling process, it is assumed in
this paper that typhoons will only cause damage to distribution
lines (Cong et al., 2018).

Typhoons are highly uncertain events that are difficult to predict
(Liu et al., 2019), and the occurrence time given by weather forecasts
is only a range rather than a precise point, so the meteorological
conditions and damage status of DNs under each period are often
variable. To ensure that DNs have enough resilience to cope with the
worst scenario, this paper uses the idea of robust optimization to
model the disaster disruption stage (Zhang et al., 2021), as shown
below:

max ∑
t∈ ta1[ ,tr)

∑
n∈N

PLshed
n,t (18)

Subject to (19).

∑
l∈LG∪LC

al ≤Bdisaster (19)

where N is the set of buses, PLshedn,t is the active power of load
shedding on bus n, LC is the set of interconnection lines, al is the
damaged status of line l, Bdisaster is the maximum number of
concurrent natural disaster attacks.

(19) indicates that the number of distribution lines damaged by
the typhoon cannot exceed Bdisaster. When the number takes the
value of K, it just fits well with the N −K criterion used in power
systems (Yuan et al., 2016). Statistics from the U.K. “NaFIRS”
database show that the probability of an N −K contingency due
to strong winds is quite small whenK> 3 (Shi et al., 2021b), which is
the reason for limiting the typhoon attack budget to no more than
Bdisaster.

3.3 The post-disaster degradation stage

After the typhoon disaster, the power transmission of
multiple distribution lines is interrupted and the entire DN is
degraded. At this time, DSO should quickly develop
corresponding restoration strategies considering the disaster
situation, including the dispatch of gas turbines, SESSs,
MESSs, RCs, and NR, as shown below:

min ∑
t∈ ta1[ ,tr )

λgridt Pgrid
t +∑

i∈I
αiP

g
i,t + ∑

m∈M
wm Pd

m,t + Pc
m,t( ) + γDtravel

n,p,m,t[ ] +∑
s∈S

ws Pd
s,t + Pc

s,t( )
+β ∑

l∈LG∪LC

Pfl,t

∣∣∣∣ ∣∣∣∣ + δ ∑
n∈N

PLshed
n,t + ζ ∑

l∈LC

csfl,t + csbl,t( )
⎧⎪⎪⎪⎨⎪⎪⎪⎩

⎫⎪⎪⎪⎬⎪⎪⎪⎭
(20)

Subject to (4)–(9), (11)–(17), (21)–(35).

0≤Pgrid
t ≤P grid

max (21)
Pgrid
t � ∑

l|O l( )�1
Pfl,t + PL1,t − PLshed

1,t , Qgrid
t � ∑

l|O l( )�1
Qfl,t + QL1,t − QLshed

1,t

∑
m∈ΓMn

Pd
m,t − Pc

m,t( ) + ∑
s∈ΓSn

Pd
s,t − Pc

s,t( ) + ∑
i∈ΓIn

Pg
i,t + ∑

l|D l( )�n
Pfl,t � ∑

l|O l( )�n
Pfl,t + PLn,t − PLshed

n,t , n ≠ 1

∑
m∈ΓMn

Qm,t + ∑
s∈ΓSn

Qs,t + ∑
i∈ΓIn

Qg
i,t + ∑

l|D l( )�n
Qfl,t � ∑

l|O l( )�n
Qfl,t + QLn,t − QLshed

n,t , n ≠ 1

⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩
(22)

0≤PLshed
n,t ≤PLn,t

QLshed
n,t � QLn,t*PLshed

n,t /PLn,t
{ (23)

csfl,t + csbl,t � 1 − al, l ∈ LG (24)
csfl,t + csbl,t ≤ 1 − al, l ∈ LC (25)

∑
l|D l( )�n

csfl,t + ∑
l|O l( )�n

csbl,t ≤ 1, l ∈ LG ∪ LC (26)

Pfl,t � csfl,t + csbl,t( )* Gl Vn|E n( )�l,t −Vn|I n( )�l,t( )−Bl θn|E n( )�l,t −θn|I n( )�l,t( )[ ], l ∈ LC

Qfl,t � csfl,t + csbl,t( )* −Bl Vn|E n( )�l,t −Vn|I n( )�l,t( )−Gl θn|E n( )�l,t −θn|I n( )�l,t( )[ ], l ∈ LC

⎧⎨⎩
(27)

NCR � O l|al � 1( ) ∪ D l|al � 1( ) (28)
zn,ta1 � 1, n ∈ NCR

zn,t � zn,t−1 −∑
r∈R

cr,n,t, n ∈ NCR

⎧⎪⎨⎪⎩ (29)

al � max 0, al − 1 − zO l( ),t( )* 1 − zD l( ),t( )[ ] (30)
∑

n∈NCR

cr,n,t + br,t � 1 (31)

∑
r∈R

cr,n,t ≤ 1, n ∈ NCR (32)

cr,n,t − cr,n,t−1 ≤ cr,n,Horizon,Horizon � t + 1, . . . , t + ⌈Trepair
n /Δt⌉ − 1

(33)

cr,n,t + ∑
t+Ttravel

n,p,r,t

τ�t+1
cr,p,τ ≤ 1, n ∈ NCR , p ∈ NCR, n ≠ p (34)

Ttravel
n,p,r,t � ⌈Dn,p,t/ Velr*Δt( )⌉ (35)

where δ is the penalty coefficient of load shedding, ζ is the
commissioning cost coefficient of interconnection lines, csfl,t, cs

b
l,t

are the forward and backward connection status of line l, Pgrid
max is the

maximum active power supplied from the upstream grid after the
typhoon, QLshedn,t is the reactive power of load shedding on bus n,
NCR is the set of candidate buses to be maintained by RCs, zn,t is the
unhealthy status of bus n, cr,n,t is the working status of RC r around
bus n, br,t is the mobile status of RC r, R is the set of RCs, Trepair

n is the
time required for maintenance around bus n, Ttravel

n,p,r,t is the time
required for RC r to travel from bus n to bus p, Velr is the mobile
speed of RC r.

The objective function of DN in the post-disaster degradation
stage is shown in (20), which needs to account for the cost of load
shedding and the interconnection line operation. In this paper, we
assume that RCs are composed of the DN’s staff, so their work cost is
not included. In addition, to minimize the amount of load shedding,
the penalty coefficient is set relatively high (Lai et al., 2018) and is
variable according to the priority of the load. Considering that
typhoons may cause damage to the upstream grid and multiple DNs
will increase their electricity purchases at the same time, (21) is used
instead of (2) to relieve the pressure of the upstream grid. (22) is the
new power balance equation after considering load shedding. (23)
can effectively ensure that the power factor of the grid will not
change. (24)–(26) are the topological constraints of DN, where (24)
indicates that if a general line is in normal operation, it can only
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perform power transmission in one direction, while the
transmission lines under typhoon attack have to be taken out of
operation. (25) states that only after the interconnection lines are put
into operation can power transfer take place. (26) indicates that two
and more power sources are not allowed to supply loads on the same
bus simultaneously to ensure the radial topology of the DN. (27) is
the power calculation method for interconnection lines. (28)–(35)
are the exclusive limits of RCs. Here, the maintenance process of
distribution lines is partially simplified, assuming that RCs start to
work from the buses till the midpoints of the lines, during which
problems will be dealt with as soon as they are found. Hence, if both
ends of a distribution line are visited by RCs, the line is maintained
and can be restored to normal. According to these, (28) indicates
that only the ends linked by lines that have suffered from typhoon
attacks constitute the buses to be maintained, (29) defines the
corresponding state variables. (30) indicates that if the state
variables at both ends of an attacked line are 0 (that is, both are
maintained by RCs), the line will resume normal operation. Similar
to MESSs, (31) indicates that the maintenance and mobile status of
RCs are mutually exclusive, and an RC can only handle one pending
maintenance bus at the same time. (32) states that RCs are not
allowed to perform repetitive work. (33) indicates that once RC r
starts working around the bus n at period t, it must continue working
until all the problems have been solved. Similar to (14), (34)
indicates that if RC r finishes the maintenance of bus n at period
t, it needs to travel at least Ttravel

n,p,r,t before bus p can be maintained,
which is calculated in (35).

3.4 The man-made attack stage

In this paper, we consider that under the premise of a typhoon
disaster, malicious attackers conduct man-made attacks and result
in further degradation of the DN. Since the occurrence time of the
typhoon is somewhat uncertain, it is very hard for attackers to
prepare in advance. Meanwhile, in the aftermath of the typhoon
disaster, the attackers do not have sufficient time to prepare either in
the short period before the defense and recovery measures are
developed, so it has a limited attack budget (Huang et al., 2021).
With such a tight budget, the attackers must quickly identify the
most vulnerable point of the DN and generate an attack strategy
(Yan et al., 2019). At the same time, the DSO’s defensive strategies
against damage caused by the typhoon should also be considered,
such as the dispatch of MESSs, to identify the most appropriate
attack that will cause maximum damage to the DN. Compared to the
folly of damaging distribution lines, gas turbines, or energy storage
devices physically, cyber-attacks are more popular with attackers
because they can be operated remotely, are difficult to be found and
defended, and inexpensive. So we assume that malicious attackers
tend to use cyber-attacks to degrade the DN.

With the help of wide-configured communication devices,
modern DNs are much more efficient and competitive to meet
growing global energy challenges (Reda et al., 2022). However, this
also makes them somewhat vulnerable in the cyber-physical space
(Chen et al., 2022). As we know, for stationary sites such as gas
turbines and SESSs, the dispatch center is connected to them via wired
networks. For mobile devices such as MESSs, they need to contact
DSO through wireless communication technologies (Sharma et al.,

2017). Compared with wired networks composed of optical fibers or
coaxial cables, the transmission medium of wireless communication
technologies is completely open and not physically protected, making
them more vulnerable to cyber-attacks and more difficult to defend
against. So the wireless communication networks adopted by MESSs
are weaknesses of the DN. On the other hand, as flexible resources,
MESSs can efficiently form microgrids under extreme conditions to
ensure the power supply of critical loads, whichmakes them pivotal to
the DN and often favored targets forman-made attacks. Therefore, we
assume that under the limited attack budget, malicious attackers tend
to use cyber-attacks to cause MESSs DoS.

Unlike SESSs, MESSs can travel flexibly on the transportation
network, which poses some difficulties to cyber-attacks. A MESS
may be on the way from one bus to another, but the attackers have
limited scope to launch attacks by using the configuration of fake
base stations or other methods (Bitsikas and Pöpper, 2021).
However, compared with the number of buses in the whole DN,
the number of MESS candidate buses is greatly reduced, since
although it is an ideal goal to realize plug-and-play of MESSs,
the DN does not have enough budget so far. That is to say, the
candidate buses of MESS are limited. No matter how MESSs move
on the transportation network, they will eventually interact with DN
at the candidate buses, which provides certain convenience for
attackers. So this paper further assumes that the attackers prefer
to launch cyber-attacks by “waiting for the targets to come”, e.g.,
configure fake base stations near the candidate buses and deploy fake
wireless networks in advance, so that once a MESS enters the
controllable range, they can quickly launch attacks to make it
DoS, as shown in Figure 2.

Similar to the disaster disruption stage, the mathematical model
of the man-made attack stage is as follows.

max ∑
t∈ ta2[ ,tr)

∑
n∈N

PLshed
n,t (36)

Subject to (37).

∑
m∈M

am ≤Bcyber (37)

where ta2 is the time of the man-made attacks, am is the attacked
status of MESS m, Bcyber is the maximum number of concurrent
man-made cyber-attacks. (37) indicates that the attackers cannot
strike more than Bcyber MESSs due to the budget limitation.

3.5 The defense and recovery stage

The DSO keeps in touch with MESSs and their candidate buses
in real time during the normal operation stage. They rely on the
communication network to keep information synchronized with
each other so that the DSO can combine the data available to
determine whether the operating status of MESSs is as expected.
Once MESSs suffer from malicious man-made attacks, the wireless
communication network between them and the DSO will be
disturbed or even destroyed, so they cannot feedback on their
locations and connection status. What’s more, to improve the
camouflage, the attackers may feedback false information to the
DSO. However, this cannot stump the DSO. Combined with the
information reported by the candidate buses, the DSO can feel that
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some MESSs have lost contact and quickly switches into the defense
and recovery stage, during which it redefines the scheduling plan in
conjunction with the currently available resources. At the same time,
it is also necessary to identify the “controlled candidate buses”
according to the historical data of the abnormal MESSs, to
prepare for subsequent repair. And the remaining MESSs should
not be allowed to travel to the “controlled candidate buses” to
protect them from being attacked, as shown in Figure 2. Due to the
long repair time required for cyber-attacks, it is assumed that the
impact of the malicious man-made attacks is cleared and the DN is
switched back to the normal operation stage till all lines are restored
(that is, time tr).

The scheduling model for the defense and recovery stage is
essentially similar to that of the post-disaster degradation stage,
except that the MESSs who suffer from man-made attacks are out of
operation, and the remaining MESSs are no longer allowed to travel
to the “controlled candidate buses”, as shown below. Where (39) in
place of (11), shows that if a MESS suffers from attacks, it will exit
operation. And (40) implies that if MESS m is connected to bus n at
period t and is under attack, the DSO will no longer allow the
remaining MESSs to travel to bus n for charging or discharging.

min ∑
t∈ ta2[ ,tr )

λgridt Pgrid
t +∑

i∈I
αiP

g
i,t + ∑

m∈M
wm Pd

m,t + Pc
m,t( ) + γDtravel

n,p,m,t[ ] +∑
s∈S

ws Pd
s,t + Pc

s,t( )
+β ∑

l∈LG∪LC

Pfl,t

∣∣∣∣ ∣∣∣∣ + δ ∑
n∈N

PLshed
n,t + ζ ∑

l∈LC

csfl,t + csbl,t( )
⎧⎪⎪⎪⎨⎪⎪⎪⎩

⎫⎪⎪⎪⎬⎪⎪⎪⎭
(38)

Subject to (4)–(9), (12)–(17), (21)–(35), (39), (40).

∑
n∈NCM

um,n,t + vm,t � 1 − am (39)

∑
m|am�0

∑
n| um,n,t�1,am�1( )

um,n,t � 0 (40)

4 Methodology

The multi-stage optimizationmodel of DN is ultimately a min-max-
min-max-min problem mathematically, with a complex model structure

and a large number of binary variables, so it is nonlinear and cannot be
transformed by duality theory, and thus cannot be solved with the help of
column-and-constraint generation or Benders decomposition algorithm.
Fortunately, there is a temporal sequential relationship between the
multi-stage model, which means that the variables in the previous
stage will be used as initial conditions for the next stage in the form
of constants, so it can be solved independently in chronological order.
Based on this, each stage is mathematically formulated as a MILP
problem, which can be solved using off-the-shelf commercial
optimization software (Zeng et al., 2022), so the Gurobi solver is used
inMATLAB/YALMIP interface. It should be mentioned that we need to
find the worst scenario, which is a combination of natural disasters and
man-made attacks, to ensure the robustness of themodel. That is whywe
use the Particle Swarm optimization algorithm or go through all failure
scenarios to find the worst one. This method seems clumsy but is also
very effective when there is no better choice. Themodel solving process is
shown as Supplementary Figure S1.

5 Case studies

5.1 Case parameters

In this paper, the modified IEEE 33-node system is used for case
studies, as shown in Figure 3. The system contains 32 general lines,
5 interconnection lines, 6 gas turbines, 2 SESSs, and 4 MESSs. The
parameters of gas turbines and SESSs are shown in Tables 1, 2. All
MESSs have the same parameters, with active and reactive power
output limits of 150 kW and 120 kVar, and a rated capacity of
500 kWh. The upper limits of active and reactive power of the lines
are set to 5,000 and 2,000 kVar. The initial values as well as the upper
and lower limits of SOC for all energy storage devices are 0.5, 0.9,
and 0.1, while the charging and discharging efficiency is taken as 0.9.
Considering that the voltage at each bus of the systemmay fluctuate,
the maximum and minimum values of voltage are taken to be
1.1 p.u. and 0.9 p.u. (Zhang et al., 2021). The duration of the
scheduling period is set to 30 min and the time share tariff is shown
in Table 3 (Li et al., 2022).

FIGURE 2
Diagram of the whole process of cyber-attacks and defense.
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The daily load data of a regional DN is used, and its curve is
shown in Figure 4. The active and reactive power of the load at each
bus can be obtained by equivalent conversion according to (Baran
andWu, 1989). Buses 4, 8, 12, 15, 18, 29, 31, and 32 are set as critical
loads buses, while the others are connected to ordinary loads. To
effectively secure the power supply, MESS charging and discharging
stations are located at all critical load buses. The penalty coefficient
of critical load shedding and ordinary load shedding is set at 1000¥/
kW and 20¥/kW. In addition, combined with the fuel cost of cars,
the transportation cost coefficient of MESSs is taken as 0.6¥/km, and
the operating cost coefficients of SESSs and MESSs are set as 0.04¥/
kWh and 0.06¥/kWh. The cost coefficient of network losses is taken
as 0.005¥/kWh, while the commissioning cost coefficient of
interconnection lines is taken as 5¥/time. After a typhoon

disaster, the power purchased from the upstream grid will be
limited, which is set to 2,500 kW.

The transportation network of the system is shown in
Supplementary Figure S2. The nodes in the figure correspond to
the buses of DN, each road is accessible in both directions, and the

FIGURE 3
Topology of the modified IEEE 33-node system.

TABLE 1 Parameters of gas turbines.

Number Connected bus Power output limits Ramping limit (kW) Fuel cost coefficient (¥/kWh)

Active (kW) Reactive (kVar)

1 7 192 150 144 0.68

2 14 120 90 90 0.60

3 16 96 70 72 0.66

4 21 72 60 54 0.70

5 25 192 120 144 0.72

6 30 132 100 100 0.64

TABLE 2 Parameters of SESSs.

Number Connected bus Power output limits Rated capacity (kWh)

Active (kW) Reactive (kVar)

1 24 300 180 1,700

2 33 250 150 1,020

TABLE 3 Time share tariff.

Type Period Price (¥/kWh)

Peak 15-22(08:00-12:00) 33-40(17:00-21:00) 1.2

Flat 23-32(12:00-17:00) 41-48(21:00-00:00) 0.8

Valley 1-14(00:00-08:00) 0.3
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values marked are the actual distances without considering the
congestion factor (Zhang, 2021). During the peak hours of
traveling, some roads are subject to different degrees of
congestion, and the roads with congestion risk and their traffic
flow are listed in Supplementary Figure S1. Assuming that both
MESSs and RCs move at a speed of 30 km/h, their traveling time
between any two buses can be calculated according to the Floyd-
Warshall Algorithm. 17:00-19:00 is set as the uncertainty interval
based on the meteorological forecast results, and it is considered that
a typhoon may occur at any period during this interval (that is, the
33rd, 34th, 35th, or 36th period). In order to find the worst scenario,
while taking into account the lead time, it is assumed that the man-
made attacks occur in the next period after the typhoon. In addition,
to simplify the modeling process, the budgets of the typhoon and
man-made attacks are taken as 3 and 1. The number of RC is set to 1,
and the initial positions of MESSs and the RC are set at bus 1. The
line between buses 1 and 2 is used as the substation outlet and is laid
in the form of a cable, which cannot be affected by the typhoon. The
repair time of the damaged lines is taken as 2 h.

Since the normal operation stage is the basis for DN dispatch,
and the resilience enhancement measures are mostly implemented
in the post-disaster degradation stage as well as the defense and
recovery stage, the subsequent analysis will focus on these three.
Four scenarios are involved, which are listed below:

Scenario 1: In the 36th period, lines 2, 18, and 20 exit operation
at the same time.

Scenario 2: In the 36th period, lines 16, 21, and 31 exit operation
at the same time.

Scenario 1-after: In the 36th period, lines 2, 18, and 20 exit
operation at the same time, and in the subsequent 37th period,
MESS1 suffers fromman-made attacks and bus 29 no longer permits
access to MESSs.

Scenario 2-after: In the 36th period, lines 16, 21, and 31 exit
operation at the same time, and in the subsequent 37th period,
MESS4 suffers fromman-made attacks and bus 18 no longer permits
access to MESSs.

5.2 Result analysis

5.2.1 The normal operation stage
The scheduling results of DN in the normal operation stage are

shown in Figure 5. As can be seen, DN relies on electricity purchases

from the upstream grid to meet most of its load demand, but it also
activates gas turbines. This is because most of the time (15th-48th
periods), the local marginal price is higher than the unit generation
cost of gas turbines. However, during the 1st-13th periods, the local
marginal price is low, and it is still more economical for buses far
from the substation to use power from the upstream grid even
considering the network losses, so the gas turbines are turned off.
The 14th period is the transition between the two states. It is also
observed that although the output of the energy storage devices
fluctuates, they arbitrage based on the variation of the local marginal
price, that is, they charge during the 1st-14th and 23rd-32nd periods,
discharge during the 15th-22nd and 33rd-40th periods. And in the
41st-48th periods, they do not participate in the optimal operation of
the DN.

To fully illustrate the above phenomenon, the SOC variation
curves of the energy storage devices are made, as shown in
Supplementary Figure S3. It can be seen that the SOC of each
device is close to 0.9 in the 14th and 32nd periods and close to 0.1 in
the 22nd and 40th periods. This is because the electricity price is the
lowest in the 1st-14th periods and the energy storage devices will
tend to charge at this time to store energy for discharging in the
15th-22nd periods. Similarly, during the 23rd-32nd periods, each
unit is recharged to restore power supply capacity in preparation for
the 33rd-40th periods. This effectively reduces the operating cost of
the DN. And the SOC of each energy storage device keeps the lowest
limit value of 0.1 during the 41st-48th periods. This is because the
periods are near the end of the day, and the price of electricity is
unchanged, there is no room for arbitrage subsequently, to avoid the
cost of charging and discharging, the energy storage devices tend to
withdraw from operation.

The changes of MESSs connected buses are shown in
Supplementary Figure S4. It can be found that MESSs are not
always in the connection status under all periods, which is
because they need some transportation time. Based on their
mobile speed, it is known that MESSs will have one period in the
mobile state when the connected buses change, which is represented
by a blank in the figure. In addition, it can be seen that the MESSs
tend to connect to buses 4, 8, 12, and 29 when they need to be
charged, while connecting to buses 15, 18, 31, and 32 when discharge
is required. This is because the former buses are closer to the
upstream grid and connecting them for charging reduces the

FIGURE 4
Curve of load demand.

FIGURE 5
Scheduling results of DN in the normal operation stage.
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network losses; meanwhile, the later 4 buses are relatively back, and
it would cause higher network losses if gas turbines or even the
upstream grid are used to energize the nearby loads, so the MESSs
would prefer to connect to them for load supply.

5.2.2 The disaster disruption stage
To ensure the robustness of the model, the worst scenario needs

to be generated. However, considering the uncertainty of typhoon
occurrence time and the randomness of line damage, there are many
possible scenarios, and it is difficult to select the scenario with the
largest load shedding from them. A clumsy but effective method is
therefore proposed: Firstly, deactivate MESSs and the RC, optimize
the remaining resources of DN, and eliminate the scenarios with no
load shedding. Then, the full scheduling resources are considered
and the filtered scenarios are re-optimized to obtain the worst
scenario according to their load shedding. The principle of the
method is that the resilience of the DN is reduced when MESSs and
the RC are not involved. In this condition, if it is still able tomaintain
the power supply for all loads, it will not have load shedding with
MESSs and the RC involved. The worst scenario generation results
are shown in Table 4.

As can be seen from Table 4, the system can respond effectively
toN − 1 contingencies even without the participation of MESSs and
RC. This is due to the existence of interconnection lines, which can
be used to transfer power through NR. In the case of N − 2, load
shedding is inevitable, and the system has the largest load shedding
when lines 2 and 18 are withdrawn from operation at the same time
in the 36th period. This is because among the 4 periods of 33–36, the
36th period has the highest load demand and the smallest SOC of
each SESS and MESS. At this point, if lines 2 and 18 are out of
operation at the same time, DN will be disconnected from the
upstream grid and lose its main source of power. It is also found that
when the number of damaged lines is equal to the number of attack
budget, the load shedding of the system can be up to 2.85575 ×
103 kWh. Therefore, the worst scenario we are looking for is when
lines 2, 18, and 20 are out of operation at the same time in the 36th
period. For the following presentation, this scenario is defined as
Scenario 1.

5.2.3 The post-disaster degradation stage
The scheduling results, SOC variation curves of energy storage

devices, and topology change of the DN under Scenario 1 are shown
in Figures 6, 7; Supplementary Figure S5. It can be seen that all gas
turbines are working at the maximum output and each energy
storage device is in discharge status. In the 36th-38th periods,
lines 2, 18, and 20 are withdrawn from operation, and DN is
disconnected from the upstream grid. Although there are energy
storage devices, they are still unable to maintain the power supply of

the whole network, so there is a large amount of load shedding. In
the 39th-41st periods, line 2 is restored, and DN can re-establish
connection with the upstream grid. At this time, interconnection
line 33 is put into operation to restore the load located on buses
21 and 22, but there is still a small amount of load shedding because
lines 18 and 20 are in fault status. In the 42nd-44th periods, line 18 is
also recommissioned, but by this time the SOC of the energy storage
devices has reached the bottom and they cannot continue to supply
energy, limited by the electricity purchase constraint, DN still needs
to remove part of the ordinary loads. To improve the system

TABLE 4 Results of the worst scenario generation.

Number of damaged
lines

Number of total
scenarios

Number of scenarios after
reduction

The worst
scenarios

Load shedding of the worst
scenarios (kWh)

1 124 0 None None

2 1,860 574 t36,l2,l18 2.33703 × 103

3 17,980 17,826 t36,l2,l18,l20 2.85575 × 103

FIGURE 6
Scheduling results of DN in Scenario 1.

FIGURE 7
SOC variation curves of energy storage devices in Scenario 1.
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economy, the DSO will eventually choose to remove some loads
located at buses 21 and 22 and decommission interconnection line
33 in the 42nd period; while in the 43rd and 44th periods, the load
demand is reduced and DN can supply the removed loads, so the
interconnection line 33 will be put back into operation again. In the
45th-48th periods, all lines are restored and the load demand is
further reduced. The DN can switch back to normal operation.

In addition, the access buses of MESSs are not changed during the
whole failure process, which is mainly because: in the 36th-41st
periods, the MESSs are relied on to reduce load shedding, and
they cannot continue to supply the surrounding loads during the
movement, so from the reliability point of view, each MESS should
keep its original access bus unchanged. In the 42nd period and
beyond, the power of each MESS is depleted and it makes no
sense to change its access bus, so from the economy point of view,
each MESS should still be connected to its original access bus.

Since Scenario 1 does not reflect the coupling relationship
between MESSs, NR, and RCs, Scenario 2 is introduced, and the
results are shown in Supplementary Figure S6. As can be seen, after
the faults occur, bus 22 is removed, buses 17 and 18 form Island 1,
and buses 32 and 33 form Island 2. In this context, interconnection
line 35 is put into operation, and MESS2 travels from bus 31 to bus
32 for discharge. As Island 2 contains SESS2 to assist in power
supply, the energy consumption rate of MESS2 is slower than that of
MESS4. To avoid poor availability due to over-discharge, the DSO
chooses to commission interconnection line 36 and provide support
for Island 1 from Island 2 in the 38th period. In the 39th period, line
16 returns to normal, Island 1 disappears, and Island 2 continues to
supply the local loads with the combined effect of SESS2 andMESS2.
During the 40th and 41st periods, the power in both energy storage
devices is depleted and the interconnection line 36 has to be put into
operation again. In the following 42nd and 45th periods, lines 21 and
31 are restored in turn, and DN finally returns to normal operation.

Comprehensive analysis shows that both MESSs and SESSs can
be used as backup power sources to supply isolated loads after a
HILP event. In contrast, MESSs are more flexible since they can go to
the buses nearby to discharge according to the emergency power
support demand of the islands to minimize the operating cost of the
interconnection lines due to NR. For the islands that do not contain
gas turbines, SESSs, or MESSs candidate buses, the connection to the
main network can be restored with the help of NR. Meanwhile, the
addition of RC can repair the damaged lines as soon as possible, so
that the DN can gradually return to normal operation and avoid its
massive load shedding after the energy stored in MESSs and SESSs is
depleted. The interplay of MESSs, NR, and RCs can effectively
reduce the amount of load shedding and improve the resilience
of DN.

5.2.4 The man-made attack stage
The man-made attack stage also adopts the idea of robust

optimization, which combines the budget to find the attack
scheme that maximizes load shedding. Considering the small
number of MESSs and their access buses, this paper adopts the
traversal method. It is assumed that the malicious attacker launches
attacks at the next period of the typhoon disaster, resulting in a
MESS DoS, and the impact is not cleared until all lines damaged by
the typhoon resume normal operation. Accordingly, the amount of
load shedding and the operating cost of Scenario 1 and Scenario

2 under various attack schemes are counted, which are shown in
Tables 5, 6. Themost severe attack scheme in Scenario 1 is that in the
37th period, MESS1 is taken out of operation and bus 29 no longer
allows access to the remaining normal MESSs. This is evidenced by
Figure 7, where the SOC of MESS1 is the largest in the 37th period,
and thus it causes the most severe impact on the DN after suffering
an attack. For the sake of presentation, this attack scheme is defined
as Scenario 1-after. Considering that in the 37th period of Scenario 2,
MESS2 is in the mobile status, this paper does not calculate its
exposure to the attack. Therefore, the most severe attack scheme in
Scenario 2 is that at the 37th period, MESS4 is withdrawn from the
operation and bus 18 is no longer allowed to access the remaining
MESSs. Similarly, this attack scheme is defined as Scenario 2-after.

5.2.5 The defense and recovery stage
The SOC variation curves of energy storage devices and topology

change of the DN under Scenario 1-after are shown in Figure 8;
Supplementary Figure S7. It can be seen that after the attack on
MESS1 in the 37th period, the SOC decrease rate of the rest energy
storage devices is unchanged. This is because before that, the DN has
been disconnected from the upstream grid and cannot maintain the
power supply for its loads. At this time, if the power output of the
rest energy storage devices is increased to make up for the power
shortage caused by the withdrawal of MESS1, although the amount
of load shedding can be reduced in a short period, the stored energy
will be consumed prematurely, which will still cause a large amount
of load shedding in the subsequent periods, and may even result in
greater economic losses due to the inability to meet the demand of
critical loads, so the scheduling plan of the rest energy storage
devices is not changed. In addition, the topology change of the DN
under Scenario 1-after is consistent with Scenario 1 during the 37th-
44th periods. In the 45th period and beyond, MESS1 can resume
normal operation, which will travel to bus 32 to optimize the power
flow distribution and reduce the overall operating cost.

Similarly, the SOC variation curves of energy storage devices and
topology change of the DN under Scenario 2-after are analyzed, as
shown in Figure 9; Supplementary Figure S8. Before the DN suffers
man-made attacks, lines 16, 21, and 31 are out of operation, buses
17 and 18 form Island 1, and buses 32 and 33 form Island 2. During
the 37th period, MESS4 decommissions and bus 18 denies access to
the remaining MESSs. To minimize the amount of load shedding,
the DSO has to commission interconnection line 36 and provide
power support to Island 1 from Island 2. At the same time,
MESS2 will go to bus 32 for discharge. Considering the large
load demand of the two islands, to avoid the availability of
MESS2 from deteriorating, in the 38th period, the DSO will send
MESS3 to take over its discharge. In the 39th period, line 16 returns
to normal, and Island 1 disappears. Only a small amount of load
demand exists within Island 2, which can be handled byMESS3 with
guaranteed availability in subsequent periods, so the location of
MESS3 is not changed. Meanwhile, MESS2 will go to bus 15 for
discharge to minimize network losses. In the 40th period, the SOC of
both SESS2 and MESS3 is close to 0.1, and the interconnection line
36 is recommissioned. In the subsequent 41st period, MESS1 will go
to bus 32 to take over the task of MESS3. Considering the high
amount of energy stored in MESS1, the DSO will exit
interconnection line 36 again. In the 42nd-44th periods, the
power of all energy storage devices is depleted, so the
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interconnection line 36 is recommissioned. At the 45th period and
beyond, MESS4 resumes normal operation and will stay at bus 18 to
optimize power flow.

The above analysis shows that after a HILP event, if a MESS is
withdrawn from operation due to man-made attacks, resulting in
further degradation of the DN, the remaining MESSs need to make
up for the power shortage caused by this MESS as much as possible
with the cooperation of NR and RCs while ensuring the completion
of their subsequent power supply tasks, to reduce the amount of load
shedding and improve the overall economy.

5.3 Validity evaluation

To verify the effectiveness of the proposed model, the following
four scheduling strategies are further set up for comparison by

referring to (Lai et al., 2018; Lei et al., 2019; Zeng et al., 2022), as
shown in Supplementary Table S2:

Strategy A: Disregard the impact of man-made attacks and only
defend against natural disasters, while not considering the involvement
of MESSs and only dispatching gas turbines, SESSs, RCs, and NR to
enhance the resilience of the DN; Strategy B: Similarly disregard the
impact of man-made attacks and defend against natural disasters only,
but fully dispatching gas turbines, SESSs, MESSs, RCs, and NR to
enhance the resilience of the DN; Strategy C: Consider the dual
impact of natural disasters and man-made attacks, but disregard the
involvement of RCs, assume that the lines cannot be repaired after
damage, and only dispatch gas turbines, SESSs, MESSs, and NR to
enhance the resilience of theDN; StrategyD: Consider the dual impact of
natural disasters and man-made attacks, and fully dispatch gas turbines,
SESSs,MESSs, RCs, andNR to enhance the resilience of theDN,which is
the model proposed in this paper.

TABLE 5 Comparison of attack schemes under Scenario 1.

Attacked MESS
number

Controlled
candidate bus

Load shedding caused by the
attack (kWh)

Operating cost under the attack
periods (¥)

1 29 2.31405 × 103 1.01957 × 105

2 31 2.27034 × 103 1.00125 × 105

3 12 2.31405 × 103 1.01894 × 105

4 18 2.29675 × 103 1.01181 × 105

TABLE 6 Comparison of attack schemes under Scenario 2.

Attacked MESS
number

Controlled
candidate bus

Load shedding caused by the
attack (kWh)

Operating cost under the attack
periods (¥)

1 29 253.065 2.20494 × 104

3 12 253.065 2.19862 × 104

4 18 264.150 2.23818 × 104

FIGURE 8
SOC variation curves of energy storage devices in Scenario 1-
after.

FIGURE 9
SOC variation curves of energy storage devices in Scenario 2-
after.
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Supplementary Table S3 shows the application results of the four
scheduling strategies when the worst scenario (that is, Scenario 1-
after) occurs. It should be noted that RCs are involved in strategies A,
B, and D. With their help, all damaged lines and MESSs will be
repaired in the 45th period, and the DNwill thus return to the normal
operation stage, so only the load shedding and the operation cost in
the 36th–44th period are compared. As can be seen from the table,
Strategy A does not consider the participation of MESSs and excludes
vulnerable wireless communication, which can be free from man-
made attacks, but due to the lack of flexible scheduling resources, it is
difficult to provide emergency power support after natural disasters
such as typhoons, which still generates a large amount of load
shedding and triggers high operating cost. In contrast, both the
amount of load shedding and the operating cost of Strategy B are
reduced because it can adequately dispatch MESSs and other
resources to effectively enhance the resilience of the DN after the
typhoon. However, once man-made attacks occur in the post-disaster
degradation stage, Strategy B is inevitably tired to cope with them,
thus incurring partial load shedding and additional operating cost.
Then comes Strategy C. Although it considers the dual impact of
natural disasters and man-made attacks, it does not account for the
restoration effect of RCs, so the damage caused by the typhoon will
last throughout the dispatch process and continue to generate load
shedding, so it has the worst application result among the four.
Strategy D, the model proposed in this paper, fully takes into
account the dual impact of natural disasters and man-made
attacks, and is able to dispatch gas turbines, SESSs, MESSs, RCs,
and NR to effectively improve the resilience of the DN, so it is at the
lowest level in terms of both the load shedding and the operating cost.

In addition, some literature assumes that the time of the natural
disaster is known and fixed, but disasters such as typhoons are
characterized by high suddenness and rapid movement, their
occurrence time, location, and scale are uncertain. Although the
accuracy of weather forecasting is improving year by year, it is not
enough to achieve accurate prediction, so there is a demand to consider
the uncertainty of natural disaster occurrence time in the scheduling
model. In this paper, we set the corresponding “uncertainty interval”
based on the weather forecast results, and consider that the disaster
may cause damage to the DN at any point of time during the period so
that the worst scenario can be identified and dispatched for defense,
which is more realistic and robust.

6 Conclusion

A multi-stage optimal operation strategy for DNs to tackle
sequential natural disasters and man-made attacks is proposed in this
paper. Firstly, the operation process of DN is segmented based on the
time difference between natural disasters and malicious man-made
attacks. Secondly, in the context of a coupled power-transportation
system, the optimal operation models of different stages are established
considering multi-type resources. Then a complex model with a large
number of binary variables is formed, and it is transformed into a 5-layer
MILP problem based on the time series relationship. Finally, 4 scenarios
are introduced to validate the effectiveness of the proposed model and
strategy, and the following conclusions are drawn:

After a HILP event, the energy storage devices can be used as
backup power sources to support the isolated loads. Compared to

SESSs,MESSs aremore flexible as they can travel to the candidate buses
for discharge according to the emergency power support demand,
securing the power supply to the load and minimizing the operating
cost of the interconnection lines. For islands that do not contain gas
turbines, SESSs, or MESSs candidate buses, the connection to the main
network can be restored with the help of NR, which will reduce the
amount of load shedding. And the addition of RCs can repair the
damaged lines as soon as possible so that the DN can gradually return
to normal operation and avoid a large number of load shedding when
the energy stored in MESSs and SESSs is depleted. If a MESS is out of
operation due to man-made attacks, the remaining MESSs need to
make up for the resulting power shortage as much as possible by
cooperating with NR and RCs to reduce load shedding and operating
cost with the guarantee of completing their subsequent tasks.

Future research can be conducted in the following directions.
Firstly, preventive countermeasures such as pre-disaster RCs
deployment and distribution lines reinforcement, as well as
emergency countermeasures such as fault isolation can be further
considered. Secondly, a capacity allocation strategy of MESSs for DN
resilience enhancement can be studied. Combined with the resources
available in DN, the number of MESSs to be built can be optimally
analyzed, and the rated power and capacity of each MESS can be
determined. Thirdly, optimization algorithms with the ability to
handle large-scale binary variables can be investigated, to improve
the computational efficiency of the model.
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