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In this study, the security secondary control problems are considered for

optimal current sharing and voltage restoration of a microgrid distribution

network under false data injection (FDI) attacks. To solve these problems, a

resilient secondary control method is provided. Specifically, a resilient

secondary controller is designed by introducing an adaptive parameter

based on the adaptive technique. Then, a theoretical analysis method is

provided to show that the designed resilient secondary controller can

ensure optimal current sharing and voltage regulation under FDI attacks.
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Introduction

In recent years, microgrids (MGs) have received a lot of attention (Wang et al., 2021a;

Yao et al., 2022; Wang et al., 2021c; Wang et al., 2020). Specifically, a direct current (DC)

MG has been widely investigated owing to it is favorable to the alternating current (AC)

MG such as higher reliability and efficiency (Dragicevic et al., 2016; Deng et al., 2022a; Liu

et al., 2021). By fully utilizing the inherent DC nature of the distributed generators (DGs)

and DC loads, the DC MG avoids multiple conversions between DC/AC and AC/DC to

improve the efficiency. According to the current report, the DC MG has been proved to

have a 10%–22% improvement in efficiency in comparison to the AC MG. For the DC

MG, the control issues mainly include voltage restoration and current sharing. A

hierarchical control framework including primary, secondary, and tertiary control is

widely adopted to solve such control issues (Ding et al., 2020; Rui et al., 2020; Deng et al.,

2021a; Wang et al., 2021b; Lin et al., 2021). The primary control rapidly responds for

system disturbance based on the local controller. The secondary control is to eliminate the

voltage deviation caused by primary control through certain information exchange. The

tertiary control aims to achieve economic dispatch and optimal power flow (Liang et al.,

2016). In this study, the secondary control in the islanded DC MG is the main focus.

Recently, distributed secondary control for voltage restoration and current sharing of

the DC MG gains more attention due to its flexibility, scalability, and reliability.

OPEN ACCESS

EDITED BY

Qiuye Sun,
Northeastern University, China

REVIEWED BY

Yao Weitao,
Nanyang Technological University,
Singapore
Xiaokang Liu,
Huazhong University of Science and
Technology, China
Yu Wang,
Imperial College London,
United Kingdom

*CORRESPONDENCE

Biheng Wang,
bihengwang2022@163.com

SPECIALTY SECTION

This article was submitted to Smart
Grids,
a section of the journal
Frontiers in Energy Research

RECEIVED 30 May 2022
ACCEPTED 07 July 2022
PUBLISHED 12 August 2022

CITATION

Wang B (2022), Resilient cooperative
control for optimal current sharing and
voltage regulation of microgrid-based
distribution network under FDI attacks.
Front. Energy Res. 10:956672.
doi: 10.3389/fenrg.2022.956672

COPYRIGHT

© 2022 Wang. This is an open-access
article distributed under the terms of the
Creative Commons Attribution License
(CC BY). The use, distribution or
reproduction in other forums is
permitted, provided the original
author(s) and the copyright owner(s) are
credited and that the original
publication in this journal is cited, in
accordance with accepted academic
practice. No use, distribution or
reproduction is permitted which does
not comply with these terms.

Frontiers in Energy Research frontiersin.org01

TYPE Original Research
PUBLISHED 12 August 2022
DOI 10.3389/fenrg.2022.956672

https://www.frontiersin.org/articles/10.3389/fenrg.2022.956672/full
https://www.frontiersin.org/articles/10.3389/fenrg.2022.956672/full
https://www.frontiersin.org/articles/10.3389/fenrg.2022.956672/full
https://www.frontiersin.org/articles/10.3389/fenrg.2022.956672/full
https://www.frontiersin.org/articles/10.3389/fenrg.2022.956672/full
https://crossmark.crossref.org/dialog/?doi=10.3389/fenrg.2022.956672&domain=pdf&date_stamp=2022-08-12
mailto:bihengwang2022@163.com
https://doi.org/10.3389/fenrg.2022.956672
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.frontiersin.org/journals/energy-research
https://www.frontiersin.org
https://www.frontiersin.org/journals/energy-research
https://www.frontiersin.org/journals/energy-research#editorial-board
https://www.frontiersin.org/journals/energy-research#editorial-board
https://doi.org/10.3389/fenrg.2022.956672


Compared with centralized control, distributed 26 controls need

no central controller and only peer-to-peer information

exchange is required (Guo et al., 2020). In recent works,

many distributed controllers have been proposed. For

example, a distributed finite-time controller is proposed in

Guo et al. (2018a) to achieve average voltage regulation and

accurate current sharing. Deng et al. (2020) introduced an event-

trigger controller to significantly reduce the communication

burden. In addition, a fast model predictive control is

proposed (Lian et al., 2021a) to regulate the voltage and

desired current flows in a DC MG, in which the proposed

controller is based on a distributed alternating direction

method of the multipliers method.

Although many distributed control methods have been

proposed, it should be noted that all the aforementioned

distributed secondary control results assume that the

communication between networks is reliable. However,

network communication between DGs is often sensitive to

cyber attacks. Typically, the classical attack modes can be

divided into false data injection (FDI) attacks (Yang and

Dong, 2019; Yang et al., 2022) and denial-of-service (DoS)

attacks (Deng et al., 2021; Ma et al., 2021; Yang et al., 2021;

Deng et al., 2022b). FDI attacks are usually launched by attacker

injecting some false data, while DoS attacks usually occur by

jamming network communication. Recently, some results on

FDI attacks for MGs have received considerable attention. The

main focuses contain attack detection (Hetel et al., 2017; Sahoo

et al., 2020; Habibi et al., 2021a), impact mitigation (Zhang et al.,

2021; Habibi et al., 2021b), and resilient controller design (Jiang

et al., 2021; Karimi et al., 2021; Cecilia et al., 2022). The detection

problem is usually formalized as identifying a change in sets of

inferred candidate invariants, which can be solved by the classic

analytical method (Hetel et al., 2017; Sahoo et al., 2020) or AI-

based algorithm (Habibi et al., 2021a). The attack impact

mitigation is another critical concern, which can be achieved

by replacing the attacked signal with a reconstructed signal

(Zhang et al., 2021) or artificial neural network–based method

(Habibi et al., 2021b). In addition, resilient controller design is

another effective method to against FDI attacks. The existing

methods include observer-based methodology (Cecilia et al.,

2022), high-order differentiator–based distributed controller

(Jiang et al., 2021), and adaptive controller (Karimi et al., 2021).

Note that in Habibi et al. (2021b), Jiang et al. (2021), Karimi

et al. (2021), and Cecilia et al. (2022), current sharing ratios are

only set as the inverse of droop gains. However, the optimal

current sharing ratiosmay change online with the change in power

generation costs and the updated user demands. Thus, how to

develop an optimal current sharing method with the function of

resilient the influence of FDI attacks is an interesting and open

work. In proposing this method, the following challenges are

encountered: 1) the existing secondary control methods for

current sharing and voltage regulation are available under the

condition that the secondary control information is reliable.

However, under the influence of FDI attacks, the accurate

information of the secondary control cannot be achieved and

thus leading to the voltage deviating from the normal value and the

current sharing can be also influenced. Therefore, the first

challenge is how to develop a resilient control method to

correct the voltage deviation and current sharing derivation

caused by FDI attacks. 2) It is difficult to build a linearization

model of MG and the closed-loopmodel of theMG becomes more

complex under the influence of FDI attacks. Therefore, another

challenge caused by the considered problem is how to propose a

stability analysis method for the nonlinear MG under FDI attacks.

To solve this issue, a resilient cooperative control method is

proposed to achieve the optimal current sharing and voltage

regulation problem for MG based distribution network in the

presence of FDI attacks. In this study, the main contributions can

be summarized as follows.

1 Based on the designed resilient secondary control method,

the DC MG both achieve optimal current sharing and restore

the bus voltage simultaneously even under the influence of

FDI attacks. In addition, with the help of the designed

adaptive parameter, the effects of FDI attacks on MG can

be eliminated, which makes the method resilient to FDI

attacks. Therefore, both the resilient and the system

performance can be improved.

2 Based on the Lyapunov theory, a stability analysis method is

established for the overall closed-loop MG system to show

that the designed resilient secondary controller can resist the

influence of FDI attacks theoretically. In addition, a guideline

for the controller design is introduced to facilitate

implementation for the designer.

Problem formulation

In this section, the main contents will be elaborated as

follows: 1) modeling of the DC MG; 2) introducing the FDI

attacks; and 3) presenting the control objectives.

DC MG system

As shown in Figure 1, current and voltage control loops and

droop control are the primary control of each DG in the physical

layer. As known, the dynamic responses of voltage and current

control are much faster than that of the droop control. Therefore,

the droop control can decisively indicate the dynamics of the

primary control. Based on this analysis, the model of the DGwith

primary control is given by

Vm � −dmIm + Vp, (1)

where Vm represents the voltage reference of the mth DG, Vp is

the nominal DC voltage, dm indicates the droop gain, and Im
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represents the current output. Since the voltage and current

control loops have clever designs, the voltage output of the

converter Vo
m can track Vm rapidly. According to the

aforementioned statement, Vm can be written as follows:

Vm � Vo
m. (2)

According to the relationship between DC bus voltageVb and

Vo
m can be expressed mathematically as follows:

Vb � −RmIm + Vo
m, (3)

where Rm denotes the resistance of the line between common bus

and DG. Based on Wang et al. (2021a) (3), the relationship

between current Im and the DC bus voltage Vb immediately is

known:

Vb � −(dm + RmIm + Vp). (4)

If the values of the line resistance Rm m = 1,2,...,N are much

less than dm, that is, Rm ≪ dm, the following equation holds

Im
In

� Rn + dn

Rm + dm
≈

dn

dm
,∀i � 1, . . . , N. (5)

If the effects of line resistance Rm in (]) is ignored, then the

current sharing ratio and the droop gain dm are inversely

proportional. Nevertheless, using droop control to solve the

current sharing problem also exists.

Some drawbacks, including: 1) line resistance Rmm = 1,2,...,N

affect the current sharing accuracy inevitably; 2) larger droop

gains dm m = 1,2,...,Nmay improve the current sharing accuracy,

while a larger deviation of DC bus voltage Vb may be generated;

3) with the change in operational condition of DC MG, the

optimal current sharing ratio obtained from the tertiary layer will

be different, and thus it does not always hold the expected

relationship Figure 1.

False data injection attacks in cyber layer

In some situation, the attackers may launch FDI attacks on

the control input, which will make the voltage deviates from

the normal value and the current sharing can be also

influenced. Under FDI attacks, the input um may be

regulated to uam, that is,

ua
m(t) � um + fm, (6)

where fm is an unknown and time-varying attack signal injected

by attackers. In this study, the FDI attacks may occur in any

control input um, and the constrain of FDI attacks is that the

attack signal fm is bounded, that is, the following assumption is

satisfied.

Assumption 1. It is assumed that f � [f1, f2, . . . , fN]T is

bounded, that is, |fm|≤fm with fm being an unknown

constant for m = 1,...,N.

Control objectives

From (Eq. 4), it is obvious that, since Im̸= 0 when the system

tends to stable, there exists error between bus voltage Vb(t) and

the nominal value Vp. Then, a secondary controller um will add

into the mth DG, which can be summarized as follows,

FIGURE 1
DC MG model under FDI attacks.
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Vb � um − (dm + Rm)Im + Vp· (7)

According to the relationship among Im, Ij, dj, and dm in (Eq.

5), it is known that the droop gains dm form = 1,2,...,N should be

selected large enough to ignore the influence of line resistance

Rm. Unfortunately, larger droop gains dm will lead to larger

deviation of bus voltage of (Eq. 4). In addition, optimal current

sharing ratios obtained from the tertiary layer will change with

the change in the external environment of the MG, which may

lead to the failure of the inversely proportional. Thus, the

objectives of this study can be summarized as follows;

1 Voltage restoration:

lim
t→∞

vb(t) � Vp; (8)

2 Current sharing:

lim
t→∞ ( Ipn

ηm(t)
− Ipm
ηn(t)

) � 0,∀n ≠ m, (9)

where the piecewise constant function ηm(t) represents the

optimal current sharing ratio obtained from the tertiary layer

and Ipm represents the current value at the steady state.

Secondary current sharing and
voltage regulation control

In this section, a resilient secondary current sharing and

voltage restoration controller will be designed and then provide a

stability analysis method based on the Lyapunov stability theory.

Resilient controller design

To achieve control objectives (Ding et al., 2020; Rui et al.,

2020), the resilient controller is designed as follows:

um � ∫(sign(ym) � f̂m + um)dt (10)

where sign (ym) denotes the sign function of ym, which satisfies

sign(ym) � ⎧⎪⎨⎪⎩
1,
0,
−1,

ym > 0,
ym � 0,
ym < 0.

(11)

The symbol ym is denoted by ym � ∑N
k�1ekHkm with Hkm

being the element in row k and column i of the matrix H (the

definition of matrix H and variable e�k will be given later). The

term f^m
(t) is an adaptive parameter and is updated by

f̂m � γm
∣∣∣∣ym

∣∣∣∣, (12)

where the parameter γm is chosen as an arbitrary positive

constant. To show the controller more intuitively, the secondary

current sharing and voltage restoration controller will be

presented in Figure 2.

Remark 1. Different from the existing results on secondary

control (Guo et al., 2018b; Lian et al., 2021b), a resilient

secondary control method is proposed in this study. By

introducing an adaptive parameter f^m in the resilient

controller um, the advantage of the designed controller is that

the FDI attacks can be resisted, that is, the designed controller can

ensure that optimal current sharing and voltage regulation can be

achieved even under the influence of FDI attacks. The specific

effect will be shown in the simulation section.

Stability analysis

Before giving the main result, the model of the DC MG will

be firstly derived. Define eV (t) = Vp − Vb(t). According to Liu

et al. (2021), it has

eV(t)1N � −u(t) + (d + R)I(t), (13)

where u(t) = col{um(t)} and I(t) = col{Im(t)} with col{um(t)}

representing a column vector composed of elements u1,u2,...,uN.

In addition, d = diag{dm} and R = diag{Rm} with diag{dm}

representing a diagonal matrix with diagonal elements

d1,d2,...,dN.

As discussed in Guo et al. (2020), it assumes that the

resistance RL integrates the loads and the resistances between

lines. Then, it has

Vb(t)
RL

� 1TNI(t) (14)

Substituting Guo et al. (2020) into Liang et al. (2016), one

gets

I(t) � A−1u(t) + A−1Vp1N, (15)

FIGURE 2
Framework of the resilient secondary controller.
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where the matrix A � RL1N1TN + d + R is invertible, as discussed

in Guo et al. (2018a). Based on Liang et al. (2016) and Guo et al.

(2018a), it has

eV(t)1N � −RL1N1
T
NH

−1u(t) + (d + R)H−1Vp1N.

Define e�= αceV (t)1N − βLηI(t) with α = diag{αm}, c = diag

{cm}, β = diag{βm}, and η = diag{ηm}. Then, it has

_�e(t) � H( _u + f), (16)

where H � −(αcRL1N1TNA
−1 + βLηA−1) is a Hurwitz matrix

(Guo et al., 2020).

Theorem 1. Consider the DC MG under FDI attacks satisfying

Assumption 1. If the resilient secondary controller um in Deng

et al. (2021a) with adaptive parameter f^m updated by Lin et al.

(2021) is used and arbitrary positive constants γm for m = 1,2,...,N

are chosen and then the resilient optimal current sharing and

voltage regulation problems can be solved, that is, the control

objectives Ding et al. (2020) and Rui et al. (2020) can be achieved

simultaneously.

Proof: Define V � 1
2‖�e‖2. The derivative of V along (Deng

et al., 2020) yields

_V � �eTH _u + �eTHf, (17)
where

�eTH _u � [�e1 �e1/�eN]
⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
H11 H12 / H1N

H21 H22 / H2N

..

. ..
.

/ ..
.

HN1 HN2 / HNN

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦ _u,
[∑N

k�1�ekHk1∑N

k�1�ekHk2/∑N

k�1�ekHkN] _u,
� ∑N

m�1
∑n
k�1

ekHkm _um.

(18)

By using the similar method, it has

�eTHf � [e1e1/eN]⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
H11 H12 / H1N

H21 H22 / H2N

..

. ..
.

/ ..
.

HN1 HN2 / HNN

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦f,
� [∑N

k�1�ekHk1∑N

k�1�ekHk2/∑N

k�1�ekHkN]f,
� ∑N

m�1
∑N
k�1

�ekHkmfm.

(19)

Substituting Yang et al. (2022) and Yang and Dong (2019)

into Lian et al. (2021a), it has

_V(t) � ∑N
m�1

⎛⎝∑N
k�1

�ekHkm _um +∑N
k�1

�ekHkmfm
⎞⎠. (20)

Define ym � ∑N
k�1ekHkm. Then, Deng et al. (2022b) can be

rewritten as follows:

_V(t) � ∑N
m�1

(ym _um + ymfm). (21)

According to Assumption 1, it has

_V(t)≤ ∑N
m�1

ym _um + ∑N
m�1

∣∣∣∣ym

∣∣∣∣�fm. (22)

Substituting (Eq. 14) into (Eq. 13), one gets

_V(t)≤ − ∑N
m�1

∣∣∣∣ym

∣∣∣∣(f̂m − f̂m). (23)

To achieve the main result, the following Lyapunov function

is introduced:

W(t) � V(t) + 1
2γm

∑N
m�1

(f̂m − f̂m)2. (24)

The derivative of W(t) is

_W(t) � _V(t) + 1
γm

∑N
m�1

(f̂m − f̂m)f̂m. (25)

Substituting Ma et al. (2021) into Sahoo et al. (2020), one gets

_W(t)≤ − ∑N
m�1

∣∣∣∣ym

∣∣∣∣(f̂m − f̂m) + 1
γm

∑N
m�1

(f̂m − f̂m)f̂m. (26)

Substituting Lin et al. (2021) into Habibi et al. (2021a), one

gets

_W(t)≤ − ∑N
m�1

∣∣∣∣ym

∣∣∣∣(f̂m − �fm) + ∑N
m�1

(f̂m − �fm)∣∣∣∣ym

∣∣∣∣ (27)

By applying the LaSalle–Yoshizawa theorem, it is easy to

show that

lim
t→∞

�e(t) � 0. (28)

According to Deng et al. (2020) and Habibi et al. (2021b), it

yields

lim
t→∞(αcev(t)1N − βLηI(t)) � 0.

Thus, it has

lim
t→∞

αcev(t)1N � lim
t→∞

βLηI(t). (29)

By multiplying 1TN × 1 on each side of Cecilia et al. (2022),

one has

lim
t→∞

ev(t)∑N
i�1
αmcm � lim

t→∞
1TN × 1βLηI(t). (30)

If βm (m = 1,2,...,N) such that bm = bn,∀m,n = 1,...,N, then

lim
t→∞

1TN × 1βLηI(t) � 0. (31)
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According to ∑N
i�1αmcm > 0, then it is obtained that

lim
t→∞(V

p − Vb(t)) � 0, (32)
lim
t→∞ βLηI(t) � 0. (33)

Thus, it has shown that bus voltage regulation and optimal

current sharing can be achieved by using the designed resilient

secondary controller (Deng et al., 2021a) with adaptive updated

law (Lin et al., 2021) even under the influence of FDI attacks.

Remark 2. In Theorem 1, a new stability analysis method is

provided to show that the resilient secondary controller (Deng

et al., 2021a) can resist FDI attacks theoretically. In particular, the

term 1
2γm∑N

m�1(f̂m − f̂m)2 is introduced in the Lyapunov

function W(t). Then, the control objectives of voltage

regulation and optimal current sharing can be achieved.

Simulation results

To verify the advantage of our designed resilient secondary

controller, it is first shown that the developed method is effective

to achieve the optimal current sharing and voltage regulation.

Then, it is further to prove the effectiveness of our method by

comparing with the existing secondary method in Lian et al.

(2021b). In the simulation, the detailed DG parameters are given

in Table 1 and the Laplacian matrix L is chosen as follows:

L � ⎡⎢⎢⎢⎢⎢⎣ 2 −1 −1
−1 1 0
−1 0 1

⎤⎥⎥⎥⎥⎥⎦.

Resilient optimal current sharing and
voltage regulation

In this subsection, the verification of our resilient secondary

controller (Deng et al., 2021a) against FDI attacks is shown. In

this case, there is no attacker to destroy the system, that is, fm ≡
0 for m = 1,2,...,N.

1) Consider 0–10 s, the experimental results are shown in

Figure 3 by using the resilient secondary controller (Deng

et al., 2021a). From Figure 3, it is shown that the proposed

controller ensures that the bus voltage 156 can be regulated to

Vp after introducing the secondary controller (Deng et al.,

2021a). In addition, the ratios of Im for m = 1,2,3 are

maintained as I1:I2:I3 ≈ 1:2:4 after introducing the

secondary controller (Deng et al., 2021a).

TABLE 1 Parameters on controllers and the MG system.

DGs:1, 2, & 3

DG VDC 48 V fs 20 kHz

Droop gain d1 = 8, d2 = 4, d3 = 2

Proposed controller α1 = α2 = α3 = 1

β1 = β2 = β3 = 0.5

γ1 = γ2 = γ3 = 3

Load RL � 5Ω R

Nominal voltage Vp = 48 V

FIGURE 3
Trajectories of the voltage and the current with load added in.

FIGURE 4
Trajectories of the voltage and the current under ourmethod.
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2) Consider 10–15 s, an extra load RL = 5 Ω is added to the

MG. According to the solution at the tertiary layer, the

optimal sharing ratio is changed to I1:I2:I3 = 1:1:1 when the

load is changed. Thus, the parameter ηi (i = 1, 2, 3) of the

resilient secondary controller is adjusted to η1:η2:η3 = 1:1:1.

Then, the bus voltage will be regulated to Vp by using the

automatic adjustment function of the resilient secondary

controller (Deng et al., 2021a). In addition, the current

sharing ratio will also alter to I1:I2:I3 ≈ 1:1:1 through our

controller.

Comparison studies

In this case, the designed resilient secondary method and

the secondary control method in Lian et al. (2021b) are

both applied to solve the optimal current and voltage

regulation for DC MG under FDI attacks. Specifically,

the secondary controllers are added into the DC MC at

t = 2 s. The FDI attack f1 = sin (0.1t) is added into the 1 st

DG at t = 6 s and the FDI attacks f2 = 2sin (0.1t) and f3 =

3sin (0.1t) for DGs 2 and 3 are added at t = 10 s. Under our

resilient secondary controller and the secondary controller

in Lian et al. (2021b), the simulation results are shown in

Figures 4,5.

1) Consider 0–6 s, it can be seen that both methods can ensure

that the bus voltage be regulated to Vp and the ratios of Im for

m = 1,2,3 are maintained as I1:I2:I3 ≈ 1:2:4 after introducing

the secondary controller at t = 2 s.

2) Consider 6–10 s, the FDI attack is added into the 1 st DG at

this interval. Our method can ensure that the bus voltage

regulates to Vp by using the resilient secondary controller

(Deng et al., 2021a). In addition, the current 176 sharing ratio

will also retain to I1:I2:I3 ≈ 1:2 4 through our controller.

However, the bus voltage will deviate to Vp by using the

resilient secondary controller (Deng et al., 2021a), and the

current sharing ratio will fluctuate with the addition of attacks

under the secondary controller (Lian et al., 2021b).

3) Consider 10–15 s, the FDI attacks are added into all DG

attacks at this interval. Our method can still ensure that

voltage regulates to Vp and the current sharing ratio will

also hold. However, the method in Deng et al. (2021a)

does not guarantee these two objectives. Thus, it has

shown that the developed method is effective to resist

FDI attacks.

Conclusion

In this article, it has solved the security secondary control

problems for optimal current sharing and voltage restoration of

an islanded DC MG under FDI attacks. To solve these problems,

a resilient secondary control method has been provided. First, a

resilient secondary controller has been designed by introducing

an adaptive parameter based on the adaptive technique. Then, a

theoretical analysis method has been provided to show that the

designed resilient secondary controller can ensure optimal

current sharing and voltage regulation under FDI attacks.

Finally, a simulation example is given by using the MATLAB

testing platform to verify the developed resilient secondary

control method. Now, this result cannot be extended to the

directed network case due to that the Laplacian matrix is no

longer a symmetric matrix under directed network case.

Therefore, it is my further work to extend this result to the

directed network case.
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