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The Ubiquitous Power Internet of Things (UPIoT) is a concrete manifestation of the Internet
of things (IoT) in the power industry, which is a deep integration of the interconnected
power network and communication network, realizing full perception of the system status
and full business penetration in all links of power production, transmission, and
consumption. The introduction of edge computing in UPIoT fully meets the
requirements of rapid response, real-time perception, and to some extent, privacy
protection. However, there is currently no comprehensive investigation on the
application of edge computing technology in UPIoT. First, this paper introduces the
development background and construction of UPIoT and its technical architecture.
Then the challenges faced by UPIoT in the process of construction are analyzed.
Furthermore, the paper elaborates on the functions and features of edge computing,
proposes that the support of edge computing technology can solve the challenges of
efficient, fast, and secure processing of massive edge data faced by the traditional cloud-
based centralized big data processing technology of UPIoT, and analyzes the architecture
of the edge computing-assisted UPIoT. For the three typical scenarios of UPIoT, namely
power monitoring system, smart energy system and power metering system, the edge
computing architecture of the three scenarios are analyzed, and the specific application
methods and roles played by edge computing in the three scenarios are also elaborated.
Finally, we discuss the challenges of edge computing in UPIoT, in terms of policy
challenges, market challenges, and technical challenges, as well as outline the
outlooks of the technical challenges.
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1 INTRODUCTION

The combination of the energy revolution with the digital revolution has led to the development of
the fourth industrial revolution. With the application of these new technologies, such as IoT, edge
computing, 5G communication, and artificial intelligence (AI) in the power system, the power
system is being promoted to become intelligent, digital, and networked. The aim is for these modern
technologies to break through the bottleneck of power development and realize 100% renewable
electricity. Meanwhile, the development trends of the power grid are to adapt to the diverse needs of
“new loads,” improving the flexibility and flexibility of the power grid, and opening up the blue ocean
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of the digital economy (state grid corporation of China, 2019a). In
2019, the state grid corporation of China set the goal of
constructing the UPIoT, which integrates the power network
and communication networks through various information
sensing technologies, intelligent collection technologies, big
data technologies, and other modern technologies to connect
massive power-related entities, realizing comprehensive
intelligent perception, identification, and management of
power equipment, information interaction, and data sharing,
as well as rapid response to demand.

With the continuous construction and development of UPIoT,
a large number of intelligent terminals and devices are accessed,
so the computing model with traditional cloud computing as the
core is no longer effective in real-time transmission, computation,
and storage for the process of the billions or trillions of data that
are generated by heterogeneous massive intelligent terminals.
Edge computing, a new computing model proposed under the
rapid development of the Internet of Things, artificial
intelligence, big data, and cloud computing, which is an open
platform that uses network, computing, storage, and application
core capabilities as a whole on the side close to the physical
environment or data source, and the edge computing platform is
deployed in the network measurement close to the data source to
provide the nearest end service nearby, so as to get faster network
service response and meet the basic needs of the industry in terms
of real-time services, application intelligence, security, and
privacy protection (Bai et al., 2020). Therefore, some services
from the original cloud can be allocated to the edge side of the
network for processing, so as to meet the real-time requirements
of various tasks while ensuring overall system performance
(Sharma and Wang, 2017; Fu et al., 2018; Zhang et al., 2018;
Maier and Ebrahimzadeh, 2019; Song et al., 2019; Xu et al., 2019).
Especially for supporting ubiquitous IoT, the processing will be
done at the local edge computing layer, based on edge computing
technology that can localize the computation, analysis, and
control to provide a faster response to users without handing
over responsibility to the cloud, thus enhancing the processing
efficiency and reducing the data processing load in the cloud.
Therefore, edge computing technology is naturally similar to
UPIoT in terms of agile connectivity, computation, topology,
real-time services, data optimization, application intelligence,
security, and privacy protection, and can well support the
construction of UPIoT.

There is much discussion in the literature of edge
computing but very little work has been done towards the
edge computing technology that is applied in the UPIoT. For
edge computing, some surveys have studied basic
characteristics, research challenges, and opportunities of
different edge computing paradigms (Shi et al., 2016; Hu
et al., 2015; Varghese et al., 2016; Dustdar et al., 2019;
Caprolu et al., 2019). The concept of edge computing has
been extended to the wider IoT. Scholars have discussed the
application of edge computing in some IoT fields (Yu et al.,
2017). conducted a survey to examine how edge computing can
enhance the implementation and the performance of IoT, and
compared the performance of the different loT applications
that are based on the EC and cloud computing architectures.

Alrowaily and Lu (2018) reviewed the concepts, features,
security, and application of edge-computing-enabled IoT as
well as its security features in the data-driven world.
Porambage et al. (2018) surveyed multiaccess edge
computing, and they presented a holistic overview of this
paradigm in relation to IoT. The integration of multiaccess
edge computing into IoT applications and their synergies are
also analyzed and discussed. Pan and McElhannon (2018)
investigated the key rationale, the efforts, the key enabling
technologies, and typical IoT applications benefiting from edge
cloud. Omoniwa et al. (2019) presented a survey on EC-based
IoT literature in the period from 2008 to 2018, including
services, enabling technologies, and open research issues,
and briefly displayed how the EC-IoT was applied in real-
life cyber-physical systems, such as the intelligent
transportation system or smart grid. Qiu et al. (2020)
introduced the concept of industrial IoT (IIoT), and
presented the research progress and future architecture of
the EC-assisted IIoT. As can be seen above, most articles
mainly elaborate on the architecture, key technologies,
advantages, and challenges of EC-assisted IoT, and there are
few implementation plans and deployments for the specific
application scenarios of edge computing. However, for the
power grids, it simply explains the application and role of edge
computing in the smart grid, and it does not specifically cover
the various levels of the power generation, transmission, and
distribution of power grids, and there is currently no
comprehensive investigation on the application of edge
computing technology in UPIoT.

This paper focuses on edge computing in UPIoT and combs
through many research achievements concerning edge
computing in UPIoT, discussing the architecture of edge
computing in UPIoT. Then, the application of the three
scenarios is explored, namely power monitoring system, smart
energy system, and advancedmetering infrastructure; meanwhile,
the advantages of applying edge computing in the three scenarios
of the UPIoT, in terms of data privacy protection, security, and
communication time, are analyzed. Finally, we elaborate on the
challenges and future directions for the application of edge
computing in UPIoT.

2 AUTONOMOUS UBIQUITOUS INTERNET
OF THINGS IN ELECTRICITY

Promoting the construction of UPIoT is an important initiative to
realize the energy Internet, which is a strategic deployment for the
development of the world economy and the upgrading of the
world energy infrastructure. UPIoT is essentially a kind of
Internet of things, a specific expression and application of
Ubiquitous Internet of Things in the power industry. (the state
grid corporation of China, 2019b). Around each link of the
electric power system, modern information technologies and
advanced communication technologies such as mobile Internet
and artificial intelligence are fully applied to realize the
interconnection of all things and human-computer interaction
in each link of the electric power system (state grid corporation of

Frontiers in Energy Research | www.frontiersin.org February 2022 | Volume 10 | Article 8502522

Liu et al. Edge Computing Application in UPIoT

https://www.frontiersin.org/journals/energy-research
www.frontiersin.org
https://www.frontiersin.org/journals/energy-research#articles


China, 2020). It is a new form of network with a deep integration
of traditional industrial technology and IoT technologies, and it is
a concrete manifestation of the IoT in the power industry.
Overall, it is a smart service system with state awareness,
efficient information processing, and convenient and flexible
application features. The architecture of UPIoT is shown in
Figure 1.

Like IoT, UPIoT also includes a sensing layer, a network layer,
a platform layer (management layer), and an application layer.

2.1 Perception Layer (Terminal Layer)
Smart sensing is the core foundation technology of the perception
layer of UPIoT (Jiang et al., 2019b). Smart sensing devices are
used to collect, monitor, and sense real-time data from end-of-
grid operation equipment. The data flow of the power grid
operation runs through the whole chain of power generation,
power transformation, transmission, distribution, and
consumption. For the primary measurement equipment of
power system transmission and distribution, part of it is the
basic data of the equipment, and the other part is the real-time

operation status data of the equipment (Wang et al., 2019). The
real-time data is monitored and sensed by the corresponding
intelligent monitoring equipment, such as infrared
thermometers, monitoring cameras, or inspection robots. For
the secondary equipment on the distribution side, such as relay
protection devices and electrical energy monitoring equipment,
they can collect the system and equipment operation data. The
most typical smart sensor of electricity consumption side
equipment is the smart meter, which can sense the basic
electricity consumption of users in real time and transmit the
user’s energy consumption and electric energy trading data to the
system platform.

2.2 Network Layer
This is used to achieve efficient and secure data transmission over
a wide area between the sensing layer (terminal layer) and the
platform layer (Li Z. S. et al., 2018; Wang, 2019). In order to meet
the access of different types of sensors, it may include different
types of network compositions such as mobile communication,
limited IoT, and local area network. They have specific

FIGURE 1 | The architecture of UPIoT.
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communication protocols and specifications and have strong
extensibility. With the rapid development of 5G technology in
China, 5G communication technology will be gradually applied
in electric power IoT. 5G communication has the characteristics
of wide wireless coverage, short transmission delay, system
security engagement, and high transmission rate, which is the
core technology to realize and build electric power IoT.

2.3 Platform Layer
The data transmitted by the network layer is stored and managed
through a unified data center, meaning some of the data can also
be shared across departments, subjects, and even industries.
Using cloud computing technology, deep learning, big data
analysis, and other core technologies, it realizes efficient data
processing and IoT management. The platform layer is the basis
for realizing advanced applications, and is dedicated to improving
collaborative computing and real-time response to meet users’
power supply needs and business response.

2.4 Application Layer
The application layer is the core goal of UPIoT, which provides
control and decision support for users, electricity sellers, and grid
operators. Through the interconnection of power and
information, the application layer realizes the production and
operation of the grid, operation management, and related energy
services and breeds new business models and emerging
businesses. These new models include micro-grid operation
and management, operation and management of electric
vehicles, campus energy management, and system multi-
dimensional resource management.

The shape of UPIoT will gradually evolve as key technologies,
such as sensor technology, communication technology, and
cloud/edge computing technology, are deepened in the
smart grid.

3 ARCHITECTURE OF EDGE COMPUTING
FOR UBIQUITOUS POWER INTERNET OF
THINGS
3.1 Edge Computing for Ubiquitous Power
Internet of Things
Many new challenges are introduced by the development of the
UPIoT. Although current cloud computing has been applied in
the UPIoT, it still cannot meet the challenges that we
summarize as follows (Chen et al., 2019): 1)low latency
requirement, 2)Network bandwidth constraints, 3)Restricted
equipment resources, 4)Uninterrupted connection and
interaction with the cloud center, and 5)Privacy protection
and data security.

In order to overcome these challenges and realize the
construction of UPIoT, three key technologies in IoT are
important components of its overall architecture: sensor
technology, communication technology, and edge computing
technology. Among them, edge computing is the important
carrier for constructing it, and it is the most important core
technology to support the UPIoT in realizing real-time response,

short-period data analysis, various types of edge intelligent
services, and so on.

Edge computing refers to a new computing model that
analyzes and processes a portion of data using the computing,
storage, and network resources distributed on the paths between
data sources and the cloud computing center (Shi et al., 2016).
Edge computing focuses on real-time, short-period data analysis,
close to the device side, and it is better able to support local
business real-time analysis and intelligent processing. Meanwhile,
it has features such as distributed, low latency, high efficiency, and
relieves traffic pressure, and it is more efficient and secure
compared to simple cloud computing. The main advantages of
edge computing applied to the UPIoT are as follows (Industrial
Internet Consortium:Edge Computing Task Group, 2018; Du
et al., 2021):

3.1.1 Improved System Performance
With edge computing, in addition to collecting and transmitting
data to the cloud platform, data collected at the edge can be
analyzed and processed in milliseconds. For example, the
advanced measurement system in the smart grid, where the
user electricity consumption data collected by smart meters is
uploaded to the edge intelligent fusion terminal, without
uploading tens of thousands of data to the cloud platform for
processing. The computing software of the edge platform can
analyze these data in real-time and only upload the fused or
processed data to the cloud center, which greatly reduces the
communication broadband, shortens the data transmission time,
and improves the overall performance of the system.

3.1.2 Protected Data Security and Privacy
Cloud platform service providers give customers a
comprehensive system of centralized data security protection
solutions. However, once centralizing stored data get leaked, it
will lead to serious consequences. Edge computing migrates
computing closer to the device, avoiding the need to upload
data to the cloud, which greatly reduces the risk of private data
being compromised or corrupted during transmission, and also
reduces the security risk of cyber attacks to the cloud center that
result in leakage of all stored data stored.

3.1.3 Reduced Operational Costs
Since cloud computing requires uploading data to the cloud
center for processing, cloud computing possesses the
characteristics of data migration, bandwidth, and latency of
cloud computing, which makes it very expensive to use cloud
computing, whereas edge computing can significantly reduce
operational costs by reducing the amount of data upload,
thereby reducing data migration, bandwidth requirements, and
latency.

3.2 Architecture of Edge Computing in the
Ubiquitous Power Internet of Things
Thousands of power terminal devices and sensing nodes access
the smart grid in a variety of ways, and can sense or control the
power grid. These nodes are usually organized or self-organized
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into various clusters to form edge networks (Cornel–Cristian
et al., 2019). By deploying edge computing into the UPIoT, it can
locally process massive heterogenous data and the acquisition of
signals, solving the problem of fast response and centralized
service, and reducing cloud pressure and communication
overhead. The edge computing reference paradigm in UPIoT
is as shown in Figure 2. The reference paradigm consists of device
layer, edge layer, and cloud application layer; its architecture
comprehensively describes the characteristics of UPIoT and edge
computing. This paper clearly elaborates the inner architecture of
the edge computing gateway in the edge layer. In edge computing
gateway, which has certain computation resources that can
provide a chance to offload part of the workload from the
cloud, the edge not only requests service and content from the
cloud, but also performs the computing tasks from the cloud.
Meanwhile, the gateway can process amounts of data from
various terminals, smart devices, and end users of the power
terminal layer, and provides a distributed information computing
service with large volumes of data and fast responses.

Edge can perform computing offloading, data storage,
caching, and processing, as well as distribute request and
delivery service from cloud to user. Under such
circumstances, this mode can satisfy the demand of rapid
responses required by devices and users in the smart grids,
The internal architecture of the edge computing gateway is
shown in Figure 2 (Liu et al.,2019); its software system consists
of a host operating system and multiple containers. APPs are
running inside the container systems; the cloud server and the
edge computing device perform data interaction instructions
for uplink and downlink, and the terminal node uploads data
to the edge computing device, various software applications
run on edge computing devices. By encapsulating the
application functions as APPs that are loaded in the

container, this can provide support for advanced
applications of smart grids such as edge autonomy of smart
substations, intelligent online monitoring, rapid request
distribution, and service delivery.

The application of edge computing in the IoT has attracted a
great deal of research. Some typical IoT scenarios are applied,
such as smart transportation, smart healthcare, the smart home,
and the smart building. We roughly analyze how to apply edge
computing in these four scenarios, and then elaborate on the
current related articles on the application of edge computing to
smart grids. For example, applying edge computing technology to
smart transportation, mobile edge computing (MEC) puts the
mobile base stations at the edge of the network, and the mobile
base stations are deployed in a decentralized manner, providing
servers for applications in base stations close to the edge of the
network, allowing data to be processed as close to the vehicle and
road sensors as possible, thus reducing the round-trip time for
data. The server-side application of mobile edge computing can
obtain local messages directly from the vehicle and road sensor
applications, identify high-risk data and sensitive information
that needs to be transmitted in near real-time through algorithm
analysis, and send early warning messages directly to other
vehicles in the area to facilitate early decision making by
drivers to allow nearby vehicles to avoid hazards, slow down,
or change routes (Li and Liu, 2017). It provides relatively real-
time driving parameters setting guidelines for different vehicles,
and the cloud service platform obtains the historical data from the
area edge servers in different regions and applies these to the
upper-level applications such as vehicle scheduling across
regions, violation monitoring, and traffic map construction
and updating. For smart healthcare, with the improvement of
living standards, the demand for high quality medical and health
care is increasing (Rahmani et al., 2018). Healthcare can also be

FIGURE 2 | Proposed reference architecture of edge computing architecture and the inner architecture of the edge computing gateway in UPIoT.
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aided by edge computing. Edge computing applied to smart
healthcare systems comprehensively improves global
healthcare, and at the same time, brings safer, timely, and
effective medical assistance to patients in different regions. In
the smart medical system, edge computing and 5G technology are
combined in the system to achieve real-time patient information
acquisition by IoT devices, ensuring low latency and real-time
computing through high-quality network transmission and
computing power, realizing remote diagnosis, remote surgery,
and emergency rescue, providing flexible and personalized
medical services for patients, and meeting the patient’s ability
to send data about their health condition without leaving home.
For example, MEC can help health advisers to assist their
patients, independent of their geographical location. MEC
enables smartphones to collect patient physiological
information, such as pulse rate and body temperature, from
smart sensors and send it to the cloud server. Health advisers
who have access to the cloud server can immediately diagnose
patients and assist them accordingly (Stantchev et al., 2015).
Furthermore, the smart home system is the hot application under
the IOT, through computer and communication technologies, the
system produces an amount of sensitive data locally, and the data
collected by the sensor is transmitted to the decision-making unit,
which calculates the appropriate control signals to achieve the
predetermined goal. The gateway is applied as the edge that is
between the home device and the cloud, through internet services,
such as Bluetooth,Wi-Fi, and home LAN, to realize locally
controled kinds of smart home devices and remotely operated
home devices. Therefore, the edge gateway form the home edge
network and the intelligent home service platform, reducing
uplink data transmission, service cloud platform load, and
responding to user needs with ultra-low latency (Trimananda
et al., 2018). Moreover, for the smart building, smart building
control systems consist of wireless sensors that are deployed in
different parts of buildings. Sensors are responsible for
monitoring and controlling building environments, such as
temperature, gas level, or humidity. In a smart building
environment, sensors installed with edge computing are
capable of sharing information and become reactive to any
abnormal situation. These sensors can maintain the building
atmosphere on the basis of collective information received
from other wireless nodes. For example, if humidity is
detected in the building, MEC can react and perform actions
to increase the air in the building and blow out the moisture. As
one of the IoT applications, the smart grid is a cyber physical
system covering various smart devices. For instance, Tencent
Cloud and Pengmai Energy Technology took edge computing
into account and released the overall architecture of energy IoT
solution in Cloud Tencent and Energy IoT Pengmai (2018).
(Okay., 2016).proposed a fog computing-based smart grid
model, and presented an example scenario, the smart homes,
in terms of latency and security, of the advantages of the model.
Sun H. Y. et al. (2019) introduced an edge computing technology
for power distribution internet of things (PD-loT), and provided
the architecture of edge computing for PD-loT, meanwhile, they
analyzed the internal and external interaction mechanism of the
data center construction under this architecture and the cloud-

side collaboration mechanism based on the data center.
Furthermore, they have analyzed the application of edge
computing in the typical service of power distribution “orderly
charging of electric vehicles.” Li B. et al. (2018) discussed the
application of edge computing in demand response, and analyzed
the application of edge computing in specific scenarios in the field
of power supply and demand, such as home energy gateways,
non-intrusive load monitoring, and orderly power management.
Gong et al. (2018) proposed a packet transport network (PTN)
physical architecture model of active distribution network (ADN)
based on edge computation, and constructed a cyber physical
system (CPS) management and control model of ADN based on
edge computation. Kumar et al. (2016) proposed a generalized
architecture for data management based on vehicular delay-
tolerant network (VDTN) using edge computing for smart
gird, and also proposed an energy efficient virtual machine
migration utilizing load forecasting. Zahoor et al. (2018)
proposed a three-layered framework named cloud–fog-based
smart grid, analyzed the edge computing layer close to the
consumers’ region that performs effective management of the
network resource with low latency, and considered two scenarios
for performance evaluation of their cloud–fog-based smart grid
model. Liu et al. (2019) presented an architecture of edge
computing-driven autonomous ubiquitous IoT in Electricity,
which is based on the edge computing architecture and virtual
synchronization technology, and introduced the applications that
may be deployed in the edge computing gateways. Chen et al.
(2019) introduced the services of IoT-based smart grid supported
by edge computing, and proposed an architecture introducing
edge computing into IoT-based smart grid, as well as presented
the three scenarios of the smart grid. Long et al. (2020) discussed
the advantages of edge computing technology used in the
demand-side management of power consumption in the smart
grid. Khan et al. (2020) highlighted the role of edge computing in
realizing the vision of smart cities, and reviewed the state-of-the-
art literature focusing on edge computing applications in smart
cities, including smart transportation, smart health-care, smart
grid, and smart farming.

Following an investigation, we found that there are only a
few surveys discussing the current status of the applications of
edge computing in UPIoT, since it is too new to have attracted
too many people’s attention. This paper will analyze the
architecture and application of edge computing in three
scenarios of power IoT, including distribution network
automation monitoring system, smart energy system, and
power metering system, as well as analyze the advantages of
introducing edge computing in the three scenarios. It provides
a significant reference for follow-up researchers, designers,
and beginners.

4 APPLICATION OF EDGE COMPUTING IN
UBIQUITOUS POWER INTERNET OF
THINGS
As shown in Figure 3 (Chen et al., 2019), applying edge
computing technology, IoT technology, and 5G
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communication technology in three major scenarios, improves
the performance of the power system and makes the power
system more intelligent and automated.

4.1 Power Monitoring System
The power monitoring system is composed of the control center
at all levels, such as substations, power line surveillance, and so on
(Tao et al., 2017). The system applies modern control technology,
visualization technology, modern communication technology,
and Internet of things technology to intelligently monitor
power equipment hot spots, power, and environment. It
intelligently analyzes data, and realizes comprehensive
visualization display and intelligent linkage alarm, at the same
time, it effectively assists power equipment informatization,
overhaul, and operation. Overall, it serves for smart grid
overhaul, operation, and whole life cycle management (Li,
2019). As shown in Figure 4 it mainly describes the two
service applications of transmission lines and the intelligent

substation in the power monitoring system based on edge
computing.

4.1.1 Transmission Line Monitoring
On the one hand, in order to realize the intelligent inspection
of the transmission line, the unmanned aerial vehicles obtain
the image, video, and other data of the surrounding
environment of the power transmission through the fixed-
focus camera in the pan-tilt. The front-end edge computing
detection module recognizes and locates the acquired video
stream and the condition of the overhead line. The application
of edge computing device nodes in the power line realizes the
autonomous, procedural, and standardized collection of image
information in the process of the transmission line equipment.
Meanwhile, the acquired images and video image data are
processed and analyzed locally, reducing invalid information
sent back to the cloud platform, and improving the
effectiveness of image data information. This method of

FIGURE 3 | The three scenarios of the IoT-based power system in the edge computing environment.
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utilizing the edge computing detection module that reduces
the pressure on broadband reduces the load pressure on the
cloud platform, and reduces the complexity of subsequent
defect diagnosis. Furthermore, the manual participation in
inspection operations is reduced, and the efficiency is
improved by 5–7 times. On the other hand, it is neccesary
to improve the intelligent level of transmission line monitoring
and early warning, operation and maintenance, and overhaul.
By deploying PMU, FTU, and other sensing units to collect
local information, the data types include second-level switch
position signals, fault signals, and minute-level signals.
Equipment status data, such as electrical information and
connector temperature, partial discharge signal, tower
status, and channel status, support normalized operations,
such as line inspection and troubleshooting. Among them,
electrical information, switch status, and local analysis results
will be uploaded to the master station layer as remote
information, which realize real-time online monitoring and
state detection and improve the intelligent level of
environmental monitoring and early warning of important
transmission channels, as well as realize intelligent operation,
maintenance, and overhaul of the power grid.

4.1.2 Intelligent Monitoring of Substation
With the continuous improvement of the IEC 61850 standard
and the continuous improvement and deepening of key
technologies such as electronic voltage transformers, current
transformers, MU, intelligent terminals, and process layers, as

well as the continuous construction and deployment of UPIoT, he
substation tends to be digital and intelligent (Tang et al., 2021).
The system of the substation monitoring system is divided into
process layer, bay layer, and station control layer. Substations
need to monitor a huge number of secondary equipment such as
lines, switch, and circuit breakers, and collect the electrical
quantities of the lines and the on-off status of control
equipment through the process-level intelligent integrated
device of the terminal, then upload them to the GOOSE/SV
network. SV messages and GOOSE messages are standard
message formats in the IEC61850 communication protocol,
they are the line state value and the switch state value,
respectively. These messages are transmitted from the process
layer to the bay layer, and the bay layer performs line stability
control and relay according to the message content. The
protection action is performed, and then protection is
uploaded and information is relayed to the station control
layer in MMS messages, so as to realize the analysis and
processing of the monitoring data. Finally, the remote control
host at the station control layer transmits it to the dispatch center
through the communication protocol in the monitoring system,
and waits for the analysis result and task dispatch of the dispatch
center. However, both station domain protection and line
protection of substations have extremely low delay
requirements, and the impact of factors such as message
analysis, communication congestion, and network packet loss
will bring harm and hidden dangers to the operation of the power
grid. By deploying the edge computing platform at the station

FIGURE 4 | The architecture diagram of edge computing for power distribution system.
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control layer, the platform process, and storing part of the
information on-site by capturing and parsing MMS messages,
this would reduce the burden on telecontrol communications
while ensuring the quality of application services (Bai et al., 2020).
The architecture of edge computing in the integrated automation
system of substation as shown in Figure 5.

4.2 Smart Energy Systems
The smart energy system is an integrated management system,
which is made up of a distributed generator, energy storage
devices, flexible loads, and energy conversion devices. The
integrated energy management platform coordinates the
electrical energy interactions in the power network and uses a
microgrid central controller, a distributed power grid connection
interface device, and an intelligent control terminal to implement
the basic functions of the smart energy system.

The edge computing architecture for the smart energy system
is shown in Figure 6. The architecture consists of three layers:
device layer, edge layer, and cloud layer. The cloud layer takes the
cloud platform as the core and provides various cloud services.
For different scales, the cloud layer can deploy the public cloud,
private cloud, or hybrid cloud. The equipment layer consists of
various types of power devices, including uncontrolled
distributed power sources such as photovoltaic and wind
turbines, controlled distributed power sources such as diesel
generators and power conversion devices such as inverters,
energy storage devices such as electric vehicle charging piles
and batteries, and various types of loads. The edge layer is the
core of the entire architecture; it consists of edge gateway, edge
platform, and edge services. The edge layer provides computing,
storage, application deployment, and other functions at the edge
side near the data source of the device. The edge gateway is the
core device in the edge computing architecture, which collects the
operation data of distributed power supplies, loads, power
conversion devices, and energy storage devices in real-time,
and then uploads them to the edge platform. Under the

coordination of the edge platform, each edge gateway executes
the control commands derived from the calculation results at the
edge side to control the dispatchable power devices (Xu et al.,
2020).

We will analyze the typical applications and the related
advantages brought by the architecture based on the EC-IoT
smart energy systems, including identification of malicious
behavior of electricity consumption and Real-time perception
of distributed energy power generation status, efficient data
processing, and fast reactive voltage response.

4.2.1 Identification of Malicious Behavior of Electricity
Consumption
With the massive access of a large number of distributed energy
sources and terminals containing power electronic equipment,
the terminal equipment in the smart energy system is vulnerable
to permission attacks, data storage and encryption attacks,
vulnerability threats, and remote control (Lei et al., 2020).
These risks will lead to abnormal activities of the terminal’s
feedback data, allowing the micro-grid central controller to
collect wrong information and then make wrong decision-
making activities, causing the local or even the entire system
of the micro-grid to collapse (Komninos et al., 2014; Lei et al.,
2020). In order to monitor malicious behaviors of users online in
real time, the smart energy system uses the microgrid central
controller, distributed energy grid-connected interface devices,
and charging piles, as edge computing modules to form an edge
computing platform. For example, the edge computing module
establishes the power generation behavior of each device with the
characteristics of power and time through the distributed energy
generation collected in real time. The edge computing module
uses electricity consumption and time as parameters for the user’s
electricity consumption behavior in the microgrid, and then
establishes the user’s electricity consumption behavior pattern
and constructs the database for users. Through the edge module,
which can extract power generation and power consumption data

FIGURE 5 | The architecture of edge computing in the integrated automation system of substation.
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anytime and anywhere, then realizes data interaction with the
main station, identifies the characteristics of power generation
and consumption, and realizes the power balance of smart energy
and the identification of malicious behavior (Mao, 2020).

4.2.2 Real-Time Perception of Distributed Energy
Power Generation Status, Efficient Data Processing,
and Fast Reactive Voltage Response
By installing the edge computing equipment on the grid-
connected inverter side of photovoltaic and other power
generation equipment, the output electrical quantity and fault
information of the inverter in real-time can be monitored and the
main data can be uploaded to the integrated energy management
system. On the one hand, edge computing devices can collect data
from grid-connected inverters, box transformers, and combiner
boxes in real time. On the other hand, the architecture of the edge
computing module is composed of hardware and software, and
has embedded control software. When the grid voltage and
frequency collected in real time fluctuate abnormally, there is
no need to wait for the control instructions of the cloud platform.

The control algorithm adaptively controls the power output of the
inverter, and quickly responds to the grid voltage and frequency,
so as to realize the comprehensive perception of the state of the
power generation unit and efficient data processing (Sun et al.,
2021), and quickly support the safe and stable operation of
the grid.

4.3 Advanced Metering Infrastructure
Advanced metering infrastructure (AMI) consists of smart
meters, data concentrators, data centers, and communication
networks. AMI is interconnected with the communication
network to achieve two-way communication of power data. In
the AMI, the smart meters are uploading their power usage
information to the data concentrators through wired and
wireless communication in the Neighborhood Area Network
(NAN). And then the data center actively requests power data
from data concentrators through the wide area network (WAN),
or data concentrators pass through the WAN at a preset time
interval, and they centrally upload power consumption data to
the data center, then the data center distributes electricity price

FIGURE 6 | The edge computing architecture of the smart energy systems.
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information to users and implements related measures such as
load management, demand response, and meter control
commands to improve customer service (Liang et al., 2021).

With the rapid development of the smart grid, the data
generated by smart meters and other power terminal devices
has exploded. Facing the computing demand of massive data,
traditional cloud computing solutions face huge challenges in
transmission bandwidth, transmission delay, data storage, and
real-time response. The introduction of edge computing
technology and the introduction of edge computing modules
in the data concentrator constitute the AMI edge computing
framework, as shown in Figure 7. The data collected by the
terminal is processed locally in the concentrator, and only the
calculation results are uploaded to the cloud, thus reducing the
network burden, lowering transmission costs, and meeting users’
real-time response needs, etc.

We will present the typical applications and the related
advantages brought by the architecture based on the EC-IoT
advanced metering infrastructure, including real-time power
forecasting and efficient abnormal detection.

4.3.1 Real-Time Power Consumption Prediction
By adding an edge computing module under the current power
concentrator, the massive power metering data is passed to the
concentrator, and the edge module is an edge device. Based on the
computing power of the edge module, the combination of deep
learning andmachine learningmethods is adopted, such as online
learning combined with machine learning algorithms (GBDT,
XGBOOST, Linear Regression, etc.), which is used to train the
time-series consumption data, then realize the real-time

prediction of metering data and real-time feedback of
consumption bills and the reasonable strategy of the power
consumption to users that meet the demand response. Since
the data from the massive power terminals are transferred to the
edge device, they are no longer transferred to the cloud, and
processed directly by the edge device’s own computing resources,
which greatly improves the data processing efficiency. In
addition, for the new power data generated every moment, the
online learning method can be used to quickly complete training
and make predictions, which greatly improves the real-time data
processing (Chen et al., 2019).

4.3.2 Efficiently Abnormal Detection
The traditional anomaly detection method relies on cloud
computing technology to analyze and process all collected data
in the data center. A distributed detection method based on edge
computing is proposed, which sets up edge node detectors on the
edge side of the grid to collect, store, and detect data directly
instead of the original central processor. The edge computing-
based detection method transforms the traditional centralized
detection into a distributed detectionmethod. Combined with the
deep learning approach, the anomaly detection model is
constructed, and the training process is separated from the
edge nodes and placed at the central node to complete. The
distributed detection model of the power metering system based
on edge computing is shown in Figure 8. At the edge, the edge
node concentrator is responsible for collecting and storing smart
meters and related data around them, uploading the processed
real-time data and the stored related historical data to the central
node, which can perform local processing and detection based on

FIGURE 7 | The edge computing architecture of the AMI.
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the data they monitor and collect, and sending the trained
anomaly detection model down to the edge nodes. In the
cloud center, it undertakes the training task of the detection
model, and after the model is trained, it is then downlinked to the
corresponding edge node. The edge node can realize offline
detection, which can realize more efficient and safe monitoring
of the power grid and reduce the pressure on the cloud center.

5 CHALLENGES AND OPPORTUNITY OF
THE EDGE COMPUTING IN THE
UBIQUITOUS POWER INTERNET OF
THINGS

The UPIoT seeks to achieve the information-physical-social
integration of power energy systems, however, the
construction of the UPIoT is still in its infancy at this stage.
Although edge computing technology has been gradually applied
to various aspects of the power grid, there are still huge challenges
to the application of edge computing in the UPIoT. These
challenges come partly from the limitations of edge computing
technology itself and partly from the potential constraints that
exist when edge computing is combined and applied with UPIoT.
This section analyzes the market, policy, and technology risks of

edge computing in UPIoT applications, and discusses the
technical challenges and corresponding outlook for UPIoT
based on edge computing.

5.1 Market Challenge
Edge computing enables UPIoT. Constructing UPIoT requires
the installation of massive amounts of edge devices, and power
operators update traditional solutions to upgrade power
infrastructure according to emerging development needs, but
it is difficult to quantify its effect on power production, business
capacity improvement, and cost reduction, and the
corresponding business model is still in the exploration stage.
Therefore, the development of the edge computing that is applied
in the UPIoT will be faced with market and economic challenges,
such as the possibility of investing hundreds of billions of dollars
and how to develop operational and business models. Will the
return on investment achieve the expected results? And how will
the financial crisis be dealt with on the impact of grid planning,
investment and operation? All these questions require grid
companies, operators, governments, and others to think deeply.

5.2 Policy Challenge
Edge computing realizes the interconnection of power equipment
and sensors through the integration of wireless networks, mobile
center networks, Internet, and other communication networks.

FIGURE 8 | The distributed detection model of the power metering system based on edge computing.
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The collection of massive power terminal data must be
transmitted to the edge platform through communication, and
then the data is processed and analyzed on the edge platform, so it
is essential to ensure the security of the edge side network. On the
one hand, it is necessary to ensure that data can be reliably and
quickly transmitted from the remote end to the platform, and on
the other hand, it is necessary to prevent data leakage and resist
cyber attacks. Therefore, how to develop new information
security protection technologies and systems is a difficult point
for edge computing to be applied in the UPIoT, and there is a lack
of a unified standard system in the power industry. In Europe and
the United States, the development of smart grids is relatively
advanced, and the development of security and stability standards
is more detailed and comprehensive, For example, the European
Telecommunications Standards Institute (ETSI) has defined
typical service scenarios and engineering implementation
guidelines for edge computing (European Telecommunications
Standards Institute, 2016), so the application of edge computing
can be promoted in the EU and other countries. However, in
China, the security protection of the power secondary system
follows the overall protection principle of “security zone, network
dedicated, horizontal isolation, and vertical authentication” to
ensure the security of the power data network. On the one hand,
the standard system related to edge computing is not complete;
on the other hand, due to the huge scale of China’s power
industry and the relatively conservative policy implementation,
it is difficult to apply a new technology immediately. Therefore, in
order to realize ubiquitous IOT intelligent sensing, the
introduction of edge computing will inevitably lead to network
and information security issues, and the relevant specific policies
are not yet perfect, so it is difficult to apply and implement edge
computing perfectly. Therefore, there are corresponding policy
risks for edge computing to be applied to UPIoT, which require
in-depth thinking by countries all over the world.

5.3 Technical Challenge
There are many distinctive technical challenges in UPIoT edge
computing environments, including management and processing
of massive heterogeneous power terminal devices accessing edge
side, data offloading and load balancing, edge intelligence, edge
network security, data sharing security, and privacy protection.

We summarize these technical challenges in detail and outline
potential research directions.

5.3.1 Management and Processing of Massive
Heterogeneous Power Terminal Devices Accessing
Edge Side
Due to the stage of construction and real-time operation of the
power system, a large amount of historical and real-time data,
such as control, monitoring, and metering, will be accumulated
on the power IoT platform, which constitutes a multi-source
heterogeneous data source for the platform layer of the UPIoT.
Heterogeneous data sources arise from a variety of power devices,
owing to the variety of power devices, the lack of unified access to
the edge node standards, and the edge network center node itself
which is more difficult to expand. However, moving the location
of the edge computing center will bring a lot of delay.

Furthermore, in the edge computing network, there are not
only static end-devices (e.g., sensors or video cameras), but
also dynamic ones such as UAVs and electrical vehicles,
making the device management even more challenging.
Meanwhile, since different devices have huge differences in
hardware configurations and software functions, and the
corresponding data computing, storage, and communication
capabilities vary, this also offers a challenge (Qiu et al., 2020).
Therefore, there is an issue in management of massive
heterogeneous power devices accessing the edge nodes, and
the edge network must be programmable to support
application-specific requirements of edge terminal devices. For
this challenge, SDN and NFV technology realize the management
and control of multi-source heterogeneous terminal equipment,
as well as the scheduling and routing of data flows. SDN and NFV
are two of the latest technologies designed to introduce flexibility
in network management and orchestration. SDN is mainly
characterized by the decoupling of the control plane from the
data plane; it provides programmability for network application
development and supports the new technology in a unified
manner (Bera et al., 2017). SDN and NFV are applied for the
edge network. It will make the network more flexible and
programmable (Han et al., 2018). Many researchers have
carried out certain discussions and research on the application
of software-defined network technology in the power Internet of
Things, and have achieved relevant results (Yang et al., 2017;
Wang et al., 2015; Zhong et al., 2021), However, the combination
of edge computing with SDN, the application of which in the
UPIoT is in its infancy, will become a trend and is worth in-depth
research in the future. Furthermore, utilizing deep learning
techniques on the edge computing platform to assist in edge
network control for the large-scale heterogenous power terminal
devices is also an area of focus research for studies. At the same
time, with the development of 5G networks and its application to
the power Internet of Things, in the future, we can study the
application of 5G technology to UPIoT-assisted edge computing
for edge terminal network management; the edge node
management issues will be easy to handle in a 5G network
(Kumareshan and Poongodi, 2016). Specifically, 5G core
networks can collect status information of various nodes
regularly (e.g., node location, resource use, task list, and
adjacent nodes), monitor and update node management
information and strategies, and optimize other strategies such
as data processing strategy and network protection strategy
according to the collected information. The combination of
edge computing with 5G that adapt to the challenge of
management and control in the unified access of massive
heterogeneous terminals in the UPIoT, is worth exploring in
depth in the future. This is only one side. On the other hand, for a
large amount of multi-source heterogeneous data, the computing
power is deployed at the edge nodes to deal with heterogeneous
data. However, in the actual operation of the UPIoT, on the one
hand, the algorithm iteration speed is very fast, and multiple
versions of calculation programs cannot be stored locally for a
long time. On the other hand, the interface types of terminal
devices vary greatly due to the influence of operating
environment, communication network, and other factors.
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There are both wired communication interfaces, such as Ethernet,
PLC, RS485/232, and wireless communication interfaces, such as
4G/5G public network. There are both traditional wireless
business terminals, such as RTU, PTU, and TTU, and
intelligent business terminals. Therefore, it is difficult to
process a large amount of multi-source heterogeneous data,
which affects the efficiency and performance of edge
computing. For this challenge, the technologies of UPIoT
microservices, algorithm subscription, and container VM
technology are worth studying in depth, which can be carried
out to improve the flexibility of algorithm deployment, and then
promote agile development and rapid iteration of edge
computing in the UPIoT.

5.3.2 Realizing Edge Autonomy to Meet the Business
Demand for Real-Time Response
With the construction and development of the UPIoT, the amount
of power equipment has increased sharply, and the deployment area
is also relatively wide. The on-site installation environment is not
only complicated but also diverse, resulting in a sharp increase in the
workload of installation, commissioning, management, and
maintenance of power devices. Although edge computing is
introduced, in current UPIoT systems based on edge computing,
edge devices can only perform lightweight computing tasks. To
enable edge devices and edge servers to performmore complex tasks
with a higher data processing performance and lower latency, edge
computing combined with artificial intelligence, big data analysis,
and other technologies that are applied in the UPIoT assisted edge
computing, which make edge devices and servers intelligent.
However, edge equipment resources and computing capabilities
are limited, it is difficult to achieve lean management, and there
exists a challenge of realizing edge autonomy and Intelligence to
meet the business demand for real-time response to improve the
quality of service (QoS) and quality of experience (QoE).

Many scholars propose some ideas for coping with challenges
from two aspects: the edge device itself and the edge model
architecture. In terms of edge computing devices, this could be
done by adding AI processor modules or re-designing the
intelligent chip to improve the computing power of edge
devices. In the design of chip architecture, the aim would be
to support the edge computation paradigm and facilitate AI
models (e.g., DNNs, CNN, etc) acceleration on the resource-
limited IoT devices. Meanwhile, customized AI processors are
developed to be better suited to specific edge devices and usage
scenarios. For example, developing customized power chips and
AI edge computing processors (Zhao et al., 2021) to meet the
requirements of massive data processing and calculations.
However, there exists a great challenge in developing devices
more suited to edge AI and realizing the theoretical
complementarity of edge computing and AI (Qiu et al., 2020).
At present, in support of the intelligence of the edge computing
for the UPIoT, the reconstruct of the edge device is not researched
in-depth since some emerging technologies and architectures are
under development. On the other hand, artificial intelligence
models have been deployed at the edge layer. Although machine
learning can be used to enhance the intelligence of edge devices,
the high complexity of deep learning in many machine learning

methods leads to the relatively high difficulty of the deployment.
Due to the computing power of edge devices being generally
weak, it is necessary to compress and simplify the model, and
optimize the model architecture to adapt to the edge system to
improve the processing performance. On the one hand, the
technology of model compression for the edge device is worth
researching since many approaches, such as model compression,
conditional computation, and algorithm synchronization, are
proposed to improve the efficiency of training and inference of
deep AI models that are utilized in the edge. On the other hand,
the architecture of the deep learning model is needed to optimize
for the UPIoT assisted edge computing, As we know, the goal of
the continuous development and construction of the UPIoT is
realizing the transition from “collection + centralized control” to
“collection + control + regional autonomy,” and gradually
shifting from “vertical closure” to “horizontal openness,” The
research of cloud-edge collaboration technology has become a
developmental trend of edge computing in the UPIoT. Taking
smart substation as an example, it will evolve from three stages as
an important infrastructure for the construction of UPIoT: edge
interconnection to edge intelligence, and then to edge autonomy.
Utilizing the cloud-edge collaborative model for the substation,
which remains in the initial stage, needs more efforts to be made,
and is an effective way to realize the edge of substation autonomy,
and can be the focus point for researchers that need to think and
study in the next step.

5.3.3 Edge Network, Edge Node Security Protection,
and Data Privacy Protection
Although applying edge computing to the UPIoT can bring the
advantages of reduced transmitted data volume on the network,
communication delay, computational costs, and enhanced
flexibility, a large number of terminals accessed to the edge
layer inevitably increase data interfaces that may be used as a
springboard to attack edge nodes. On the other hand, edge nodes
are close to the edge, and the network protection is weak. In the
edge computing scenario, edge computing networks are
distributed, scalable, and heterogeneous, the security measures
of edge servers are weaker than traditional cloud servers, and
they are vulnerable to attacks frommalicious nodes in the network.
Traditional security protection methods cannot satisfy the
protection requirements of edge computing, as the security risks
cannot be fully considered at the start of the design. Moreover, the
integration of various technologies has also intensified the security
threats related to data, networks, and applications. In UPIOT based
on edge computing, there are challenges of edge network, edge
node security protection, and data privacy protection. In response
to this challenge, blockchain is being considered as a disruptive
technology by academicians and industries that offers potential
solutions to solve the security and privacy issues of edge computing
networks and devices (Kang et al., 2019; Frey et al., 2019). The
incorporation of blockchain and edge computing into a single
framework, and then combining the attribute-based access control
model, will make it possible to have reliable access and control over
the network, storage, and distributed computational resources at
the edge. Blockchain technology can also improve the security of
the EC-assisted IoT paradigm as it permits only trusted IoT
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devices/nodes to interact with each other. On the one hand,
blockchain-based trusted data management schemes (e.g.,
lightweight consortium blockchain) for cooperative
authentication, authorization, and privacy preserving could be
developed (Gai et al., 2019; Mao et al., 2020; Wang et al., 2020),
meanwhile, utilizing blockchain to form a security mechanisms for
edge nodes/devices could ensure the security and credibility of edge
nodes in the UPIoT. These two proposed methods can not only
prevent edge nodes from being attacked and lead to data privacy of
the problem of leakage, but also ensure the integrity and security of
the data sharing using the external network; therefore, it ensures
the credibility of regional terminal computing tasks in the edge
layer, and then returns the correct calculation results to the cloud
and terminal users safely and reliably. Overall, these are potential
research directions for studies, and need more research and
developments. On the other hand, the combination of
blockchain and machine learning methods (such as federated
learning, deep learning, reinforcement learning, and deep
reinforcement learning) to enhance the access control, secure
storage, and privacy -preserving data of EC-assisted UPIoT, can
be adopted to detect abnormal behavior, such as energy theft with
energy privacy protection in the smart gird (Yao et al., 2019), which
is an emerging field and a promising direction for research.

5.3.4 Edge Computation Offloading and Load
Balancing Realize Demand Response
UPIoT is a promising solution to meet the increasing electricity
demand of modern cities, while challenges face the real-time
processing and analysis of huge data collected by the power
terminal devices due to the limited computing capability of the
devices and long distance transmission from the cloud center. Edge
computing enables power terminal tasks to be offloaded on the
edge side for in-situ processing. It reduces communication delays
and energy consumption. However, the power consumption,
computing power, and storage space of edge-layer servers are
also limited. Computation offloading and load balancing are
great challenges in UPIoT systems based on edge computing.

For the challenge of the data offloading, scholars mostly combine
artificial intelligence technologies (Lin et al., 2019; Sun W. et al.,
2019) (such as deep reinforcement learning (Dinh et al., 2018; He
et al., 2018; Dai et al., 2019; Luo et al., 2019; Min et al., 2019; Zhang
et al., 2019a; Zhang et al., 2019b), such as markov chain decision-
making, game theory, Lyapunov optimization,machine learning and
so on) to improve the performance of computing offloading
schemes. However, according to the characteristics of UPIoT, to
find the optimal balance between energy consumption, delay,
amount of data, bandwidth, it is necessary to design the
computation offloading strategy according to the data volume,
task type, and equipment capabilities (Jiang et al., 2019a; Pan
et al., 2020), which is worthy of in-depth consideration, and is
the outline for future studies by researchers at this stage.
Furthermore, another challenge is considering how to allocate
resources reasonably after making the data offloading decision,
that is, the problem of where the resources are distributed. In
other words, there is a new problem in that the data offloading
schememay lead to the overload of some edge devices, then creating
another challenge of load balancing. Load balancing based on

specific characteristics and scenarios of the UPIoT combining
new technologies is a significant research direction. Considering
the scale and frequency of scheduling are significantly larger, it is
necessary to improve the existing load balancing algorithms to adapt
the characters of the UPIoT edge system. A typical method depends
on the NFV and SDN integrated edge cloud platform to orchestrate
the resources to fulfill the offloaded tasks from the battery-
constrained edge terminal devices. In UPIoT based on edge
computing, using the task data and loading data from the
equipment and edge servers, combined hierarchically with AI, a
load balancing service can set up the load balancing scheme based on
a machine learning model for each layer. In addition, SDN can be
utilized to conduct load balancing scheduling from the global
perspective of the edge network. To minimize the complexity of
scheduling and routing, emerging SDN technology will have a
significant impact on the routing scheme and communication
mode of edge network, and brings more comprehensive and in-
depth routing schemes for edge computing in UPIoT (Kaur et al.,
2018; Li X. et al., 2018; Nayak et al., 2018; Al-Hubaishi et al., 2019).
At present, some scholars propose to use SDN to establish a grid
edge computingmodel, with minimum delay as the goal orientation,
and use deep reinforcement learning to reasonably schedule and
allocate computing resources (Shang et al., 2021). However, there is
very little research on resource allocation strategies that target how to
balance time delay and energy consumption, which is a direction
worthy of research. On the other hand,Machine learning algorithms
based on resource allocation in edge-cloud architecture, edge-edge
architecture, could also solve the problem of load balancing. For
example, based on the edge-cloud architecture, the computing tasks
of the terminal cannot be completely offloaded to the edge side for
execution, so some tasks are offloaded to the remote cloud server for
calculation, and the result will be first returned to the edge server,
and finally back to the terminal device. If a client’s requirement is
more critical, it will be handled by the cloud; otherwise, servicing is
done by the edge. However, the reality of how edge computing and
cloud computing can work together efficiently and seamlessly is a
significant research direction (Li et al., 2020). When considering the
computation offloading in edge computing, it is necessary to
consider the gaming and cooperation between the edge and the
cloud for task scheduling and collaboration.

6 CONCLUSION

Edge computing integrates network, computing, and storage on
the edge of the network. The introduction of edge computing can
solve the problems of cloud computing architecture facing the
UPIoT, which is unable to handle massive heterogeneous data,
communication delays, high computing pressure, data privacy
leakage, and difficulty in satisfying user demand response and
other issues. First, this article introduces the edge computing
technology and the framework of the UPIoT, and gives the
architecture of the combination of edge computing and the
UPIoT and the internal architecture of the edge computing
layer. Moreover, one of the contributions of this paper is to
analyze the technical application of edge computing in the three
power Internet of Things scenarios: power monitoring system,
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smart energy system, and power metering system. It also gives the
architecture of the edge computing in the three scenarios.
Furthermore, the major contribution is putting forward the
policy challenges, market challenges, and technical challenges
of the application of edge computing in UPIoT, meanwhile, the
technical challenges and outlooks in four major areas are
analyzed in detail. This paper aims to obtain more attention
from other researchers in edge computing in the UPIoT, and
make power industry development more rapid and convenient.
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