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The looming energy crisis is affecting every sector of theworld. The dire need to

conserve energy has compelled researchers to bring automation to the power

sector. The conservation of energy is one of the biggest challenges Third-World

countries are facing in general and in Europe due to the Russian–Ukrainian war.

There is a need to introduce such systems that can prevent energy loss and let

users buy and sell excessive electricity they have. In the field of power and

electricity, the Internet of Things (IoT) plays an active role in the conservation of

energy. The new concept of smart grids is widely used for efficient transmission.

The technique of blockchain can further reduce the wastage of energy and

efficient consumption if it is used with smart grids. This article proposes a smart

energy meter based on smart grids and blockchain. The proposed

implementation is a demonstration containing a few microgrids, each with

its very own blockchain. The users will use energy by making transactions,

following the smart contracts. The focus is on the peer-to-peer transactions in a

microgrid controlled by blockchain. The architectural design outcomes are a

smart energy meter, a smart contract on the Ethereum blockchain, and an

android application to monitor and control transactions and energy trade via

smart contracts with other consumers.
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1 Introduction

The contemporary era has seen significant growth in the use

of electrical appliances. The scientific community is becoming

increasingly concerned about limiting the causes of

environmental hazards and developing alternative energy

resources. Rampant electricity consumption presents a difficult

problem to solve. Due to limited power supply from utilities

during peak hours, consumers in developing countries are

significantly impacted, resulting in frequent, abrupt power

cuts (Enam et al., 2022). To cope with the situation, a

customer must invest in fuel generators and battery storage,

putting further financial strain on the country’s economic

growth. On the other hand, utility companies must spend a

large amount of money to build infrastructure for generation

plants to withstand peak hours, resulting in underutilization. The

motivation behind writing this article is the serious shortage of

energy. The world is moving toward renewable energy, and

various methods are required to conserve electricity. The

energy crisis is worsening in Third-World countries, which is

giving rise to the need for efficient energy conservation systems.

Also, European nations are currently facing an energy crisis due

to the war between Russia and Ukraine, as approximately

40 percent of the gas supplied to EU nations is from Russia.

The introduction of IoT in smart grids (SGs) has made them

more robust in achieving the goal to develop a sustainable

society. Blockchain has further enhanced the capacity of SGs

with its promising features. The integration of IoT and

blockchain has produced enormous benefits. Blockchain has

greatly enhanced the security and interoperability of IoT

systems. The automatic interactions of IoT systems have

significantly increased. It is now possible to use IoT and

blockchain to make smart energy meters to conserve

electricity. It has been proved that a blockchain-based

transactive energy management system is feasible on practical

IoT devices and reduces the overall cost by 25%. Smart energy

meters are useful as they eliminate manual monthly meter

readings and monitor the electrical system in real time,

encouraging a more efficient use of power resources. They

also provide responsive data for balancing electric loads while

reducing blackouts, enable dynamic pricing, and avoid the capital

expense of building new power plants. The implementation of

such systems will greatly enhance the power-saving capability

and will prevent the loss of electricity, thus bringing sustainability

to society.

The demand and supply of electrical power are increasing

day by day. To keep up with supply and demand, various

solutions have been presented. Also, from a management

perspective, whether related to power consumption by

consumers or to a systems perspective such as dealing with

outages, fault management, and load management, a smart

grid plays a vital role (Fallah et al., 2018; Barbour et al., 2018;

Pawar, 2019). The world is facing a depletion in energy resources

due to a number of factors including the political and economic

situations in various regions, a decrease in gas and oil reserves,

and climate change. With a SG, alternative renewable energy

resources are available that not only reduce the cost but also

maximize the available resources (Abir et al., 2021; Cetinkaya

et al., 2021). Various SGs have been proposed by researchers,

such as renewable energy systems (RESs), distributed energy

resources (DERs), and distributed generation, which have

diversified power generation systems (Rafique et al., 2020;

Singh and Mahajan, 2021). The enhancement due to SGs is

not only limited to generation, distribution, andmanagement but

also changes the mode of operations and the marketing of power

resources from social, technological, economic, and

environmental perspectives. A smart grid (SG) is a digital

extension of traditional analog electrical power systems, with

adds-on such as secure, efficient, reliable, and sustainable power

generation, distribution, and management techniques. A SG can

be further enhanced with a microgrid that allows distributed

generation or sustainable energy to be combined with an energy

storage system to improve the energy generation and

consumption of the system (MBungu et al., 2019), generating

a platform for future intelligent systems that allows cheaper and

environmentally friendly electrical power provision to

consumers (Tom et al., 2019; Ashraf et al., 2021).

The Internet of Things (IoT) is a new paradigm for smart

energy systems. New IoT-connected devices give data that may

be used to build new technologies, improve performance and

productivity, address major challenges, improve real-time

decision-making, and create unique and creative experiences

(Tahir et al., 2020; Ahmad and Zhang, 2021). The monitoring

of meters has been made easy by using a sensor. Smart meters

(SMs) and the IoT have been widely used to replace traditional

analog meters in today’s smart homes. It converts data collection

and meter readings to a digital format and transfers these

wirelessly, reducing the need for human interaction (Li et al.,

2019; Inayat et al., 2022). However, as more devices connect,

electrical utilities face greater challenges in terms of

interoperability, fragmentation, and security. Smart metering

utilizes software-based systems to measure and manage

building utilities such as energy, water, and gas, among others

(Andoni et al., 2019; Islam et al., 2021). A SM is a critical

component of a SG’s communication infrastructure

(Hasankhani et al., 2021) that monitors, controls, and analyses

power usage by sending data to a central data server on a regular

basis. Furthermore, unlike traditional meters, SMs can measure a

wide range of electrical variables in addition to energy

consumption, including current, voltage, frequency, power,

and power factors (Arich et al., 2022). These electrical

variables are crucial in load management, problem diagnosis,

and load profiling (Saleem et al., 2021). The use of internet cloud

services and SMs with the IoT opens a number of possibilities

because this allows the SG to work on a larger scale rather than a

local scale. The IoT has made P2P energy trading easier with the
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use of blockchain technology. Energy prosumers can swap

surplus energy with their neighbors, as shown in Figure 1.

The objective of this work is to provide an energy

conservation solution that promotes local energy production

which may advance neighborhood energy generation and

mitigate energy losses over long distances. To achieve this, a

combination of IoT and blockchain is used. The proposed design

measures grid energy through a smart meter. A smart contract

made on Ethereum will transfer the number of tokens, according

to the number of units bought or sold by the user. The meter will

also record such P2P transactions. Through the application, users

may set their selling price. Anyone who has this application

installed will be able to read their electricity on their smartphones

in real time. For any extra power that is sent from their system to

the electrical grid, local energy producers who use renewable

energy sources (RESs) can receive bill credits. Net energy

metering, or NEM, is the name of this exchange of energy. In

this work, a smart contract on the Ethereum blockchain is used to

control this procedure. The block diagram is shown in Figure 2.

The rest of the article is organized as follows: Section 2 covers

the literature review. Section 3 discusses the role of blockchain in

energy monitoring. The system design and implementation are

discussed in Section 4. Results of the experimentation are

discussed in Section 5 and Section 6 concludes the article.

2 Literature review

Barman et al. (2018) proposed a smart energy meter based on

the Internet of Things. The suggested smart energy meter

controls and calculates the energy used before uploading it to

the cloud, where the consumer or producer can examine the

reading. As a result, consumer energy analysis becomes far more

straightforward and manageable. This device also assists in the

identification of power theft.

Avancini et al. (2021) described and exhibited a new smart

energy meter that uses an IoT technique, as well as the associated

costs and benefits. The constructed gadget includes several

communication interfaces. The meter has a multi-protocol

connection that makes it simple to integrate with any

monitoring software. Finally, the proposed solution has been

validated and demonstrated in real-world circumstances, and is

now being implemented.

Muralidhara et al. (2020) proposed the design and execution

of an IoT-enabled, minimalistic, cost-effective, and efficient

smart energy meter that will help consumers receive

information on the energy consumption of any electrical

appliance, bridging the data gap in device energy

consumption data. This would not only help consumers

ensure that their gadgets perform in accordance with the

energy rating but it would also allow them to access historical

energy usage patterns, promoting energy conservation awareness

and conscientious conservation.

The design and implementation of an energy monitoring

system that indicates the power wastage was expanded by Prathik

et al. (2018), using an Arduino microcontroller and a GSM

(Global System for Mobile communication) module. This

technique is advantageous for enabling a user to understand

how much energy is wasted by electrical appliances on a regular

basis and to manage them further, therefore aiding in energy

conservation. The electrical board section gives the consumer

information on the total cost, how to pay it, and when the power

FIGURE 1
Smart energy meter with blockchain and IoT.
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will be turned off. The user is alerted if the consumer does not pay

the bill on time.

Srivatchan and Rangarajan (2020) proposed a revolutionary

low-cost smart energy meter (SEM) for online energy

measurement and billing. The suggested SEM is based on the

Internet of Things (IoT) and LoRa-Wi-Fi, which increases the

connectivity range while reducing reliance on the internet. The

consumer and the utility company can communicate in a friendly

manner, owing to a dedicated Android application. Users can

obtain real-time supply voltage, current, and power usage

information immediately on their cell phones using the

proposed measurement system. Energy companies can use the

suggested SEM to detect potential thefts and malfunctions and

provide consistent service to their customers.

Sovereign blockchain technology, which offers transparency

and provenance, was used by Gao et al. (2018) to overcome

numerous difficulties. A smart contract is created, which

performs pre-defined tasks and provides a trust-based method

for network participants. The technology is extremely efficient

since it allows users to track how electricity is used while also

providing a platform where neither side can falsify the data.

A Smart Environment pillar in the framework of smart cities,

specifically the elements related to the deployment of smart

energy grids for inhabitants in metropolitan areas, were

examined (Pieroni et al., 2018). The suggested method is

unique in that it connects to the grid, exchanges information,

and buys and sells energy between the relevant nodes (energy

providers and private citizens) via the blockchain digital ledger.

Bhalaji (2020) suggested El DApp, a power consumption

tracking application solution that combines IoT and blockchain

to build a decentralized and secure recording mechanism that

improves the smart meter design. El DApp uses a Raspberry Pi-

based Ethereum network to provide a secure and cost-effective

decentralized real-time power usage record for users.

Suciu et al. (2019) explained how a smart grid system is

protected and how implementing blockchain technology protects

the system’s integrity and confidentiality. Since blockchain

enables secure database application, it was shown to be a

secure substitute for use in mining systems. This article

demonstrates the usage of blockchain and its potential impact

on a SealedGRID-based smart power management system. This

platform was created with security and resistance to attacks in

mind since it enables users to view power usage in a smart grid

system in real time.

Rahman et al. (2015) introduced a new smart energy meter

that might be used to establish a self-contained, improved

metering and billing system. Owing to the Arduino and GSM

short message service (SMS) interfaces, the meter reading system

provides a wide range of predefined automatic capabilities. The

suggested energy meter system may convey data such as utilized

energy in kWh, generated invoices, and security services (line

cut/on) through a GSM mobile network using an embedded

controller and a GSM modem. The present energy management

systems at power companies and other organizations can, then,

be provided with this information and integration, enabling them

to offer services to customers without requiring human

participation.

Mukherjee et al. (2021) presented an eChain architecture for

smart energy usage, employing smart contracts and the

FIGURE 2
Blockchain module for smart energy meter with IoT.
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Ethereum blockchain. The authors investigated smart energy

usage technologies that are now available. After that, the

importance of combining blockchain with smart energy is

highlighted. The article also discusses how combining

blockchain technology with smart energy consumption

techniques improves security and privacy.

In a decentralized smart home setting, a suggested privacy

protection scheme for smart meters (Zhang et al., 2020) is built

on a consortium blockchain. The certificateless, aggregated ring

decryption technology uses an elliptic curve point multiplication

operation to reduce processing and communication costs;

distributed storage of users’ data using consortium blockchain

is employed to overcome the problems of a single-point failure

and data tampering. Theoretical research shows that the

approach not only protects users’ privacy but also provides

secrecy and unforgeability, and testing indicates that it saves

money on computing and communication.

The framework for a secure private blockchain (SPB) is

presented by Dorri et al. (2019). Producers and consumers of

energy can speak with the SPB directly to discuss energy

pricing. To reduce the related overheads, the authors

provided a routing technique that routes packets depending

on the destination public key (PK). The SPB eliminates the

requirement for TTP to confirm that both energy producers and

consumers fulfill their obligations, by offering atomic meta-

transactions.

Tuyishime et al. (2021) created an IoT-based intelligent

energy efficiency management system with a focus on smart

TABLE 1 Literature review with associated advantages and disadvantages.

Serial
no.

Article Advantage Disadvantage

1 A blockchain based lightweight peer-to-peer energy trading
framework for secured high throughput micro-transactions (Pradhan
et al., 2022)

Improved scalability, quantum-proof, and high-
throughput transactions

Low consumer benefits

2 Implementation of blockchain technology for Energy Trading with
Smart Meters (Hussain et al., 2019)

Vehicle-to-grid (V2G) support Network issues

3 A novel decentralized platform for a peer-to-peer energy trading
market using blockchain technology (Esmat et al., 2022)

Automation, security, and fast, real-time settlements
through smart contract implementation

Power flow constraints are not
considered

4 Smart energy management system: blockchain-based smart meters in
microgrids (Laayati, 2022)

Cyber security and hashing algorithm Calculation of the hashing
algorithm is weak

5 Hierarchical blockchain design for distributed control and energy
trading within microgrids (Yang et al., 2022)

Security against false data injection attack

FIGURE 3
Workflow of smart energy meter with blockchain and IoT.
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industries to enhance energy efficiency in existing industries and

Industry 4.0. The results show that temperature and humidity

data are monitored directly on the NODE-RED platform, with an

operator receiving a personal email notification, which helps

them respond appropriately to changes in the data on the

dashboard.

The literature work, and the related advantages and

disadvantages are summarized in Table 1.

3 Blockchain in energy monitoring

Blockchain is a digital decentralized ledger that is maintained

and shared by multiple parties through secure methods, P2P

networks, and consensus. It ensures data reliability, transmission,

and secrecy. Blockchain can play a vital role in smart grids for

establishing a new trade infrastructure within a grid. As the

supply and demand for electricity are increasing day by day, old

analog electrical supply networks are being replaced with efficient

smart grid solutions. Catering to consumer demands and

allowing new methods of commercializing electrical energy

are vital from an economic point of view; however, when used

with existing infrastructure, operational challenges arise due to

new laws and reforms that allow prosumers come and participate

in the grid (Hassan et al., 2019; Aklilu and Ding, 2021).

Traditional ways of monitoring grids and metering are fading

rapidly due to their inefficiency in power distribution, cost, fault,

and difficulty in handling. Blockchain can play a vital role in

smart grids to establish a new trade infrastructure within a grid

(Baidya et al., 2021; Tahir et al., 2022). In an ideal world, the use

of blockchain would allow parties, consumers, and prosumers to

exchange power with one another in a peer-to-peer manner

without the need for any other party to ensure transparency. The

use of a blockchain-powered trade system in the smart grid has

several advantages (Hannan et al., 2020; Samy et al., 2021). Some

of the benefits of establishing a real-time market are lower

transaction costs due to a streamlined trading structure and

more privacy for smart grid users. A consumer can utilize

blockchain technology to validate the renewable energy

generated by a prosumer. However, blockchain technology

solutions (network, data, and consensus), that should

converge to meet the requirements of these applications, are

not immediately apparent. Blockchain technology also protects

smart meters from cyber intrusion. Attacks such as Denial of

Service (DoS) and Man-in-the Middle (MITM) can cause load

fluctuation on the consumer side (Mugdal et al., 2022). The way

in which a smart grid and blockchain works is shown in Figure 3.

TABLE 2 Differences between traditional meters and smart monitoring meters.

Feature Traditional meter Smart monitoring meter

Power generation Centralized Distributed

Power consumption No influence of consumers over management Consumers can manage and control grids

Communication One-way Fully two-way

Operation Manual monitoring Remote real-time monitoring

Power sources Non-renewable sources Renewable sources

Metering Electromechanical Android monitoring

Operation cost Very high Low because of distributed systems

Transmission and distribution Consumers cannot receive updates Regular, accurate, and fast energy

FIGURE 4
Architecture of smart energy meter.

FIGURE 5
Hardware model of smart energy meter.
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In addition to using blockchain to create a trade infrastructure,

computational capabilities might be added to create more

sophisticated and complicated applications, such as building a

decentralized computing platform that can be leveraged to

provide a range of smart grid solutions (Rao and Clarke, 2020;

Abir et al., 2021; Ahmed et al., 2022). For example, variable pricing

might be used to enforce control inside the smart grid (Olivares-

Rojas et al., 2021). Since blockchain has revolutionized monitoring

systems, Table 2 summarizes the key differences between traditional

meters and smart monitoring meters.

4 System design and implementation

In this section, the way in which the smart energy meter

works is elaborated. The systems take readings of the current

consumed by appliances. The voltage sensor block reads how

much voltage appliances are using. In the Arduino block, work

on understanding the signals from the sensors is carried out, and

all processed data are transferred from here to ESP8266 to

publish on Firebase. All network programming and Google

Firebase programming are performed in an ESP8266 block.

The architectural diagram of the smart energy meter is shown

in Figure 4.

4.1 Model setup

This section defines the model setup in terms of

mathematical formation. Let n ϵN 1, 2, 3, . . . ., N{ } denote

FIGURE 6
Circuit diagram of smart energy meter.

FIGURE 7
Flow diagram of blockchain and smart contracts.
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the number of sellers, m ϵM 1, 2, 3, . . . ., M{ } represent the

number of buyers, and u ϵU 1, 2, 3, . . . ., U{ } the number of

the unit feasible price, where a seller transfers energy to the buyer.

Similarly, SFn [U] describes the number of sellers who sell in ideal

situations, where energy is transferred with the feasible price unit

to the buyer, and BF
m[U] is the number of buyers in an ideal

scenario where the buyer purchases the energy unit price with

their own preferred price. The seller and buyer must satisfy the

following constraint:

∑
U
SFn U[ ] � ∑

U
BF
m U[ ]. (1)

FIGURE 8
Process showing the deduction taken from the buyer’s wallet.

FIGURE 9
Process keeping of the buyer’s wallet in case of insufficient funds.
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It is to be noted that if just a single seller transfers energy to

multiple buyers, then the equation must satisfy the following

condition:

SFP U[ ] � BF
1 U[ ] + BF

2 U[ ] + BF
3 U[ ] + . . . + BF

M U[ ]. (2)
Here, zero address is included in the aforementioned expression,

which is defined as follows:

ZF
n,m U[ ] � TF

n,m ∑
U

SFn U[ ] − BF
m U[ ]( ), (3)

where the coefficient of TF
n,m represents the type of sellers and

buyers. The procedure involves the user n to sell energy to the

user m with a feasible exchange energy unit amount

corresponding to EF
n,m[U]. It is to be noted that EF

n,m[U] >
0 if a seller transfers energy at a fixed unit price; otherwise,

EF
n,m[U] < 0 if a buyer purchases energy at the feasible price unit.

Since the seller and buyer are situated close to each other, we

assume that the loss of energy during the transfer is negligible.

The following constraint is thus satisfied:

EF
n,m U[ ] + EF

n,m U[ ] � 0 for  all U ∈ u. (4)

The transfer energy prices are denoted by PT[U], which is

sent via a distribution system. The sellers who sell energy will

FIGURE 10
Flow chart of the android application.

FIGURE 11
Display of data collection by the sensors through LCD.

Frontiers in Energy Research frontiersin.org09

Tahir et al. 10.3389/fenrg.2022.1029113

https://www.frontiersin.org/journals/energy-research
https://www.frontiersin.org
https://doi.org/10.3389/fenrg.2022.1029113


receive payment from their counterparts at the price PT[U].
The buyers pay their counterparts if they purchase energy.

The buyer p’s reward in energy transferring is

RF
P � ∑

U
(PT U[ ] ∑ n∈N

m∈M
EF
n,m U[ ]). (5)

4.2 System hardware

The components, their descriptions, the purpose of

employing the component, stages, and problems encountered

while working are presented in this section. The assembling of

hardware is shown in Figure 5 and a smart energy meter circuit

schematic is provided in Figure 6.

The hardware components utilized in our implementation

are described as follows:

• Arduino Nano board: It is micro-sized, is of low cost,

and has multiple analog pins; six analog inputs, six

PWM pins, a 16 MHz clock, digital input/output

pins, a power jack, an ICSP header, a reset button,

and a USB connection. It contains everything

expected to help the microcontroller. For this work,

Arduino Nano is used because it has built-in libraries

for all sensors, and communication with computers and

other electronic circuits is quite easy and feasible with

Arduino. Moreover, it is open source in terms of

hardware and software. It is cheap as compared to

other microcontrollers and requires less time for

reading and writing applications (Gong et al., 2022).

• LCD : LCD (liquid crystal display) screens are electrical

display modules that can be utilized in a range of

applications. A 16 × 2 LCD is a simple module that

can be found in a wide range of devices and circuits.

These modules are preferred over seven-segment and

other multi-segment LEDs. LCDs are inexpensive,

simple to program, and allow for the display of unique

and even original characters (unlike seven segments),

animations, and other contents (Yue et al., 2022).

• Current sensor ACS712: The term “current sensor” refers to a

device that measures both AC and DC current. The gadget is

based on the Hall effect, and the integrated circuit comprises a

Hall effect device. It generates an analog voltage that is

proportionate to the AC or DC current to be measured.

Based on the current sensing range, there are three different

types of current sensors. Depending on the kind, the optimal

ranges are ± 5A, ± 20A, and ± 30 A. The output sensitivity

can also be varied. The advantage of utilizing a Hall effect

sensor is that it is electrically isolated when the current is

sensed and the circuit is read. This means that even though

Arduino is powered by 5V, the detected circuit can be

powered by 12 V (Gupta et al., 2022).

• Voltage sensor: This module is a tiny voltage transformer-

based sensor. It has precise accuracy and excellent efficiency,

and can measure up to 250 V in power and voltage. It is easy

to use and comes with a potentiometer for adjusting the ADC

output. The module’s working temperature is 40°C. It can

measure up to 250 V and has good consistency and accuracy

for power and voltagemeasurement. It is easy to use and has a

trim potentiometer for fine-tuning the analog digital

converter output. The regression analysis used in this study

aims to identify a more accurate link between the input

voltage and the ADC output (Barbosa and Borin, 2022).

• Wi-Fi module ESP8266: NodeMCU is one of the platforms

available for IoT systems. Firmware is a type of software that

allows for lower-level control of devices. The ESP8266 Wi-Fi

SoC, whose circuitry is based on the ESP-12 module, is used to

control these devices. The ESP8266 microchip is used inWi-Fi

communication systems. It communicates with the Internet via

a router using the TCP/IP protocol. It communicates over Wi-

Fi using the 802.11 b/g/n standard. It is a 32-bit RISC

instruction unit microprocessor from Tensilica, featuring a

32 KB instruction RAM, 32 KB instruction cache RAM, and

80 KB data memory. Arduino Mega and ESP8266 (pin) (pin)

GND TX (0)–3.3V and RX (0)–3.3 V are common pins.

FIGURE 12
Display of the results.
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Installing the ESP8266 package in the Arduino IDE is required

to operate ESP8266 on the Arduino platform.

4.3 Implementation of blockchain and a
smart contract

For this work, a public Ethereum blockchain network is used

for deploying the smart contract. Coding for smart contracts is

performed using the Solidity programming language. When the

condition of transferring the electricity is met, the smart contract

transacts tokens to the seller’s wallet from the buyer’s. The

algorithm is explained as follows:

Initialize

Input: Wallet Address and Type

Output: User will get role of seller or buyer

Initialization:

If caller ! = Zero Address, then

Loop all addresses

If registered addresses ! = address

Set user role

Else

Show error

Else

Show error

End

Algorithm 1. Set user type.

The flow diagram for the blockchain and smart contracts is

shown in Figure 7. The amount of tokens deducted from the buyer’s

wallet is based on the electricity units supplied to it every 5 min

(Song et al., 2021), as shown in Figure 8 and explained as follows:

Initialize

Input:

per unit price

Output:

get perfect order

Initialization:

If caller ! = Zero Address, then

If caller = = seller, then

Loop all buyers

If seller unit price = buyer unit price

Seller starts electricity transfer to buyer

Else

Show error

Else

Else

Show error

End

Algorithm 2. Transfer electricity.

Smart contracts also keep check on the buyers’ wallets; if

there is not enough balance, it will prevent a buyer from

purchasing electricity (Wang et al., 2021), as shown in

Figure 9. The algorithm is elaborated as follows:

Initialize

Input: Output: seller will receive money

Initialization:

If receive electricity unit = = true, then

Per unit price will transfer from buyer to seller

wallet

Else

Show error

End

Algorithm 3. Billing System.

4.4 Android application development

For this work, the Android application is developed in

Flutter, using Dart as a back-end programming language. A

registration form was created for the society members. Details

such as residential proof documents are to be submitted by the

residents. A login form is created to let the user see all the records

(Mustafa et al., 2020). Users can easily trade and manage their

payments. The flowchart for the Android application is shown in

Figure 10.

The dashboard is arranged in the following three sections:

• Trading panel: A buyer can view the list of sellers in the

trading panel. The consumer can choose any vendor from

the list of sellers to buy electricity from. Then, as long as the

consumer has enough funds in their wallet, they can

purchase electricity and use it. The application allows

users to stop trading at any time and to begin trading

with any other logical consumer.

• Wallet: The balance can be viewed in the wallet section.

This also allows the user to deposit or withdraw tokens.

This section records the deposits and withdrawals history,

which is accessible to the consumers.

• Statistics: The consumption of electricity can be seen in the

form of graphs.

5 Results

The 1 energy monitoring system underwent tests and

experiments. The results produced were efficient and

1 https://testnet.bscscan.com/
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satisfying. The data collected by the sensors are displayed

through an LCD, as shown in Figure 11.

During testing of the proposed implementation, the

energy generated by PV cells and other sources could be

traded via blockchain smart contracts. The prosumer can

use the electrical energy produced by the PV cell, and the

excess energy can be traded with the consumer. Using the

public Ethereum blockchain network, token transactions

between prosumer and consumer are secured by a smart

contract. The transaction currency used for the token is the

Pakistani rupee (PKR), and one token is equal to one PKR. The

result is shown in Figure 12, where all transactions are

validated by the Bsc Test Network1. The results show that

implementation of the proposed work encourages more

efficient use of power resources and enables dynamic

pricing, which raises or lowers the cost of electricity based

on demands. The capital expense of building new power plants

can also be reduced, and the utilization of blockchain

technology provides decentralization, permanence, security,

and transparency. Thus, the transactions that take place are

transparent. The individuals who are provided authority can

view the transaction. This work is compared with the existing

state-of-the-art work in Table 3.

6 Conclusion

This article discusses a metering system that makes effective

use of renewable energy. An Android application, connected to the

public Ethereum blockchain network, which is reachable from any

location in the world, is used to access the complete system. This

makes it feasible for users to check their energy bill at any time and

also allows them to manage other energies from a remote location.

TheAndroid application for this system is quite easy to use. It has a

straightforward dashboard with three sections, namely, trading,

wallet, and statistics, making the entire system easy to use and

comprehend. This system differs from conventional energy meters

in terms of live monitoring, accurate results, and easy-to-use

Android applications. The proposed design combines state-of-

the-art energy market technology with blockchain technology,

resulting in blockchain-based energy markets that can be

utilized for a variety of applications. The design can be used in

a variety of renewable energy systems that allow for the exchange

of electrical energy. This strategy can be applied to a variety of

situations in order to improve energy efficiency and reduce waste.
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TABLE 3 Comparison of the proposed work with a state-of-the-art work.

Article Proposed work Platform IoT
implementation

Methodology Advantage

Proposed methodology Smart energy meter
using blockchain
and IoT

Ethereum Arduino Nano, ESP8266 IoT is used in the meter.
Blockchain optimizes the
transmission of electricity

Mobile application to
monitor the wallet and to
save tokens

Blockchain-based decentralized
management of demand response
programs in smart energy grids (Pop
et al., 2018)

Smart and secure
transmission of
electricity

Ethereum Data are injected into
the model

Monitors the flow of electricity
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