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To reduce the risk of voltage violation after gas station networks (GSNs) are attacked, this
study investigates an inter-area mobile charging strategy of plug-in hybrid electric vehicles
(PHEVs) to decrease the charging load by taking full advantage of charging resources.
First, considering the location of the charging station, the waiting time, and the charging
fee, an inter-area mobile charging strategy of PHEVs is proposed, and a mobile charging
model of PHEVs among regions is established to relieve the charging pressure. Second,
the risk index is developed to analyze the risk of voltage violation in terms of the results of
probabilistic load flow (PLF). Finally, the proposed strategy is tested on a modified coastal
active power distribution network, and simulation results show that the charging load of
PHEVs is dispersed among regions and the risk of voltage over-limit can be reduced.
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1 INTRODUCTION

The scale of plug-in hybrid electric vehicles (PHEVs) has developed rapidly during the past several
years. The high penetration of PHEVs causes the power grids to confront the operation risks
(Badawy and Sozer (2017)). Moreover, with the increasing pervasion of communication networks
into gas stations, gas station networks (GSNs) have been formed (Chao et al. (2018); Xie et al. (2018);
Zhang et al. (2019); Du et al. (2019a)), which are also subject to cyberattacks. Once GSNs are
attacked, the charging load will definitely increase with the lack of fuel in PHEVs. Due to the limited
number of charging piles, it is an indisputable fact that charging resources will be scarce under GSNs
that have been attacked. The increasing of the charging load can raise the voltage violation risks of
grids (Li et al. (2020)). It is necessary to investigate the charging strategy of PHEVs to allocate the
charging resources reasonably and the grid voltage violation risk to guarantee the safe operation of
power grids.

Various charging strategies have been proposed to deal with the problems mentioned above that
are caused by the PHEV charging load. Vehicle-to-grid (V2G) strategies are developed (Ko et al.
(2018); Liu D. et al. (2018); Zhong et al. (2018); Zeng et al. (2018)). A battery replacement strategy has
been proposed (Dong et al. (2016)), which cannot reduce the charging demand under GSNs that have
been attacked. A centralized charging strategy of PHEVs has been presented to reduce voltage
deviation via a series of fitness functions (Maigha and Mariesa Crow, (2014)). A PHEV smart
charging strategy has been proposed tominimize theMG dependency on the main grid (Fouladi et al.
(2019)). An orderly charging strategy has been investigated by considering various factors such as the
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economic benefits of users (Liu A. et al. (2018)), the working
status of charging piles and charging habits of users (Chen and
Huang (2019)), the fluctuation of the charging load (Cai et al.
(2021)), and so on. However, the surge of the PHEV charging
load will lead to a long queue in the charging stations of GSNs’
attacked areas, while the public charging piles in the unattacked
area may be in an idle status, as shown in Figure 1. In this regard,
the strategies mentioned above are not applicable without
investigating the charging optimization among the areas.
Moreover, the queuing problem in charging stations is rarely
considered.

It is undeniable that the increase in the PHEV charging load in
the attacked area will bring another problem, in that the security
of the grid operation will be damaged. Various negative effects of
electric vehicles connecting to the power grid are investigated,
including voltage risks, and power flow risks (Pouladi et al.
(2016); Salehi and Abdolahi (2019); Nafisi et al. (2016a); Yang
et al. (2020); Wang et al. (2018); Nornagoro et al. (2020)). The
impact of electric vehicle access on the voltage drops and power
loss of power grids has been analyzed without establishing a
relevant index (Pouladi et al. (2016); Salehi and Abdolahi (2019);
Nafisi et al. (2016a)). The voltage over-limit and overload risk
caused by electric vehicles connecting to the power grid have been
presented from the perspective of components and networks

(Yang et al. (2020)). The risks caused by the charging and
discharging of electric vehicles to microgrids have been
evaluated, from the aspects of expected lack of power supply,
expected load reduction frequency, and load reduction
probability (Wang et al. (2018)). The load loss ratio and
overload risks are analyzed (Li et al. (2021); Du et al. (2019b)).
The studies mentioned above only focus on the impact on the
voltage level of power grids under the normal operation of GSNs.
Even so, the risks are seldom quantified (Pouladi et al. (2016);
Salehi and Abdolahi (2019); Nafisi et al. (2016a)). Due to the
coincidence of the charging peak of the electric vehicle and the
daily load peak (Nafisi et al. (2016b)), the surge of the PHEV
charging load in the attacked area could greatly reduce the grid
voltage, especially during the peak charging period.

To address these problems under GSNs that have been
attacked, this study analyzes the risk of voltage violation while
using a mobile charging strategy of regional PHEVs. The main
contributions of this study are as follows:

1) Considering the location of charging stations, waiting time,
and charging fee, an inter-area mobile charging strategy of
PHEVs is proposed to choose the optimal charging station. A
PHEV mobile charging model is then established to disperse
the charging stress in the attacked region.

FIGURE 1 | Schematic diagram of the unbalanced charging load.
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2) Considering the probability and severity of voltage violation,
an index of the voltage violation risk is developed to analyze
the impact of PHEV mobile charging on distribution
networks under GSNs’ attacked regions.

The rest of this article is organized as follows. Section 2
describes the PHEV mobile charging model based on the
mobile charging strategy, including the PHEV charging model
and the queue chargingmodel. Section 3 presents the index of the
voltage violation risk based on the results of probabilistic load
flow (PLF). In section 4, simulation results are shown in detail,
followed by discussion in section 5.

2 PROBABILITY MODEL OF PLUG-IN
HYBRID ELECTRIC VEHICLE MOBILE
CHARGING
The driving mode of PHEVs can be divided into the combustion
mode and the electric mode depending on different driven
powers. In the traditional charging model of PHEVs, the
electric energy required to charge is determined by the daily
driving distance and operating status (OS). The OS is the ratio of
the distance traveled in the electric mode to the daily driving
mileage. Once GSNs are attacked, the PHEV will be more
dependent on the electric power, as presented in Figure 2.
Moreover, the length of queuing in the charging stations may
be longer due to the limitation of charging piles.

To solve the problem mentioned above, a mobile charging
strategy is designed by considering the queue length, the charging
fee, and the geographical location of each charging station. Then,
the PHEV mobile charging model is established based on the
mobile charging strategy.

2.1 Mobile Charging Strategy of Plug-In
Hybrid Electric Vehicles With Gas Station
Networks Attacked
Due to the limited number of charging piles, it is undeniable that
there will be a charging congestion in charging stations located in
GSNs’ attacked areas, while there are some charging piles
available in other charging stations. In this regard, this section
proposes a mobile charging strategy for PHEVs between regions
by considering charging fee, moving distance, and queuing time,
as shown in Figure 3.

First, the expected charging fees for the ith PHEV in different
charging stations need to be calculated as follows:

Qi � Ei

κi
× cstation, (1)

where cstation is the charging unit price, Ei is the power required to
fully charge the ith PHEV, and κi is the charging efficiency.
Charging unit prices of different charging stations vary due to
the station scales, electricity prices, and so on. It should be noted
that the charging unit prices are varied during peak charging
periods and other periods. Moreover, the commercial charging
stations will charge additional service fees in addition to the basic

charging price. The total charging fee for each PHEV varies
according to the electric energy required to charge and the
charging unit price.

Next, considering the distance between the charging stations
and the queue length of each charging station at the time instant t,
the comprehensive index of each charging station can be
calculated as follows:

Index � α × Qi + β × ds−s + c × tiwait (2)

where α, β, c are the weight coefficients, ds−s is the distance
between the charging stations, and tiwait is the waiting time of
the ith PHEV. α, β, c are decided by PHEV users. For example,
some users pay more attention to fees, so the weight of the
charging fees is relatively large.

Comparing the indicators of each charging station, the
optimal charging station is selected as follows:

best � min(Index A, Index B, Index C . . . . . . ), (3)

where Index A, Index B, Index C are the comprehensive index of
charging stations A, B, and C, respectively, calculated using Eq. 2.

The optimal charging station for the ith PHEV at the time
instant t is obtained using Eqs 2, 3. PHEV users are encouraged to
choose the optimal charging station to reduce the waiting time
and charging cost. If the current charging station is the optimal
charging station, the PHEV waits in place; otherwise, the ith

PHEV moves to the optimal charging station.

2.2Mobile ChargingModel of Plug-In Hybrid
Electric Vehicles Under GSNs Attacked
According to the mobile charging strategy proposed above, the
mobile charging model of PHEVs is established. In the PHEV

FIGURE 2 | Schematic diagram of PHEV energy acquisition with GSNs
being attacked.
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charging model with GSNs that have been attacked in the study
by Li et al. (2020), the mismatch between the quantity of charging
piles and PHEVs is ignored. There may be no idle charging piles
when a PHEV arrives, especially during peak periods, as shown in
Figure 4. Therefore, it is profitable for PHEV users to carry out
the mobile charging.

To establish a PHEV charging model under GSNs that have
been attacked, the daily commuting distance of PHEVs is
analyzed. Through the statistical data analysis, the probability
characteristic of the daily commuting distance of the vehicle
conforms to the lognormal distribution (Li and Zhang (2012);
Villanueva et al. (2011)). The probability density function (PDF)
of the daily commuting distance for the ith PHEV is expressed as
follows:

f (xi) � 1
xiσD

���
2π

√ e
− (lnxi−μD)2

2σ2
D , (4)

where xi is the daily commuting distance of the ith PHEV, and μX
and σX represent the mean and the variance of the lognormal
distribution, respectively.

According to the driving distance in the combustion
mode, the fuel consumption of the day can be obtained as
follows:

gasid � xign × gasip � (1 − OSi)xi × gasip, (5)

where gasip is the fuel consumption per kilometer of the ith PHEV,
OSi is the OS of the ith PHEV, and xign is the driving distance in the
combustion mode.

When GSNs are unavailable, the driving distance in the
combustion mode can be calculated using the following:

xig � {(1 − OSi)xi, (1 − OSi)xi × gasip < gasir
gasir/gasip, (1 − OSi)xi × gasip ≥ gas

i
r

, (6)

where gasir is the remaining fuel in the fuel tank of the ith PHEV,
which is assumed to obey a uniform distribution. It is worth
noting that if the amount of remaining fuel can satisfy the
commuting needs of the day, the distance traveled in the
combustion mode is determined by the daily travel distance
and the OS; otherwise, the distance traveled in the combustion
mode depends on the amount of remaining fuel.

The driving distance in the electric mode xie can be calculated
from the daily travel distance xi and the driving distance in the
combustion mode xig as follows:

xie � xi − xig � {OSi × xi , (1 − OSi)xi × gasip < gasir
xi − gasir/gasip, (1 − OSi)xi × gasip ≥ gas

i
r

. (7)

Similarly, the driving distance in the electric mode is determined
by the remaining fuel.

According to xie, the state of charge (SOC) of the i
th PHEV at

the end of the last trip to be charged can be derived as follows:

FIGURE 3 | Schematic diagram of the PHEV mobile charging strategy.
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SOCi
0 �

⎧⎪⎪⎨⎪⎪⎩ 1 − xie × eit
Ci

� 1 − xie
AERi

, xie <AERi

0, xie ≥AER
i

, (8)

where eit is the electric energy consumed by the PHEV per kilometer
and the unit is kWh/km, Ci is the battery capacity and the unit is
kWh, and AERi represents the maximum distance that can be
traveled in the electric mode when the battery is fully charged.

The power required to fully charge the ith PHEV, Ei, can be
obtained as follows:

Ei � (1 − SOCi
0) × Ci. (9)

Then the charging duration of the ith PHEV can be derived as
follows:

Ti
c �

Ei

Pi
cκ

i
, (10)

where Pi
c is the charging power, and κi is the charging efficiency.

For the convenience of modeling, it is assumed that the end of the
last trip for PHEVs is the beginning of charging and that PHEVs are
only charged once a day (Tian et al. (2010); Clement-Nyns et al.
(2010)).As stated by statistics, the timeof the start of charging conforms
to the normal distribution, and its PDF can be expressed as follows:

f (tis) �
⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

1
σ ts

���
2π

√ e
− (tis−μts)2

2σ2
ts , (μts − 12)< tis ≤ 24

1
σ ts

���
2π

√ e
− (tis+24−μts)2

2σ2
ts , 0< tis ≤ (μts − 12)

, (11)

where tis is the time instant of the start of charging for the ith

PHEV; μt,s and σ t,s represent the mean value and standard
deviation of the starting time of charging, respectively. The
time for each PHEV to reach the charging station is independent.

According to the first come first service (FCFS) queuing
principle, the charging priority is set depending on the arrival
time of PHEVs. To determine whether the PHEV arriving at time
instant t can be charged immediately, it is necessary to know the
working status of the charging pile at time instant t. The working
status of the charging pile at time instant t can be expressed as
follows:

State � { 0, 0≤N(t)<Ncharging

1,N(t)≥Ncharging
, (12)

where N(t) is the number of PHEVs in the charging station at
time instant t, and Ncharging denotes the amount of charging piles.
The State value of 0 indicates that there are charging piles in the
idle state; the State value of one indicates that all charging piles are
in the working state.

Then, the remaining working time of all charging piles is
sorted in ascending order at each moment. When the State value
at time instant t is 1, the queue duration of the ith PHEV, tiwait , is
determined by the remaining working time of the charging piles
and the required charging duration of PHEVs waiting in the
queue. If there are charging piles in an idle status, the PHEV that
arrives first will be arranged for charging; otherwise, it will
continue to wait until a fully charged PHEV leaves.

According to the mobile charging strategy, if the current
charging station is the optimal charging station, the ending
time of charging is tis + Ti

c + tiwait . When the ending time of
charging tis + Ti

c + tiwait is less than 24, the charging load is
given by the following:

Pi
w � { Pi

c, t
i
s + tiwait ≤ t ≤ t

i
s + Ti

c + tiwait
0, 1≤ t < tis + tiwait , t

i
s + Ti

c + tiwait < t ≤T
, (13)

otherwise, the charging load is as follows:

Pi
w � {Pi

c, t
i
s + tiwait ≤ t ≤T

0, 1≤ t < tis + tiwait
. (14)

If the current charging station is not the optimal charging station,
the moving time is calculated as follows:

timove �
ds−s
vi

, (15)

where vi is the moving speed of the ith PHEV. In this study, all
PHEVs are assumed to drive at a constant speed.

Then the arrival time of the target charging station is as
follows:

tiarrive � t + timove (16)
However, considering the remaining power of the PHEV
including the remaining fuel and remaining power, the
maximum travelable distance is obtained as follows:

dimax � max⎛⎝gasir
gasip

,
SOCi

0 × Ci

eiTraction
⎞⎠. (17)

FIGURE 4 | PHEV queuing diagram.
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When dimax > ds−s, it is possible for the PHEV to move to the
selected target station. Conversely, the next best charging station
is selected, that is, the optimal charging station is selected within
the allowable range of the maximum driving distance.

The ith PHEVmay also be required to queue in the arrival station.
There will be a new waiting time tiwait,2 calculated using the remaining
working time of the charging piles and the required charging duration
of PHEVs waiting in the queue in the arrival station. For the
convenience of modeling, the consumption of electric power is
neglected, that is, the charging duration Ti

c remains the same.
When the ending time of charging tiarrive + tiwait,2 + Ti

c is less
than 24, the charging load in the optimal charging station is given
as follows:

Pi
w � { Pi

c, t
i
arrive + tiwait,2 ≤ t ≤ t

i
arrive + tiwait,2 + Ti

c

0, 1≤ t < tiarrive + tiwait,2, t
i
arrive + tiwait,2 + Ti

c < t ≤T
, (18)

otherwise, the charging load is as follows:

Pi
w � { Pi

c, t
i
arrive + tiwait,2 ≤ t ≤T

0, 1≤ t < tiarrive + tiwait,2
. (19)

Then, the total charging load of all PHEVs in a single charging
station is as follows:

Pstation k � ∑Ntotal

i�1
Pk
station t , (20)

where Ntotal is the total number of vehicles charged in a period.

3 RISK INDEX OF VOLTAGE VIOLATION
BASED ON PROBABILISTIC LOAD FLOW

Probabilistic load flow (PLF) was proposed by Borkoaka in 1974
to solve the uncertainty in the power system and reflect the
influence of random changes of various factors on the operation
of the system. Considering the randomness of the distributed
power generation and the PHEV load probability model in the
grid, the PLF algorithm based on the 2m + 1 point estimation
method (PEM) is employed to solve the voltage, and the risk of
voltage violation is analyzed.

3.1 Correlation Transformation
To deal with the correlation of the input variables of PLF (wind
speed, light intensity, daily load, etc.), Nataf transformation and
elementary transformation (ET) are applied to transform the
input variables in the correlated non-normal random vector
space (CNNRVS) into the independent standard normal
random vector space (ISNRVS) for the PEM (Li et al. (2020)).
Wind speed, light intensity, and daily load variables can be
described by Weibull distribution, Beta distribution, and
normal distribution, respectively (Bilir et al. (2015); Cao et al.
(2018); Ran and Miao (2016)). The PHEV charging load adopts
the mobile charging model established above.

3.1.1 Nataf Transformation
Nataf transformation is used to transform the variables in the
CNNRVS into the correlated standard normal random vector

space (CSNRVS). It should be noted that Nataf transformation is
applicable for variables known by the marginal distribution
function and the correlation coefficient matrix. Specific steps
are as follows.

As for input vector X, it is assumed that the cumulative
distribution function (CDF) of the input variable
xi(i � 1, 2,/, n) is known. A random vector Z in the
correlated standard normal space is introduced. The CDF is
obtained as follows:

{Φ(zi) � F(xi),
zi � Φ−1[F(xi)], i � 1, 2, . . . ,m (21)

where Φ(·) and Φ−1(·) are the CDF and the inverse CDF of
standard normal variables, respectively.

3.1.2 Elementary Transformation
After the Nataf transformation, the random vector Z in
the CSNRVS is obtained, which needs to be transformed into
the ISNRVS by ET transformation. ET transformation requires
the use of two lemmas:

Lemma 1 (Knapp (2007)) It is assumed that RZ is an
n-dimensional non-negative real symmetric matrix. There is
always an n-dimensional invertible matrix Q so that RZ can
be converted to a diagonal matrix R*

Z using the following
formula:

QTRZQ � R*
Z . (22)

Lemma 2 (Bauer (1996)) If there is an n-dimensional
invertible matrix that conforms to Eq. 23, then Eq. 24 is also
satisfied, as follows:

(Y1,Y2,/,Yn) � (Z1,Z2,/,Zn)diag(σ−1Z1 , σ−1
Z2
,/, σ−1Zn)Q, (23)

COV(Y) � (diag(σ−1Z1 , σ−1
Z2
,/, σ−1Zn)Q)TCOV(Z)(diag(σ−1Z1 , σ−1

Z2
,/, σ−1

Zn)Q),
(24)

where COV(Z) is the covariance of Z, COV(Y) is the covariance
of Y, and σZi is the standard deviation of zi.
The correlation coefficient matrix of the correlated standard
normal random vector RZ satisfies the following formula:

RZ � (diag(σ−1Z1 , σ−1
Z2
,/, σ−1Zn))TCOV(Z)diag(σ−1

Z1
, σ−1Z2 ,/, σ−1

Zn).
(25)

The vector Z obeys the normal distribution, and the components
have correlation.According to the definition of the covariance
matrix, it can be known that COV(Z) is a non-negative real
symmetric matrix and diag(σ−1Z1

, σ−1Z2
,/, σ−1Zn

) is an invertible
matrix. It can be seen that RZ is a non-negative real
symmetric matrix (31 (????)).
According to Lemma 1, combining Eq. 25, the following result is
obtained:

(diag(σ−1Z1 , σ−1Z2 ,/, σ−1Zn)Q)TCOV(Z)(diag(σ−1Z1 , σ−1Z2 ,/, σ−1Zn)Q) � R*
Z .

(26)

According to Lemma 2, the random vector Y can be obtained.
Comparing Eq. 24 with Eq. 26, it can be seen that COV(Y) is a
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diagonal matrix, and Yi and Yj are linearly independent. Z in the
CSNRVS is transformed into Y in the ISNRVS.

3.2 Probabilistic Load Flow Based on 2m +
1 PEM
The Monte Carlo and PE methods are commonly used to solve PLF.
Although the Monte Carlo method is highly accurate, it is
computationally intensive. Compared with the Monte Carlo
method, the PEM can not only reduce computational burden but
also achieve high accuracy by using the generated input variable
samples, which becomes a good alternative to the Monte Carlo
method. There are several different PEM approaches; the 2m + 1
PEM is widely used in PLF because it involves less calculation and
higher accuracy than other PE methods (Che et al. (2020); Xia et al.
(2016)). The 2m + 1 PEM is also called the 3m method. For m input
variables, 3m estimated points are constructed while m points
correspond to the same estimated point vector, so the 3m PEM is
transformed to the 2m + 1 PEM. The specific method is as follows.

The estimated value yi of the ith input variable Yi can be
obtained as follows:

yi,k � μyi + ξ i,kσyi, k � 1, 2, 3, (27)

where μyi and σyi are themean and deviation ofYi. ξi,k is the position
measurement coefficient of the estimated value, as shown below:

⎧⎪⎪⎨⎪⎪⎩ ξ i,k � ]yi
2
+ (−1)3−k

��������
λyi −

3
4
]2yi

√
, k � 1, 2

ξ i,3 � 0

, (28)

where ]yi and λyi are the skewness coefficient and the kurtosis
coefficient of yi. ξi,3 � 0 indicates that yi,3 is the mean value of yi.

When other input variables take the mean value, the variable yi
is replaced by each estimate yi,k in turn. The original samplematrix
Y ∈ Rn×m is reduced to an estimated point matrix Y ’∈ R(2m+1)×m.
After the construction of the estimates is completed, the estimated
point matrix Y ’∈ R(2m+1)×m is transformed from the ISNRVS to
the original space X’∈ R(2m+1)×m by inverse ET and inverse Nataf
transformation.

According to the analysis above, the input vector
X’∈ R(2m+1)×m is obtained, including the charging load of
PHEVs, daily load, wind speed, light intensity, and other
information. Then the deterministic load flow is operated 2m

+ 1 times. To the end, the output vectorW � (W1,W2,/W2m+1)
composed of branch power flows and nodal voltages is obtained.
The lth moment W can be expressed as follows:

E(Wl) ≈ ∑m
i�1
[ωi,1(W2i−1)l + ωi,2(W2i)l] + ω2m+1(W2m+1)l, (29)

where E represents the mean operator, and ωi,j is the probability
concentration. The mean and standard deviation of the output
variable can be expressed as follows:

μW � E(W), (30)

σW �
���������������
E(W2) − [E(W)]2

√
. (31)

The specific procedures of PLF are designated in Algorithm 1:

Algorithm 1: Procedures of PLF

Input: Xw, Xpvg , XL, XPHEV

Output: Vol
1:(Zw,Zpvg) � Nataf (Xw,Xpvg)
2:(Yw,Ypvg ,YL,YPHEV ) � ET(Zw,Zpvg ,XL,XPHEV )
3:Y ← [Yw,Ypvg ,YL,YPHEV ]
4:for i � 1:m
5: ]y,i � Skewness (Yi)
6: λy,i � Kurosis (Yi)
7: Calculate ξi,k according to (28)
8: μy,i � Mean (Yi)
9: σy,i � Var (Yi)
10: for k � 1:3
11: yi,k � μyi + ξi,kσyi
12: end
13: (Y ’w,Y ’pvg ,Y ’L,Y ’PHEV ) � Ponit (yi,k)
14:end
15:(X’w,X’pvg ,X’L,X’PHEV ) � Inverse (Y ’w,Y ’pvg ,Y ’L,Y ’PHEV )
16:(Pw, Ppvg) � Generation (X’w,X’pvg)
17:for i � 1:2m + 1
18: v � Flow (Pw, Ppvg ,X’L,X’PHEV )
19: Vol � Vol + ξv
20:end

Input and Output: Xw, Xpvg , XL, and XPHEV are wind speeds,
light intensity, basic load, and charging load of the PHEV. Vol
is the voltage of the power grid.

FIGURE 5 | Load loss when voltages exceed the security limits. (A) Voltage exceeds the upper limit. (B) Voltage exceeds the lower limit.
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3.3 Risk Index of Voltage Violation
The voltage violation risk of the ith node in the k period is
calculated using the voltage violation probability P(Vk

i ) and the
corresponding load loss Pload(Vk

i ) as follows:
R(Vk

i ) � P(Vk
i )Pload(Vk

i ), (32)

where Vt
i is the voltage of the ith node in the k period.

The probability of voltage violation can be obtained
from the voltage distribution of PLF results. In
general, the voltage distribution obeys normal distribution.
The probability of voltage violation can be expressed as
follows:

P(Vk
i ) � FI(Vk

i ∉ [Vk
imin,V

k
imax]), I � ∣∣∣∣∣∣Vk

i − μVk
i

∣∣∣∣∣∣< 3σVk
i
, (33)

where Vk
imax and Vk

imin indicate the upper and lower limits of
the node voltage and are set as 1.05 and 0.95 of the rated
voltage, respectively. μVk

i
and σVk

i
are the mean and standard

deviation of the nodal voltage. I is the confidence level when
the sample data of the voltage follow the “3σ principle.” F is
the CDF of Vk

i . The probability of voltage violation includes
the probability of exceeding the upper limit and exceeding the
lower limit.

The severity of the voltage violation is presented as follows:

Sev(Vk
i ) �

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩
Sev(Vk

i ) �
∣∣∣∣∣∣∣∣∣Vk

i − Vk
imax

Vk
imax

∣∣∣∣∣∣∣∣∣,Vk
i >Vk

imax

Sev(Vk
i ) � ∣∣∣∣∣∣∣∣∣Vk

i − Vk
imin

Vk
imax

∣∣∣∣∣∣∣∣∣,Vk
i <Vk

imax

(34)

where Sev(Vk
i ) and Sev(Vk

i ) indicate the severity index when the
node voltage exceeds the upper limit and the lower limit, respectively.

The corresponding load loss can be derived using the severity
of the voltage violation. The relationship between severity and
load loss is linear within a certain range, as shown in Figure 5.
The critical value of the upper severity is 14.29%
(|(1.2 − 1.05)/1.05|). The critical value of the lower severity is
15.79% (|(0.8 − 0.95)/0.95|). The action threshold of overvoltage
protection is set as 1.2 times the rated voltage value. The threshold
of overvoltage is set as 1.05 times the rated voltage value. The
critical value of the lower severity is the same.

The charging load increases after GSNs are attacked, and it
is an indisputable fact that the voltage level decreases and
the risk of voltage violation increases. PHEVs in the attacked
area are motivated to perform mobile charging using the
proposed mobile charging strategy. The charging stress in the

FIGURE 6 | Modified real coastal active distribution network.
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FIGURE 8 | Load variation of charging station C. (A) Charging load in the first 24 h (1st day). (B) Charging load in the third 24 h (3rd day).

FIGURE 7 | Load variation of charging station A. (A) Charging load in the first 24 h (1st day). (B) Charging load in the third 24 h (3rd day) (A–M, GSNs are attacked
and PHEVs move to charge; A–N, GSNs are attacked and PHEVs do not move to charge; N–N, GSNs work normally and PHEVs do not move to charge).
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FIGURE 9 | Load variation of charging station B. (A) Charging load in the first 24 h (1st day). (B) Charging load in the third 24 h (3rd day).

FIGURE 10 | Load variation of charging station D. (A) Charging load in the first 24 h (1st day). (B) Charging load in the third 24 h (3rd day).
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attacked area is then abated, which reduces the risk of voltage
violation.

4 SIMULATIONS

The modified coastal active power distribution network is used as
a case study to analyze the impact of the proposed mobile
charging strategy on the voltage (Strugar et al. (2013)), as
shown in Figure 6. Three wind farms and two photovoltaic
systems are installed at nodes 3, 4, 6, 11, and 17, respectively.
Four charging stations (A, B, C, and D) are considered in nodes 9,
13, 15, and 20. It is assumed that there are 14,000 residents in the
area and the quantities of vehicles per capita is 291 vehicles per
1,000 people (RS.Statistical Office (2016)). Moreover, the
penetration rate of PHEVs is set as 35%; it indicates that the
network has about 1,426 PHEVs (Li et al. (2020)). It is being
supposed that gas stations in the area located in nodes 9 and 15
cannot provide gas service due to GSNs being attacked, and only
the charging stations work normally. In other words, GSNs in the
area containing the charging stations A and C are attacked, while
GSNs in the areas containing the charging stations B and D work
normally. In this part, the effectiveness of the proposed strategy is
verified by comparing these three situations: GSNs are attacked
and PHEVs move to charge (A–M), GSNs are attacked and
PHEVs do not move to charge (A–N), and GSNs work
normally and PHEVs do not move to charge (N–N).

4.1 The Impact of Mobile Charging Strategy
on Charging Load
In general, there is not a lot of surplus of charging piles, especially
when GSNs are unavailable. This phenomenon adds congestion
to the charging station, as shown in Figures 7, 8. It is obvious that
the charging loads at charging stations A and C increase due to
the unavailability of GSNs. Moreover, the charging stations A and

C are fully loaded for a long time during peak charging periods. In
other words, PHEVs arriving at the peak charging period will
have to queue for a long time.

Moreover, the fully loaded duration of the charging station
is prolonged by an increase during the attacked time, as
depicted in Figures 7B, 8B. As can be observed, the
charging load in case of A-N almost remains the highest
during 17:00–24:00, which means that the more severe
charging congestion occurs in the charging station. The
charging jams and greater dependence of PHEVs on
electric energy proves that mobile charging is essential.

According to this mobile charging strategy, a portion of
PHEV users who originally charged at charging stations A
and C are encouraged to move to stations B and D for
charging. Hence, the comprehensive economic and time
benefits of users are protected. Consequently, the charging
stress of charging stations A and C is dispersed, and the fully
loaded duration of charging stations A and C decreases, as
shown by the red curves in Figures 7, 8. It is noteworthy that all
charging piles are involved, to work in stations A and C during
17:00–21:00 in case of 72 h of attack. In this case, it does not
illustrate that mobile charging has not occurred. As long as there
are PHEVs in the queue, the charging stations are still fully
loaded. Overall, the congestion in stations A and C is suitably
improved.

Figures 9, 10 present the load variations of stations B and D. It
is clear that the charging loads of charging stations B and D
increase during the peak charging periods viamobile charging of
PHEVs. Additionally, the longer the GSNs are attacked, the
greater the number of PHEVs going to charging stations B
and D. As a result, the charging congestion occurs in stations
B and D. The worst case is presented in Figure 8B. In fact,
although there is a queue at station D, it is still the optimal choice
for some PHEV users. According to Figures 7–10, it is obvious
that the mobile charging strategy is effective for relieving the
charging stress in attacked areas.

Each PHEV has its own waiting time and charging fee, so
there are 1,426 cases in this simulation. Here, 10 distinct results
of the waiting time and charging fee before and after mobile
charging are presented in Tables 1, 2. It can be seen from
Table 1 that after PHEVs move to the optimal charging station,
the waiting time of four PHEVs is zero, while the waiting time of

TABLE 1 | Comparison of the waiting time before and after mobile charging.

Case Waiting time (min)

Before mobile charging 47 38 23 30 30 29 35 24 34 76
After mobile charging 17 5 0 0 1 0 4 3 0 30

TABLE 2 | Comparison of the charging fee before and after mobile charging.

Case Charging fee (RMB)

Before mobile charging 12 16.25 26.75 47.75 24.25 24.5 22.5 38 40.75 35.75
After mobile charging 14.4 19.5 32.1 54.9 29.1 29.4 27 18.5 48.9 42.9

TABLE 3 | Comparison of the comprehensive index before and after mobile charging.

Case Comprehensive index

Before mobile charging 22.4 20.08 26.75 27.75 24.25 21.35 22.5 28 20.75 15.75
After mobile charging 20.62 18.35 22.35 24.9 19.1 18.92 18.36 22.5 18.9 12.9
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six PHEVs decreases significantly. Meanwhile, it is found from
Table 2 that the charging fee of one PHEV decreases
significantly, while the charging fee of nine PHEVs increases
slightly after mobile charging. It is seen from Table 3 that
although the charging fee increases, the waiting time is
shortened, and the comprehensive index is better. Therefore,
PHEVs choose mobile charging instead of waiting in place.
When the current charging station is optimal, PHEVs will wait

in place for charging, so the charging cost and waiting time will
not change.

4.2 The Impact of Mobile Charging Strategy
on the Voltage Violation Risk
For further analysis, the risk of voltage violation is presented to
illustrate the effect of the mobile charging strategy.

FIGURE 12 | Comparison of the voltage violation risk of node 15 for different attack durations. (A) First 24 h (1st day). (B) Third 24 h (3rd day).

FIGURE 11 | Voltage comparison of node 15 for different attack durations. (A) First 24 h (1st day). (B) Third 24 h (3rd day).
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Considering the similarity of the load variation shown above,
only node 13 (connected by the charging station) and node 15
(connected by charging station C) are taken as the examples to
analyze.

Figure 11 depicts the voltage comparison of node 15. A
voltage drop can be observed when GSNs are unavailable. In
addition, as the attack time is prolonged, the voltage drops
more. However, due to the limitation of the charging piles, the
voltage does not drop excessively. It is obvious that the
duration that the voltage is at a lower level is longer due to
the extension of the fully loaded periods. For the mobile
charging strategy, the voltage of node 15 at peak periods
rises up in the first 24 h of attack (first day). Consequently,
the risk of voltage violation decreases significantly as shown in
Figure 12A. In the case of the first 72 h of attack, no matter
whether PHEVs move or not, station C is always fully loaded
during 17:00–21:00, resulting in a little change in the voltage
and the risk of voltage violation. After 21:00, the voltage
increases and the risk of voltage violation decreases because
of a decrease in the charging load of station C, as shown in
Figures 11B, 12B. In conclusion, the charging load of PHEVs
is dispersed using the mobile charging strategy, and the
voltage level increases and the risk of voltage violation is
reduced.

Figure 13 shows the voltage and the violation risk of node
13. After mobile charging of PHEVs, it is obvious that the
voltage during the peak charging period decreases because of
the increase in the charging demand. However, the risk of
voltage violation is always at 0, as shown in Figure 13B,
denoting that the risk is not affected by mobile charging of
PHEVs. In fact, although the voltage of node 13 drops on
using the mobile charging strategy, it does not cause the
voltage limit to be exceeded, that is, the increasing load is
within its acceptable range.

5 CONCLUSION

For a surge of the PHEV charging load under the regional
GSNs being attacked, this study investigates the risk of
voltage violation after the mobile charging of PHEVs. In

view of the phenomenon of charging congestion under
GSNs that have been attacked, the mobile charging strategy
is proposed to encourage users to charge movably. The
charging fee, queueing time, and location of the charging
station are emphasized, and the mobile charging model is
developed to relieve the charging stress of charging stations in
the attacked areas. Then the PLF based on the 2m + 1 PEM is
used to obtain the voltage distribution, and a risk index of
voltage violation is set up to analyze the impact of PHEV
mobile charging.

The validation of the proposed mobile charging strategy
is performed on the modified coastal active power
distribution network. The results demonstrate that the
charging load in the attacked area of GSNs is significantly
reduced, which further indicates that PHEVs are encouraged
to move using the mobile charging strategy, and the full-
loaded time is sharply decreased. After mobile charging, the
charging stress of charging stations located in the attacked
area is dispersed and the voltage level rises. Therefore, it
indicates that the risk of voltage violation can be reduced
using the proposed mobile charging strategy. It is worth
mentioning that the security constraint of charging stations
located in unattacked areas is neglected. However, the
excessive movement of PHEVs may lead to an increase in
the risk of voltage violation in normal areas, although the
risk in normal areas has always been zero in this work.
Therefore, more security constraints can be investigated
in future work.
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