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Research on the risk evaluation of
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In order to mitigate global warming and help the country achieve its carbon
peaking and carbon neutrality targets at the earliest possible time, the emission-
control companies should accomplish the carbon compliance in accordance with
relevant national policies and regulations. However, these companies frequently
face the failure risk of carbon compliance subjected to various factors, including
the national carbon quota policy, local carbon market situation, the verification
of carbon offset projects, as well as the effectiveness of carbon reduction
technologies. To help the enterprises avoid the risk of carbon-compliance
failure and design rational carbon asset management strategy, in this research,
the innovative combination of interpretive structural modeling (ISM), Bayesian
network model, risk calculation and sensitivity analysis method was formulated.
Firstly, the ISM method was used to establish a hierarchical relationship of
risk factors that contribute to the failure of carbon compliance. Secondly, the
probability prediction model of carbon-compliance failure risk based on the
Bayesian network model was established by aid of the Netica software. Thirdly, the
risk value of enterprise’'s carbon compliance failure was quantitatively calculated
based on its production operation and carbon asset management. Finally, the
sensitivity analysis method was used to identify critical risk factors and design risk
control measures for six well-known domestic enterprises, laying good foundation
for improving the success rate of carbon compliance and facilitating low-carbon
green transformation. Compared to traditional qualitative risk assessment method,
this combined approach is capable of realizing the quantitative evaluation of
failure risk based on comprehensive investigation and analysis of the production
and operational situation, which provides effective technical support to enhance
enterprise’'s compliance awareness and improve low carbon competitiveness.

KEYWORDS

carbon compliance, risk evaluation, ISM method, Bayesian network, sensitivity analysis
method

1. Introduction

Global warming is a pressing issue that profoundly affects the development and
progress of human society. Developing a low-carbon economy characterized by low energy
consumption and low GHG (greenhouse gas) emissions and establishing a low-carbon
society have become a basic consensus and critical strategy for countries around the world
in order to mitigate climate change and achieve sustainable development (Trotter et al,
2022; Pentz and Klenk, 2023). In the 75th session of the United Nations General Assembly,
President Xi Jinping announced the strategic goal that ‘China will improve its independent
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national contribution, adopt more vigorous policies and measures,
strive to reach the peak CO, emission by 2030, and achieve
the carbon neutrality by 2060’. This announcement shows the
direction for the next phase of national energy structure adjustment
and green development (Zhu et al., 2018). Under the context
of energy conservation, carbon emission reduction, and low-
carbon development, the emission permits trade market of carbon
(abbreviated to the carbon market) of China was established in
2021. The market mechanism and trading rules are capable of
regulating and adjusting the carbon asset management strategies
of participating parties, significantly improving the flexibility
of carbon reduction strategies. This way helps high-emission
companies to establish a conception of low-carbon development
and realize the goals of carbon peaking and carbon neutrality.
Overall, the establishment of the carbon market in China is a crucial
step toward the country’s green development and transition (Nie,
2022).

Emission control enterprises are a crucial part of the carbon
market and are driven by carbon compliance to participate
in carbon emission trading, which is the only way for them
to complete low-carbon transformation and realize green
development. With the rapid development of the carbon market,
emission control companies with high GHG emissions will
face a bigger challenge. On the one hand, the approaching
deadline of the ‘carbon peaking and carbon neutrality goals’ has
imposed more stringent carbon reduction requirements on these
enterprises, leading to tremendous pressure on their production
and operation. On the other hand, these enterprises are affected
by various factors such as policies, markets, and technologies in
fulfilling their compliance and emission reduction obligations,
resulting in the failure risk of carbon compliance. Therefore,
the accurate evaluation of the carbon compliance failure risk
and effective regulation of risk factors are beneficial to enhance
enterprises compliance awareness, increase their enthusiasm
to participate in a market transaction, and ultimately realize
their green and low-carbon transformation while maintaining
sustainable and healthy development. To assist enterprises in
completing carbon compliance and avoiding the compliance
failure risk, many scholars and experts have conducted extensive
and in-depth research on the risk evaluation of enterprises’
carbon compliance (Blanco and Rodrigues, 2008; Chevallier
et al., 2009; Fan and Wang, 2014; Chen, 2015; Zhao et al., 2017;
Liang, 2018; Guan et al., 2019; Wang et al., 2020; Xu, 2020a;
Guerin, 2021; Hang and Tan, 2021; Gao and Gao, 2022; Zhu
and Hou, 2022; Tian et al, 2023). For example, Chen (2015)
summarized the problems associated with the carbon compliance
risk management process of enterprises, including the failure
to incorporate carbon management into strategic planning, the
lack of a unified carbon management information platform,
the lack of a carbon compliance risk pre-warning mechanism,
and weak carbon asset management capabilities. Xu (2020a)
established an integrated evaluation index system of carbon
compliance risk coupling the political, market, and operational
risk and completed the risk evaluation of carbon compliance
based on the multi-attribute evaluation method. Guan et al. (2019)
analyzed four types of factors affecting carbon compliance under
the carbon trading mechanism, which included policy factors,
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market factors, industry factors, and enterprise factors, and they
also examined the influence of carbon price, carbon quota, and
carbon emission levels on enterprises’ carbon asset management.
Blanco and Rodrigues (2008) considered the impact of incentive
effects caused by the carbon trading mechanism on the carbon
compliance cost of enterprises and proposed a market operation
scheme for driving emission control enterprises to participate in
the carbon trading market. Chevallier et al. (2009) investigated the
interaction between low-carbon technologies and compliance costs
and proved that the successful implementation of energy-saving
technologies was capable of reducing the cost and contributing
to the successful possibility of enterprises’ carbon compliance.
Liang (2018) proposed the optimal carbon management strategy
based on the production and emission characteristics of iron and
steel enterprises for ensuring carbon compliance on schedule.
Meanwhile, Hang and Tan (2021) examined the low-carbon
transformation path of a petrochemical enterprise and pointed out
the challenges encountered by the enterprise during the carbon
compliance process.

As in the research findings mentioned above, it is concluded
that most of the existing evaluations of carbon compliance risk are
based on a macro-analysis approach, which examines the impact
of various factors on an enterprise’s carbon compliance, such as
market fluctuation, policy development, and carbon reduction
technologies. Although these qualitative assessments facilitate the
increase in the success probability of carbon compliance, however,
the inability to accurately identify the risk-causing effects of the
abovementioned factors and quantitatively evaluate the compliance
failure probability will lead to weak crisis awareness, inaccurate
risk evaluation, and ineffective carbon asset management of the
enterprise. This will directly affect healthy development and
low-carbon transformation in the future. In other fields, the
interpretive structural model (ISM) has been used to display the
structural relationships of a complex system by using minimal
directed topological diagrams without compromising the system’s
functionality (Huang et al., 2022; Li et al., 2022; Qian et al., 2022;
Zhao et al., 2022). Similarly, the Bayesian network model can
be used to calculate and display the occurrence probability of
non-specified events by using the pictorial form, where statistical
analysis techniques are employed to infer unknown variables based
on certain known variable values (Sacchi and Swallow, 2021; Joffard
et al,, 2022; Ren et al., 2022; Wang and Xu, 2022; Yao et al., 2022).
Therefore, the combination of these two methods is suitable for
calculating the occurrence probability of carbon compliance failure
risk in an enterprise. However, there is little research on their
application in the evaluation of carbon compliance failure risk.

Therefore, the aim of this research was to fill this gap and
propose a novel combination method for evaluating the carbon
compliance failure risk of six prominent domestic enterprises in
China, namely, steel, power, cement, petrochemical, aviation, and
electrolytic aluminum, which were also the first batch of companies
2022;

Ll

included in the carbon market management (Bin and Zhang,
Wang et al.,, 2023). This research involved several tasks: (i) the
determination of the carbon quota of each enterprise by using
the baseline method; (ii) the hierarchical division of risk factors
causing carbon compliance failure with the aid of the interpretive
structure model; (iii) the establishment of a probability prediction
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FIGURE 1
Technological roadmap.

model of carbon compliance failure risk based on the Bayesian
network model; (iv) the calculation of the risk value of carbon
compliance failure of six enterprises based on the risk definition;
and (v) the identification of major risk factors using the sensitivity
analysis method, which is beneficial in generating specific risk
control measures. On the whole, the aforementioned research
achievements provide excellent technical support for high-emission
enterprises to avoid carbon compliance failure risk and improve
their low-carbon competitiveness.

2. Methodology

2.1. Overall technical route

Figure 1 shows the overall technology roadmap. The

interpretive structure model was first used to determine
the hierarchical relationship of risk factors causing carbon
Then, the

enterprises carbon compliance failure risk was calculated

compliance failure. occurrence probability of
based on the Bayesian network model. Next, the risk was
quantitatively evaluated by incorporating the losses caused by
compliance failure into the computational process. Finally,
the critical risk-causing factors were identified with the aid
of the sensitivity analysis method; correspondingly, the risk
control measures were proposed, which provide the technical
support for reducing the risk of compliance failure and
promoting the green low-carbon transformation of target

enterprises.

2.2. Risk calculation of enterprises’ carbon
compliance failure

As a crucial mechanism in China, the carbon compliance
process regulates that the targeted enterprise needs to adjust its
carbon emission behavior in order to ensure its annual carbon
emission magnitude is less than or equal to the initial carbon
quota allocated by the local authority. The enterprise’s failure to
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TABLE 1 The summary of risk factors causing carbon compliance failure.

Category Specific risk-causing indicators

Carbon market
factors

The over-high price of carbon quota

The asymmetric market information

Carbon quota factor | The reduction of free initial quota due to the market

development

The reduction of free initial quota caused by the
variation in government policy

The reduction of free initial quota subjected to the
change in its allocation method

Technical factors of
carbon reduction

The improper operation of personnel

The equipment loss

The difficulty in production technology transformation
of enterprise

Identification factor
of CCER project

The reduction of CCER’s offset proportion

The offset magnitude reduction due to the inaccurate
identification of CCER project

The decrease in the number of CCER project

comply with these regulations will result in a penalty or fine
and reputational damage (Tian and Xu, 2020; Xu, 2020b; Yang,
2021a). The carbon compliance failure risk of the enterprise
consists of of compliance risk factors, compliance failure risk
incidents, and compliance failure loss. Among them, compliance
risk factors are the conditions that cause or increase the chance
of compliance failure or enlarge the loss magnitude, which are
the potential reason for compliance failure. The compliance
failure risk incidents are the episodic events that lead to carbon
compliance failure, which are the important medium of default
loss. The compliance failure loss is the loss due to the failure
of carbon compliance tasks, such as a financial penalty, credit
damage, and reduction of free carbon quota (Yang, 2021b). The
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TABLE 2 The adjacency matrix of risk factors.

X, 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
X3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
Xy 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
Xs 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Xs 0 1 0 0 0 0 1 0 0 0 0 0 0 0 1
X7 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1
X3 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1
Xy 1 0 0 0 0 0 0 0 0 1 1 1 0 0 1
Xio 1 0 1 0 0 0 0 0 0 0 0 0 0 0 1
X1 1 0 1 0 0 0 0 0 0 0 0 0 0 0 1
X2 1 0 0 1 0 0 0 0 0 0 0 0 0 0 1
Xi3 1 0 0 1 0 0 0 0 0 0 0 0 0 0 1
X4 1 0 0 1 0 0 0 0 0 0 0 0 0 0 1
Xis5 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Note: X represents the high price of free carbon quota; X represents the decrease in the carbon reduction amounts of enterprise; X3 represents the reduction of free carbon quota of enterprise;
Xy represents the reduction of CCER offset magnitude; Xs represents the asymmetry of carbon market information; X represents the improper operation of personnel; X; represents the
equipment loss; Xg represents the difficulty in production technology transformation of enterprise; X9 represents the reduction of free initial quota due to the market development; X;o
represents the reduction of free quota caused by the variation in government policy; X;; represents the reduction of free initial quota subjected to the change in its allocation method; X,
represents the reduction of CCER offset ratio; X;3 represents the offset magnitude reduction due to the inaccurate identification of CCER project; X14 represents the decrease in the number of
CCER project; X5 represents the failure of enterprise’s carbon compliance.

TABLE 3 The reachability matrix of risk factors.

X1 X2 X3 X4

Xe X7 Xg X9 Xio X1 X2 X3 X Xps

Xy 1 0 0 0 0 0 0 0 0 0 0 0 0 0 1
X, 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1
X3 0 0 1 0 0 0 0 0 0 0 0 0 0 0 1
Xy 0 0 0 1 0 0 0 0 0 0 0 0 0 0 1
Xs 1 0 0 0 1 0 0 0 0 0 0 0 0 0 1
Xs 0 1 0 0 0 1 1 0 0 0 0 0 0 0 1
Xy 0 1 0 0 0 0 1 0 0 0 0 0 0 0 1
X3 0 1 0 0 0 0 0 1 0 0 0 0 0 0 1
Xy 1 0 1 1 0 0 0 0 1 1 1 1 0 0 1
Xio 1 0 1 1 0 0 0 0 0 1 0 0 0 0 1
X1 1 0 1 1 0 0 0 0 0 0 1 0 0 0 1
X2 1 0 0 1 0 0 0 0 0 0 0 1 0 0 1
X3 1 0 0 1 0 0 0 0 0 0 0 0 1 0 1
Xi4 1 0 0 1 0 0 0 0 0 0 0 0 0 1 1
Xis 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1

risk evaluation of carbon compliance failure is to quantitatively  risk value of compliance failure was calculated based on the
assess the risk value of carbon compliance failure by measuring  following equation:

the occurrence probability of compliance failure and default loss

caused by risk factors, which lays the theoretical foundation for

subsequent risk control measures and compliance strategies. The R=PxC, (1)
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FIGURE 2
Hierarchical relationship among risk factors based on the ISM method.
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Occurrence probability prediction model of the enterprises’ carbon compliance failure risk.

where R is the risk value of compliance failure; P is the probability
of compliance failure, %; and C is the economic loss caused by the
enterprise’s compliance failure, million yuan.

2.3. Hierarchical division of risk factors
based on the ISM method

There are many risk factors with a complex interactive
relationship that lead to the failure of an enterprise’s carbon
compliance; it is, thus, extremely difficult to calculate the
failure probability of carbon compliance. The first task of
failure risk evaluation is to identify the autocorrelation and

portray the hierarchical relationship among the affected
factors. As a typical system structure analysis method,
the ISM (interpretive structural modeling) method is
capable of illustrating the intricate relationship among

Frontiersin Ecology and Evolution

the
structure,

system factors and formulating a clear hierarchical

which is suitable for completing the internal
analysis of the system with many elements and unclear
relationships. The basic process of the model formulation
was as follows:

(i) Through the combined utilization of the data collection,
literature review, and expert consultation, the relationship among
the influencing factors was identified based on the association rule;
the initial determination of the relationship among the affected
factors was completed; the adjacency matrix containing 0 and 1

variables was formulated as follows:

)L Xihas an effect onX;

a;i = 2
Y 0, Xjhas no effect onXj, @)

where X; and X; are the different influencing factors; and a;; is
the [0,1] element of the adjacency matrix.
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Free carbon quota and the difference between a quota and the actual emissions of the six enterprises.

TABLE 4 The carbon asset management of six enterprises.

The carbon market

The management measures

The certification of

The technology of carbon
emission reduction

Steel enterprise Active participation in carbon

market

CCER project

The promotion of low-carbon
metallurgical technology

Active participation in the trading
of CCER project

Five carbon trading pilot projects
were implemented.

Electric power enterprise

The active research and development of
green technologies such as CCUS and
microalgae carbon sequestration.

The rapid development of CCER
project

Active participation in the pilot
activities of the national carbon
market construction

Cement enterprise

The active research and development of /
CCUS technology

Chemical enterprise Active participation in carbon

The active development of carbon The carbon emission has been

market reduction technologies such as offset through purchasing the
molecular oil and green hydrogen CCER projects.
refinement
Aviation enterprise / The fuel saving of operation and the /

optimization of the energy structure

Electrolytic aluminum enterprise Active research on carbon trading

The research and development of
low-carbon technologies

The development of forestry
carbon sequestration

(ii) Based on the formulated adjacency matrix, the Boolean
logic operation rule was used to generate the reachable matrix,
which is written as follows:

M=A+D" =@+ D8 %@+ DK, (3)

where A is the adjacency matrix; I is the unitary matrix; and M
is the reachability matrix.

(iii) The hierarchical division method was exploited to
decompose the structure of the reachable matrix. As a result, the
interpretive structure model was formulated, and the hierarchical
relationship diagram of the influencing factors was plotted.

Frontiersin Ecology and Evolution 06

2.4. Probability calculation of the
enterprise’s carbon compliance failure risk
with the aid of the Bayesian network model

The Bayesian network with N nodes is described as follows:

N = (DAG, P) = ((V,E),P) (4)
V= {vi,va, - vj} (5)
E= {61,82,"'61'}, (6)

frontiersin.org
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where DAG is the structure of the network; V is the set of node
variables in the network; v; is the node variables in the network; E
is the set of directed edges with links in the nodes; P is the set of
conditional probability distributions, which is described as follows:

P(XY,Z) = P(X|Z), (7)

where X, Y, and Z are the disjoint subsets in the set of variables;
U ={x1, x25..., x;}; P(Y,Z)>0. It is assumed that X and Y are
independent with respect to P(U) under the condition that Z is
known, which is denoted as X L Y|Z.

Frontiersin Ecology and Evolution

The joint probability can be decomposed into equation
(8) based on equation (7), indicating that the introduction
of the Bayesian network reduces the complexity of joint
probability calculation and facilitates the smooth realization of
Bayesian inference.

P(V) = [P(XiX1, Xz - Xio1) = [ [ P (Xilparent (X))~ (8)
i=1 i=1

POV =" o PV ©)
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Risk value of the enterprises’ carbon compliance failure.

TABLE 5 The identification of critical risk factors for enterprise’s carbon compliance failure.

Risk factors

The occurrence probability of carbon

Sensitivity degree

compliance failure

(0)74 50% [0[0)7
The improper operation of personnel 25.1% 24.1% 23.1% 2%
The reduction of free initial quota due to the market 27.2% 23.9% 20.6% 6.6%
development
The asymmetry of carbon market information 26% 19.7% 16.6% 9.4%
The equipment loss 25.4% 24% 22.6% 2.8%
The difficulty in production technology transformation of 24.8% 24.7% 24.5% 0.3%
enterprise
The reduction of free quota caused by the variation in 23% 21.6% 20.1% 2.9%
government policy
The reduction of free initial quota subjected to the change in 25% 22% 20.9% 4.1%
its allocation method
The reduction of CCER offset ratio 25.7% 23.6% 21.6% 4.1%
The offset magnitude reduction due to the inaccurate 23.6% 21% 18.4% 5.2%
identification of CCER project
The decrease in the number of CCER project 25.1% 22.8% 20.4% 4.7%

where P(V) is the joint distribution of the network; parent(X;)
is the parent of node X;; and P(V) is the edge probability of
node X;.

According to the Bayesian theorem, when the occurrence
probability of an event is known, the occurrence probability
of other relevant nodes is deduced. It is assumed that the
event e is given, and the probability of P (Vle) is calculated
as follows:

P(V,e)  P(Vle)
Pe) Y ,P(V,e)

P (Vle) = (10)

Frontiersin Ecology and Evolution

3. Formulation of the probability
prediction model for enterprises’
carbon compliance failure risk

3.1. Identification of risk factors causing
carbon compliance failure

In order to realize carbon compliance on schedule, the
emission control enterprises first utilize the historical method to
estimate their possible free emission quota based on historical
carbon emission amount, then calculate their clearance volume,
which is equal to the gap between actual carbon emission and
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emission quota, and finally, they generate a rational carbon
asset management pattern, including appropriate carbon reduction
measures, optimal market participation strategies, and suitable
China Certified Emission Reduction (CCER) projects. In terms
of carbon reduction, enterprises can achieve carbon emission
reduction through the advancement of the production technology
and implementation of emission reduction technology or the
development of CCER projects. Additionally, enterprises with
insufficient quotas can purchase the carbon quota in the carbon
market for realizing carbon compliance. It is summarized that
three types of measures help assist enterprises to realize carbon
compliance on schedule, which include appropriate carbon
reduction measures, optimal market participation strategies, and
suitable CCER projects. Therefore, this study classified the risk
factors leading to compliance failure into four categories of
factors, namely, carbon market, carbon quota, carbon emission
reduction technology, and CCER recognition, respectively. Table 1
provides the specific risk-causing indicators based on the factor
identification process, which lays the foundation for subsequent
quantitative evaluation of carbon compliance failure risk.

3.2. Hierarchical division of risk factors
causing carbon compliance failure based
on the ISM method

Based on the identified results of the risk factors in Section
3.1, the adjacency matrix (as shown in Table 2) and reachability
matrix (as shown in Table 3) of the influencing factors of carbon
compliance failure were generated; correspondingly, Figure 2
shows the hierarchical diagram of a risk factor with the aid of the
interpretation structure model.

As shown in Figure 2, the risk factors leading to the failure
of enterprises’ carbon compliance were divided into four levels,
where the division results conformed to the actual situation. It
was found that low-level factors will affect high-level factors. For
example, the improper operation of personnel at the fourth level
may lead to equipment loss at the third level. In addition, the
decrease in the free initial quota due to market development
exerts an influence on the free quota provided by the government
and its allocated way. Moreover, third-level factors, such as
asymmetric market information, the change in CCER offset ratio,
the deviation in identified CCER’s carbon reduction amounts,
and the decrease in the number of CCER projects, will force the
emission control enterprise to passively enter the carbon market
for purchasing the carbon quota in order to complete the quota
settlement and payment. This will lead to the over-high carbon
quota price. Similarly, the equipment loss and the difficulty in the
production technology transformation of the enterprise will impair
the implementation of the carbon reduction technology, which is
adverse to the realization of the expected carbon reduction.

3.3. Probability prediction model of
enterprises’ carbon compliance failure risk
based on the Bayesian network model

Based on the aforementioned determined hierarchical
relationship among risk factors, and considering the advantages of
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the Bayesian network with its low data requirement and intuitive
and great inferential capabilities based on existing information,
in this research, the Bayesian network model was adopted to
establish the risk probability prediction model of enterprise’s
carbon compliance failure. The Netica software is a Bayesian
network tool with a user-friendly interface, which offers a range of
practical features, such as parameter learning, Bayesian inference,
and sensitivity analysis. Compared with other software, it is
capable of realizing a visual display of the posterior probability and
occurrence probability calculation of specific events. Therefore,
the Netica software was first chosen to establish the preliminary
Bayesian network based on the aforementioned hierarchical
diagram of risk factors. Second, combined with an on-site
survey and literature review, the risk factors causing the carbon
compliance failure of the enterprise were collected and organized,
such as the government policy, carbon market fluctuation, carbon
reduction situation of the enterprise, and the identification of
the CCER offset magnitude. Finally, the Bayesian network-based
probability prediction model of the enterprise’s carbon compliance
failure risk was formulated by using the self-learning process of
the Netica software (as shown in Figure 3), which is capable of
calculating the occurrence probability of the enterprises’ carbon
compliance failure risk under various risk factors.

4., Case study

4.1. Determination of targeted enterprise

In order to better reflect the accuracy and rationality of the
interpretive structure model and Bayesian network model in the
risk evaluation of carbon compliance failure, in this study, the
first batch of six wellknown domestic enterprises, including in
the carbon market management, was selected as the research
objects, i.e., steel, electric power, petrochemical, cement, aviation,
and electrolytic aluminum. Referring to the annual reports and
social responsibility reports in the last 5 years released by
six enterprises, the production and operation situation, carbon
emission, and carbon asset management of these six enterprises
were analyzed and evaluated. Finally, the risk evaluation of carbon
compliance failure for six enterprises was accomplished based on
the aforementioned methods.

4.2. Risk probability prediction of
enterprises’ carbon compliance failure

Based on the production and operation status and actual
carbon emission amounts of the six enterprises, combined with the
relevant policies of free carbon quota in the region, the free carbon
emission quota and the quota gap to be paid were calculated (as
shown in Figure 4). As shown in Figure 4, the pressure of quota
clearance and the difficulty of carbon compliance were found to
be significantly different among the six enterprises. For example,
although the chemical enterprise owns the largest free allowance
of 153.945 million tons, its quota gap is relatively large due to
the high carbon emissions during their production and operation
processes, at 18.615 million tons. Conversely, the airline enterprise
has the smallest free quota of 13.127 million tons; correspondingly,
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its quota clearance pressure is also small due to the low annual
carbon emission at 15.442 million tons.

With the background of the ‘dual carbon goals, the amount of
free basic quota for enterprises will be reduced. In order to ensure
the smooth realization of carbon compliance, enterprises need
to design and execute reasonable and effective quota settlement
measures based on their own carbon asset management and
external carbon market environment. Table 4 shows the carbon
asset management of these six enterprises. Among them, the
chemical enterprise pays attention to carbon asset management
and widely participates in various fields, since it has the greatest
pressure on quota clearance. Conversely, the aviation enterprise
attaches importance to its own emission reduction potential due
to the small quota gap, leading to the inactive participation of the
carbon market and CCER market.

Figure 5 shows the implementation of three types of measures
for the six enterprises. In order to effectively reduce the carbon
compliance cost, all six enterprises chose to clear the quota gap
without the reserve space, resulting in inelasticity in carbon asset
management and limited ability to resist the compliance failure
risk. Among them, the steel and electrolytic aluminum enterprises
adopted production technology innovation for realizing carbon
compliance due to a large number of quotas that needed to
be cleared and the obvious progress of production technology.
Their carbon reduction amounts were 4.70 million tons and 7.36
million tons, respectively. Conversely, electric power and chemical
enterprises filled the quota gap by purchasing the quota. This is
because the local carbon market was improved with transparent
trading, where the purchase amounts reached 5.54 million tons and
8.22 million tons, respectively. In addition, the steel, electric power,
and chemical enterprises finished the part of quota settlement
by developing CCER projects due to the limited number of
CCER projects and the controversy in the identification of carbon
reduction, where the offset amounts were 70, 300, and 6.5 million
tons, respectively.

Based on the aforementioned carbon asset management
measures of the six target enterprises, combined with the carbon
quota policy, carbon market price, carbon reduction technology
implementation, and CCER project situation of the local region,
the occurrence probability of various risk factors corresponding to
six enterprises was first predetermined. Next, they were inputted
into the probability prediction model of the enterprise’s carbon
compliance failure risk based on the Bayesian network model.
Finally, the probability of enterprises’ carbon compliance failure
was calculated, which is shown in Figure 6.

As depicted in Figure 6, the compliance failure probability of
steel, electric power, cement, chemical, aviation, and electrolytic
aluminum is 69.7, 84.1, 84.4, 62, 76, and 65.1%, respectively.
As mentioned above, their clearance volume is equal to the
gap between the carbon emission and quota, without the
reserved space. This leads to the limited ability to resist the
compliance failure risk, which is also the main reason why the
compliance failure probability of the six enterprises is generally
high. In addition, it is concluded that the limited carbon asset
management measures may also result in carbon compliance
failure. For example, the cement and aviation enterprises have
a high probability of failure due to their excessive reliance
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on their own technological innovation, although their gap is
small. Conversely, the chemical enterprise has a large clearance
pressure; however, its compliance failure probability is the lowest
because it actively participates in the carbon market and develops
CCER projects; meanwhile, its carbon reduction technologies are
relatively mature.

4.3. Risk evaluation of the enterprise’s
carbon compliance failure

The compliance failure risk evaluation of the enterprise
is not only affected by the probability of compliance failure
but also the loss caused by compliance failure. Currently, the
penalty institution for an enterprise’s carbon compliance failure
is slightly different across the country, including two forms:
economic punishment and non-economic punishment. Among
them, economic punishment means penalties of 3-5 times the
average carbon price based on the gap value. The non-economic
punishment includes the inclusion of credit history, the cancelation
of financial assistance, and the reduction of the free carbon
quota in the next year. In order to realize the quantitative
failure risk assessment of the six enterprises, it was assumed that
the non-economic penalty can be converted into an economic
penalty. The economic loss caused by the carbon compliance
failure of six enterprises was calculated based on the gap value.
Figure 7 demonstrates the economic loss and risk value of the
six enterprises.

As shown in Figure 7, the chemical enterprise has the highest
risk value of compliance failure, at 2,276.06; correspondingly,
the aviation enterprise has the lowest risk value, at only 273.05.
Although the chemical enterprise has the most comprehensive
carbon asset management measures and the strongest ability to
resist the failure risk, leading to the lowest failure probability,
its economic cost caused by compliance failure is the highest
(36.7107 million yuan) due to the largest gap, resulting in
the highest risk value. As for the aviation enterprise, its
carbon quota gap is the smallest, leading to a low economic
penalty and risk value, although its failure risk probability
is higher.

5. Risk control measures generation
for carbon compliance failure

5.1. Identification of major risk factors
based on the sensitivity analysis method

Considering that various risk factors exert different influences
on the carbon compliance failure of an enterprise, the quantitative
evaluation of the impact caused by risk factors on carbon
compliance and the accurate identification of critical risk
factors are of great importance for enterprises in order to
design subsequent risk control measures and execute low-
carbon rectification. The occurrence probability of risk factors
was designed as three levels: 0, 50, and 100%; moreover, the
difference between the maximum and minimum occurrence
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probability of carbon compliance failure was defined as the
sensitivity degree. Based on the risk probability prediction model
formulated in section 3.3, the sensitivity degree was calculated
for reflecting the influence of risk factors on the occurrence
probability of the enterprises’ compliance failure. Table 5 provides
the occurrence probability of carbon compliance failure and factor
sensitivity degree of the six enterprises under the fluctuation of
risk factors.

As shown in Table 5, the occurrence probability of an
enterprise’s compliance failure will change with the variation in
the occurrence probability of the risk factors. For example, at
three probability levels of CCER offset reduction, the occurrence
probability of carbon compliance failure is 25.7, 23.6, and
21.6%, respectively. Similarly, accompanied by the change in
the occurrence probability of initial carbon quota reduction
caused by varying allocation methods, the occurrence probability
of compliance failure reaches 25, 22, and 20.9%, respectively.
The comparison results of the sensitivity degree among all the
risk factors demonstrated that three risk factors, including the
asymmetry of trading information, the free quota reduction caused
by the carbon market development, and the deviation in the
identification of carbon reduction of CCER projects, exert a
significant influence on carbon compliance, with the sensitivity
degrees of 9.4, 6.6, and 5.2%, respectively. Therefore, they have
been identified as critical risk factors causing carbon compliance
failure; correspondingly, effective countermeasures are needed to
be generated in order to raise the success rate of the enterprises’
carbon compliance.

5.2. Risk control measures for carbon
compliance failure of enterprises

To reduce the failure risk of enterprises’ carbon compliance,
three types of control measures have been proposed corresponding
to the three critical risk factors identified in section 5.1, which are
as follows: (i) For the asymmetry of carbon market information,
on the one hand, the enterprise should comprehensively investigate
and analyze the current situation of the local carbon market;
moreover, combined with the fluctuation of the carbon price, the
enterprise should own enough quota reserve under the low-carbon
price. On the other hand, the daily monitoring of the local carbon
market should be strengthened, and the daily trading information
list of the carbon market should be established in order to generate
suitable trading strategies. (ii) In view of the reduction of the free
quota caused by the carbon market development, first, enterprises
should pay attention to the research and application of CCUS
technology and promote the realization of major breakthroughs
in green and low-carbon technology. Second, a clean and low-
carbon energy supply system should be established, and the energy
utilization efficiency of the equipment should be improved. Finally,
the enterprise needs to activate the carbon sink projects and
participate in the carbon market for generating additional carbon
asset value. (iii) With regard to the deviation in the identification
of CCER’s carbon reduction, based on actively participating in
the CCER market and thoroughly understanding the trading rules
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and the supply and demand situation of the CCER projects, the
enterprise should complete the accurate measurement of the CCER
emission reduction through the CCER technology management
and in-depth research of the CCER methodology. In addition, the
combination utilization of the CCER purchase, agreement transfer,
listing transaction, and auction should obtain more concerns.

6. Conclusion

In this study, an innovative combination of interpretive
structural modeling and Bayesian network algorithm was used to
quantitatively evaluate the occurrence probability and risk value
of certain enterprises’ carbon compliance failure. The obtained
results demonstrated that the compliance failure probability of
steel, electric power, cement, chemical, aviation, and electrolytic
aluminum is generally high, at 69.7, 84.1, 84.4, 62, 76, and
65.1%, respectively. This is because their clearance volume is
equal to the gap between the carbon emission and quota,
without the reserved space, leading to the limited ability to
resist the compliance failure risk. Moreover, the critical risk-
causing factors were identified based on the sensitivity analysis
method, which is beneficial to help the enterprise design the risk
control measures and raise the success rate of carbon compliance.
Finally, three risk factors, including the asymmetry of trading
information, the free quota reduction caused by the carbon market
development, and the deviation in the identification of carbon
reduction of CCER projects, were found to exert a large influence
on carbon compliance, with sensitivity degrees of 9.4, 6.6, and
5.2%, respectively. Compared to the traditional qualitative risk
assessment method, the proposed evaluation model is capable of
realizing the quantitative evaluation of failure risk based on the
comprehensive investigation and analysis of the production and
operational situation and the carbon asset management of the
enterprise, which provides effective technical support to enhance
an enterprise’s compliance awareness and improve low-carbon
competitiveness. However, this model still faces some issues that
require further improvement. First, as the national carbon quota
clearance is still in its infancy, the information on relevant
enterprises involved in carbon compliance is limited. There is a
serious lack of relevant cases on enterprise compliance failure,
which affects the rationality of the ISM method and Netica
software. Second, the limited availability of data and information
on carbon asset management and the participation situation in
the carbon market of the target enterprise is not conducive to
quantitative evaluation of the impact of risk factors on the carbon
quota clearance. Therefore, it is crucial to accomplish a more
thorough investigation of enterprises to improve the accuracy
of compliance failure risk assessment. Finally, the model mainly
focuses on the risk evaluation of the enterprises compliance
failure and neglects how to improve their compliance performance
by designing a rational carbon asset management strategy. In
the future, it needs to select the appropriate carbon reduction
measures, design optimal market participation strategies based on
an accurate prediction of the carbon price, and implement suitable
CCER projects.
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