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In nature, many multicellular and unicellular organisms use constitutive defenses such
as armor, spines, and noxious chemicals to keep predators at bay. These defenses
render the prey difficult and/or dangerous to subdue and handle, which confers a strong
deterrent for predators. The distinct benefit of this mode of defense is that prey can
defend in place and continue activities such as foraging even under imminent threat of
predation. The same qualitative types of armor-like, spine-like, and noxious defenses
have evolved independently and repeatedly in nature, and we present evidence that
cancer is no exception. Cancer cells exist in environments inundated with predator-
like immune cells, so the ability of cancer cells to defend in place while foraging and
proliferating would clearly be advantageous. We argue that these defenses repeatedly
evolve in cancers and may be among the most advanced and important adaptations of
cancers. By drawing parallels between several taxa exhibiting armor-like, spine-like, and
noxious defenses, we present an overview of different ways these defenses can appear
and emphasize how phenotypes that appear vastly different can nevertheless have the
same essential functions. This cross-taxa comparison reveals how cancer phenotypes
can be interpreted as anti-predator defenses, which can facilitate therapy approaches
which aim to give the predators (the immune system) the upper hand. This cross-taxa
comparison is also informative for evolutionary ecology. Cancer provides an opportunity
to observe how prey evolve in the context of a unique predatory threat (the immune
system) and varied environments.

Keywords: predator deterrence, immune evasion, cancer, predator-prey, convergent evolution, armor, spines,
noxiousness

INTRODUCTION

Most organisms experience the risk of mortality from predators. In response to this risk, natural
selection has imbued prey with a strikingly broad range of anti-predator behaviors, physiologies,
and morphologies. One ubiquitous anti-predator defense is fleeing, whether by the legs of a gazelle,
the wings of a grasshopper, the flick of a lobster’s tail, the hydro-jet propulsion of an octopus, or
the flagellum of a single-celled ciliate. Escape into burrows or to refugia inaccessible to predators
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also provides safety for many would-be prey, including marine
species that escape into rocky interstices to escape predatory fish
or into sand to escape shorebirds. Camouflage is another defense
pervasive across taxa, which allows prey as diverse as stick-
insects, octopuses, and nightjars to blend imperceptibly into the
background. In almost all cases, the aforementioned adaptations
entail a tradeoff between safety and foraging (McNamara and
Houston, 1987; Lima and Dill, 1990; Brown and Kotler, 2004).
That is, while fleeing or remaining hidden, an organism must
cease feeding; and while actively feeding, it becomes vulnerable.

An intriguing subset of anti-predator adaptations minimizes
this tradeoff between foraging and safety, allowing prey to carry
on with fitness-enhancing activities even after they are detected
by predators. Such defenses include armor, spines, and noxious
chemicals. Consider a pangolin digging and foraging at a termite
mound. When approached by a lion, it does not have to flee the
scene or take refuge. Instead, it can continue foraging, waiting
until virtually the last moment of the lion’s approach before
curling into a ball and defending itself. This provides the pangolin
with valuable foraging time. It can remain next to the termite
mound and resume foraging as soon as the immediate threat
subsides. Critically, many predators will not even attempt to
attack the pangolin because of the excessive amount of handling
time and effort that would be required to circumvent the armor.
This deterrent attribute of armor, spines, and noxiousness may
be equally or more important to the prey than the capability of
reducing predator lethality in the event of attack.

Here, we focus on the deterrent functions of armor, spines,
and noxiousness, which differ somewhat from some other
classifications of prey defenses which focus on when in the
“predation cycle” a defense is effective (e.g., Jeschke, 2006). We
agree that armor affects the prey search step because it increases
predator handling time, as well as the final meal step because it
decreases predator lethality. Further, we expect that armor will
act as a predation deterrent, which should reduce the likelihood
of attack. This also applies to spiny defenses. While noxiousness,
specifically in the form of toxins, should affect the search step
because it increases predator digestion time (Jeschke, 2006), we
emphasize that toxins and other forms of noxiousness will serve
as deterrents to attack. Warning signals have been identified as
affecting the likelihood of attack (Jeschke, 2006), but warning
signals are only as useful as the dangerous defenses with which
they are associated. As long as predators are foraging optimally,
they should be somewhat or completely deterred from attacking
armored, spiny, and noxious prey.

Just about all major taxa of living things, from bacteria
to single-celled eukaryotes to invertebrates to vertebrates,
have members exhibiting armor, spines, noxious chemicals, or
combinations of these adaptations (Stankowich and Campbell,
2016; Pančić and Kiørboe, 2018; Klompmaker et al., 2019;
Sugiura, 2020). In some cases, possession of one of these
adaptations might mean that the other two are unnecessary or
can be less pronounced. Slugs without shells or spines may be
quite noxious and even poisonous, while snails with shells or
sea urchins with their spines are generally not (Lindquist, 2002).
In other cases, possessing one of these adaptations, such as
armor, may actually amplify the advantages of possessing spines

or noxious chemicals (Rice, 1985). This might explain why so
many species possess two or all three of these adaptations. Across
life forms, armor, spines, and noxiousness display wonderful
examples of parallel and convergent evolution.

Though variations of these adaptations are seen across taxa,
species exhibiting armor, spines, or noxiousness are usually the
exception rather than the rule. This is probably because these
adaptations tend to be permanent and costly, more-so than
strategies such as camouflage, fleeing, and fixed activity schedules
(e.g., nocturnality), which are more common. The production
and maintenance of armor, spines, and noxious chemicals all
incur an extra energetic and nutritional cost. Exaggerated armor
also renders an organism heavier, clumsy, and inflexible. Spines
encumber an organism’s movements by dragging and snagging
on obstacles in the environment. Noxious defenses require
the maintenance of specialized physiologies, organs, or diets
even if the chemicals are not constantly deployed. Since these
defenses are partially to entirely constitutive, if predators are
never or rarely encountered, possessing these defenses would be
excessively taxing and maladaptive. But, if predators are ever-
present, even a costly constitutive defense would be more of
an asset than a burden. By allowing would-be prey to continue
fitness-enhancing activities in the proximity of aware predators,
it essentially gives the prey more enemy-safe space.

Now, consider cancer cells inhabiting their tumor ecosystem.
Cancer cells also suffer a form of predation: from the host’s
immune system. In fact, cancer’s ability to evade the immune
system may be among its most necessary and ubiquitous features.
Immune evasion ranks as a hallmark of cancer (Hanahan and
Weinberg, 2011; Fouad and Aanei, 2017). How does this come
about?

It might seem that upon initiation the cancer cell would
already be immune-evasive, possessing near-identical properties
to its progenitor normal cells. But, in transitioning from being
part of the whole organism to becoming its own unit of selection,
the cancer cell must modify or dispense with several of the
properties of normal cells. In becoming its own organism, it must
resist programmed cell death, ignore anti-growth signaling and
tissue control, and achieve proliferative immortality. Once the
cell has become a cancer, natural selection favors adaptations
that modify or upregulate intra-cellular metabolic pathways, cell-
cell signaling processes, nutrient transporters and membrane
pumps, and self-sufficiency in growth factors (Brown, 2016).
Heritable variation available to natural selection occurs in
cancers via mutations, fixed epigenetic changes, chromosomal
rearrangements, copy number variation, and aneuploidy brought
on by actual cell fusion or by incomplete cell division (Nam et al.,
2020; Pienta et al., 2020b). To be more successful at acquiring
nutrients, occupying space, and outcompeting other cancer cells
they present antigens to the immune system (Houghton, 1994).
In particular, some adaptations of cancer cells result in neo-
antigens, novel proteins, and molecules absent from normal cells
(Lee et al., 2018). Any of these cancer cell adaptations may invite
attack from the immune system. To survive, cancer cells must
evolve effective immune evasion (Vinay et al., 2015).

Studies of anti-predator adaptations in nature and cancer
have developed along somewhat separate lines. Much of this
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difference results from different interests and goals. However,
approaches play a large part. Much research has been dedicated
to understanding how cancer cells become resistant to the
immune system, with the aim of developing immunotherapies
to bolster immune system attacks on cancer (Oiseth and Aziz,
2017). A large portion of this work has focused on genes,
proteins, and metabolic and signaling pathways that permit
cancer cells to avoid detection, attack, or even any response
by immune cells. Such genes, proteins, and pathways provide
targets for developing chemo- and immunotherapies (Esfahani
et al., 2020; Tan et al., 2020). Less has been studied regarding
the categories of “anti-predator” behaviors, physiologies, and
morphologies of cancer cells. Genes or molecular pathways
in cancer may be identified as immunosuppressive without
us having knowledge of why the individual cancer cells are
in less danger because of these adaptations. Our limited
understanding of cancer cell-immune system predator-prey
interactions hinders our capacity to anticipate cancer cell
responses to altered tissue environments, cell communities, and
treatment regimes.

Here we take an ecological perspective on the evolution and
utility of different anti-predator adaptations in nature and in
cancer (cancer is also a part of nature, but for purposes of
terminology we will use “nature” as a shorthand for all other
organisms other than cancer). Our reference to the “ecology
of fear” is based on the premise that fear is an adaptation for
assigning a cost to activities that incur a risk of injury or death.
In response to threatening immune cells, cancer cells may be
able to evolve some degree of fleeing, hiding, or camouflaging
like prey seen in nature, but probably not to the same degree.
Furthermore, we shall argue that cancer cells must be able to
maintain foraging and proliferation activities in the presence of
potentially lethal immune cells. Cancer cells likely enjoy very
little enemy-free space. We argue that cancer cells should and
do evolve the equivalence of armor, spines, and noxiousness. In
fact, these may be some of the most advanced and important
adaptations of cancers, evolving again and again in parallel and
as convergent evolution from patient to patient, from tumor to
tumor within a patient, and perhaps even multiple times among
the cancer cells of a tumor.

In what follows, we begin with a discussion of mammals
because these species are likely familiar to readers across
disciplines; for them, spines, armor and noxiousness are literal
both in terms of form and function. We then proceed to describe
anti-predator defenses in fishes, insects, and microorganisms;
the goal being to transition to taxa that become gradually more
similar to single-celled cancer organisms. In this overview, we
categorize defenses as being armor-like, spine-like, or noxious.
We use these terms because they are easily recognizable in
well-known species (e.g., mammals), and therefore serve as
convenient references–shorthand, if you will–when we describe
systems and traits that are perhaps less familiar to many
readers. We categorize defenses into the categories of armor,
spines, and noxiousness primarily based on their functions,
starting with mammalian examples as a model. We take this
approach to emphasize the convergent functionality (more-so
than appearance) of defenses across taxa.

Next, we briefly detail how the immune system poses threats
to cancer cells in terms of types of immune cells, their activation
and proliferation, and how they actually kill cancer cells. While
the immune system and its cells do not operate under the same
ecological and evolutionary principles as predators in nature, they
do represent a mortality threat to cancer and exert a selection
pressure on cancer cells that is remarkably like that of predators
on their prey. We then seek parallel and similar categories of
adaptations in cancer that can best be described as armor, spines,
and noxiousness. Finally, we note how drawing such parallels
between nature and cancer can enrich studies of anti-predator
adaptations in nature and suggest ways for how drugs and the
immune system can be better deployed to improve patient care.

MAMMALS

Armored defenses take two main forms in mammals, keratinous
scales and osteoderms. Scales are derivatives of hair and are
found only in pangolins (Pholidota) (Figure 1A). Osteoderms
are dermal bone deposits and are (or were) found in plate
form in armadillos, glyptodonts, and pampatheres (Cingulata),
and as small ossicles in ground sloths (Pilosa) (Hill, 2006). Of
these groups, only pangolins and armadillos are extant. Scales
and osteoderms often do not provide impenetrable protection
against predators’ teeth and claws, but they make prey more
difficult and time-consuming to kill and ingest. They function as
effort deterrents.

In mammals, spiny defenses take the form of modified hairs
that are exaggeratedly thick, stiff, and sharp. Taxa with spines
(or foam-cored quills) include echidnas (Tachyglossidae),
tenrecs (Tenrecinae), hedgehogs (Erinaceinae), Afro-
Eurasian porcupines (Hystricidae), and American porcupines
(Erethizontidae), with spines evolving independently in each
lineage. The extremely long quills of Afro-Eurasian porcupines
(Figure 1F) and the barbed quills of American porcupines can
seriously injure and even kill attacking predators (Afro-Eurasian:
Mori et al., 2014; Kerbis Peterhans et al., 2019; Lazzeri et al.,
2020; American: Katzner et al., 2015; Elbroch et al., 2016; Forti
et al., 2018). These structures will therefore deter predators
for risk of physical harm and incapacitation. The relatively
short spines of other taxa may not incapacitate predators, and
instead, may function like armor by making the prey difficult
to handle. Supporting this hypothesis, tenrecs, hedgehogs, and
echidnas, which have relatively short spines, will roll up into a
ball when threatened, a behavior similar to (armored) pangolins
and three-banded armadillos (Tolypeutes tricinctus). Spines serve
jointly as effort and injury deterrents.

Noxious chemical defenses in mammals include venom,
anointed toxins, and foul odors. Slow lorises (Nycticebus sp.)
produce venom by mixing their saliva with an oily exudate from
their brachial glands. They retain the substance in their mouths
for a venomous bite or spread it over their fur (Alterman, 1995;
Nekaris et al., 2013). Other species “self-anoint” their bodies with
toxins or odiferous compounds produced by other organisms.
African crested rats (Lophiomys imhausi) chew the bark of
African poison arrow trees (Acokanthera schimperi), then apply
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FIGURE 1 | Images of species with armor, spines, and noxious chemical defenses. Examples of armor: (A) Temminck’s ground pangolin (Smutsia temminckii)
(Wursten, 2017); (B) scanning electron micrograph of placoid scales on a white shark (Carcharodon carcharias) (Lindsay, 2019); (C) velvet ant (Mutillidae)
(Pemberton, 2009); (D) scanning electron micrograph of coccolithophore (Emiliania huxleyi) (Taylor, 2011); (E) cancer cell being attacked by T-cells (Gartner, 2021).
Examples of spines: (F) Malayan porcupine (Hystrix brachyura) (Villemagne, 2008); (G) lionfish (Pterois sp.) (Mistry, 2019); (H) Lymantria dispar (Materialscientist,
2009); (I) Paramecium tetraurelia with trichocysts (DavidpBowman, 2014); (J) scanning electron micrograph of breast cancer cell (Wetzel and Schaefer, 1980).
Examples of noxious chemical defenses: (K) striped skunk (Mephitis mephitis) (Keck, 2011); (L) thornback cowfish (Lactoria fornasini) (Zerpe, 2018); (M) bombardier
beetle (Brachinus elongatulus) (Hedgcock, 2013); (N) red tide Dinophysis bloom (Dahl, 2019); (O) cancer cells impeding immune cells by creating an acidic
environment (Fox, 2001). Images were cropped but not otherwise altered.

the toxic material to specialized hairs on their flanks (Kingdon
et al., 2012; Weinstein, 2020; Weinstein et al., 2020). Interestingly,
African crested rats also have armor-like traits. Their reinforced
skulls and remarkably tough skin are resilient to “all but the
sharpest of teeth, claws or beaks” (Kingdon et al., 2012).

Odiferous anal-gland secretions and urine are widespread
across mammal species and are often used for scent marking
and communication (Mengak, 2005; Stankowich et al., 2011;
McLean, 2014; Jansen et al., 2020). Skunks (Figure 1K) and
stink badgers (Musteloidea: Mephitidae) and striped polecats
(Musteloidea: Mustelidae) have co-opted anal secretions for
defense (Stankowich et al., 2011). When sprayed on potential
predators, a skunk’s thiol-containing musk causes a burning
sensation in the eyes (Cuyler, 1924; Wood et al., 2002). Skunks,
stink badgers, striped polecats, slow lorises, and African crested
rats all have black and white aposematic coloring which warns
predators of their noxiousness (Stankowich et al., 2011; Nekaris
et al., 2019). Noxiousness serves as an injury deterrent.

Several characteristics unite mammals with armored,
spiny, and noxious defenses. Relative to the mammalian
norm, mammals with spines, armor, and noxious chemicals
exhibit locomotion associated with stability rather than speed
(Lovegrove, 2001). Furthermore, they often have low metabolic

rates (McNab, 1984, 2008; Haim et al., 1990; Stephenson and
Racey, 1994; Lovegrove, 2000). While attributing causation can
be tricky, armor, spines, and noxiousness may both be associated
with and permit slower speeds and lower metabolic rates.
Most intriguing and compelling is that these defenses (unlike
fleeing, camouflage, and escape to refugia) allow the mammal
to maintain feeding activities in the presence of predators that
have detected them, even at close proximity. Approach distance
(or flight initiation distance) describes how close a predator
can get to a prey before it flees. We posit that armor, spines,
and noxiousness significantly reduce approach distances while
discouraging predators from approaching at all. This theme will
be repeated in the following sections.

FISHES

Armor and spines occur early in fish evolution. Extinct
jawless fishes in the clade Osteostraci exhibited a conspicuous
armored endoskeleton headshield, with plates and spines
(Klompmaker et al., 2019). With the evolution of jaws,
gnathostome fish emerged as predators of other fish. Their prey
often evolved armor in defense. Extinct placoderms possessed
articulated armored plates that covered their head and body
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(Klompmaker et al., 2019). Cartilaginous fishes (Chondrichthyes;
sharks, skates, and rays) have armored placoid scales (Figure 1B;
Raschi and Tabit, 1992). Extinct lobe-finned fishes (Sarcopterygii)
were covered in tough bone and keratin and extant coelacanths
(Coelacanthidae) have specialized scales that are resistant to
damage from predators (Quan et al., 2018). Ganoid scales in
Polypteriformes (bichirs) and Lepisosteiformes (gars), and bony
plates in Acipenseriformes (sturgeons) also provide armored
deterrence (Song et al., 2011; Yang et al., 2013; Wishingrad
et al., 2015). Armature is persistent throughout spiny ray-fined
fishes (Percomorpha) such as boxfishes (Ostraciidae), which have
dermal scutes that provide protection from both penetrating
and crushing forces (Yang et al., 2015). Even the seemingly
inconspicuous scales of small mouth bass (Morone saxatilis)
provide protection from predators by resisting punctures (Zhu
et al., 2012). The effort deterrence of armor gives way
to injury deterrence when these features are also spiny or
associated with spines.

Being spiny allow fish to evade predation by threatening
harm, preventing capture, increasing handling time, or otherwise
reducing predator efficiency (Forbes, 1989; Nilsson et al.,
1995; Nilsson and Brönmark, 2000). Head and fin spines and
deep bodies are common defensive traits. Many piscivores are
gape-limited predators, therefore a deep body effectively frees
the prey from these predators. In fact, spines may have evolved
with deepening or widening body shape for this very reason
(Price et al., 2015). Spines may be erected as needed to increase
body depth in groups like triggerfish and filefish (Balistidae
and Monacanthidae). Other Tetraodontiformes (including
porcupinefish, Diodontidae, and pufferfish, Tetraodontidae)
possess a behavioral startle response to predation threats
that includes increasing body size and erecting body spines
(Greenwood et al., 2010; Pleizier et al., 2015). The evolution of
fin spine length in butterflyfish (Chaetodontidae) correlates with
foraging in risky habitats and situations (Hodge et al., 2018).
Spines serve jointly as effort and injury deterrents.

Noxious slimes, venoms and toxins occur frequently
throughout the evolutionary history of fishes. Pre-vertebrates
and jawless fishes (hagfishes, Myxinidae) deploy a noxious
slime that smothers the gills and suffocates would-be predators
(Zintzen et al., 2011). Venom is observed in at least 58 fish
families and serves both predatory and anti-predatory functions
(Smith et al., 2016; Harris and Jenner, 2019). In some species,
modified fin and body spines form hypodermic needles capable
of injecting venom into predators (Harris and Jenner, 2019).
This defense is hypothesized to contribute to lionfishes’ (Pterois
miles and Pterois volitans) (Figure 1G) wide niche breadth
and P. volitan’s expansive range and success as an invasive
species (Harris and Jenner, 2019). Noxious chemical defenses
can take the form of ichthyotoxins which are secreted from
the skin and aid in escape. To reduce parasitic load or when
threatened, pufferfish (Tetraodontidae) release tetrodotoxin
through their skin (Saito, 1985; Munday et al., 2003). Boxfish
and cowfish (Ostraciidae) (Figure 1L) release ostracitoxin as
a poisonous secretion (Thomson, 1964). Notably, both these
families are comprised of relatively slow swimming omnivores
found on coral reefs.

Conspicuous defensive traits such as armor, spines, or
noxious chemicals play a large role in fish behavior and
foraging. Fish without defensive armor mitigate predation
risk with behavioral responses such as fleeing (McLean and
Godin, 1989). Consequently, unarmored fish may reduce the
amount of time foraging and flee sooner than those that are
defended. Armored stickleback (Culaea inconstans) preferred
to associate with non-defended fathead minnows (Pimephales
promelas) in high-risk environments, perhaps because they
were the predator’s less preferred prey (Mathis and Chivers,
2003). Such tradeoffs between foraging and predation risk have
evolutionary consequences. For example, butterflyfish species
(Chaetodontidae) with longer spines have riskier foraging
strategies such as being solitary or venturing farther from the
safety of the reef (Hodge et al., 2018). As with mammals, armor,
spines, and noxious chemicals in fish may permit tenacious
foraging under high risk, permit closer approach distances, and
discourage predators from attacking at all.

INSECTS

Insects have evolved a spectacular array of defenses. Sugiura
(2020) classified insect defenses into chemical, morphological,
physical, and behavioral categories. In a manner similar to the
other taxa we discuss, Sugiura’s morphological and physical
categories include armor and spines, and chemical and behavioral
categories include toxic or noxious exudates, venoms, and
regurgitated gut fluids.

An insect’s exoskeleton acts as armor among other functions
(Davies, 1988). As body armor, the exoskeleton is made of stiff
sheets or lamellates of chitinous and proteinaceous material
connected by a flexible membrane which allows the entire
exoskeleton to move (Waldbauer, 2012). In some insect species,
the chitinous exoskeleton can be so hard that it is all but
impervious to crushing and digestion. A striking example first
observed by Alfred Russel Wallace (Wallace, 1867, 1895, as
seen in Wang et al., 2018b) are the Pachyrhynchus weevils
(Coleoptera: Curculionidae: Entiminae: Pachyrhynchini). The
exceptional strength of mature weevil exoskeletons results from
a thickly sclerotized cuticle, combined with fibrous ridges in the
endocuticle layer of the exoskeleton, apparently unique to these
weevils (Wang et al., 2018a). Such defenses act primarily as an
effort deterrent.

Many insects have evolved defensive hairs (setae) and spines.
The lubber grasshopper (Romalea guttata) has sharp spines on
its hindlegs which deter predators (Eisner et al., 2005). Many
lepidopteran taxa possess hairs and spines. Some of these are
“urticating” or stinging structures, while others, e.g., those of
the mulberry tiger moth (Lemyra imparilis) and the moth,
Lymantria dispar (Figure 1H), provide only a physical deterrence
to predators (Whelan et al., 1989; Sugiura and Yamazaki, 2014)
or parasites (Kageyama and Sugiura, 2016). On at least some
species, the hairs increase in length and/or density in later larval
instars, and these developmental changes appear to increase the
deterrence effect of the hairs (Whelan et al., 1989; Sugiura and
Yamazaki, 2014).
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Insects manifest an extraordinary diversity of chemical
defenses (Eisner, 1970; Blum, 1981; Eisner et al., 2005). These
defenses are found on the surface, in blood, the gut, or
systemically (Eisner et al., 2005). Glandular chemical defenses
may be injected into the enemy or secreted in other ways
(Eisner, 1970). In some species, venoms may be used both
for defense and to acquire prey. Finally, chemical defenses
may be produced endogenously or acquired exogenously
(Eisner et al., 2005). Many herbivorous insects sequester plant
secondary compounds intended for defense against herbivores.
In these cases, specialized herbivores are often better defended
against their own predators than are generalist herbivores
(Zvereva and Kozlov, 2016).

Given their soft bodies, larvae of Coleoptera and Lepidoptera
are particularly vulnerable to physical attack, and, unsurprisingly,
many are well defended by spines (brushy setae) or noxious
chemicals. The unicorn caterpillar moth (Schizura unicornis)
sprays its defensive chemical cocktail from a saclike gland located
behind the head (Eisner et al., 2005). The bombardier beetles
(Coleoptera) (Figure 1M) produce their defensive chemicals,
benzoquinones, which combine explosively when ejected. The
reactants, hydrogen peroxide and hydroquinones, are forced
through a “reaction chamber,” where catalases and peroxidases
drive the chemical reaction, ejecting “their spray at the
temperature of boiling water” (Eisner et al., 2005, p. 159–160).
Their spray repels spiders, ants, frogs, and birds.

Insects commonly have two or even all three forms of
effort/injury deterrents. Velvet ants (Hymenoptera: Mutillidae)
(Figure 1C) possess a suite of formidable defenses, including
aposematically colored, coarse, dense hair (setae), a chemical
alarm signal, stridulatory warning sounds, and potent stings
(Hertz, 2007; Schmidt, 2016). In addition, they are protected
by a round, slippery, and extremely hard exoskeleton (Schmidt
and Blum, 1977; Gall et al., 2018). They can even survive over
20 min in the stomach of a toad prior to rejection by regurgitation
(Mergler and Gall, 2021).

Many insect species flee at the approach of a potential predator
(e.g., cockroaches, houseflies, and grasshoppers), exhibit amazing
camouflage (e.g., peppered moth, stick insects, planthoppers),
or overwhelm their predators numerically with occasional
emergences (e.g., periodical cicada, mayflies) or outbreaks
(swarming locusts). We hypothesize that these species are less
likely to exhibit armor, spines, and noxious chemicals. Such
species should be more likely to cease feeding activities at the
approach of predators. Insects that use effort/injury deterrents
pay a price for their defenses (Flenner et al., 2009) but can
maintain activities in the presence of predators (Witz and
Mushinsky, 1989; Ge et al., 2019). In fact, most insects that seem
“easy” to catch are likely defended with some combination of
armor, spines, and noxiousness (or sheer numbers).

MICROORGANISMS

We see cancer as a speciation event in which a protist evolves
from the cells of its host (Gatenby and Brown, 2017; Gatenby
et al., 2020; Pienta et al., 2020a). From this perspective,

microorganisms provide the closest examples for cancer of
armored, spiny, and noxious defenses, both in form and function.
The term “microorganism” includes archaea, bacteria, protozoa,
fungi, and algae. For this diverse polyphyletic grouping, our
goal is to highlight how and when armored, spiny, and noxious
defenses are seen in unicellular organisms.

Armor-like defenses in unicellular species include reinforced
cell walls (armored plates and sheaths) and robust extracellular
matrices. In phytoplankton (single-celled algae), these provide
effort deterrence from zooplankton grazing (Hamm et al., 2003).
Most species of dinoflagellates have cell walls surrounded by
armor-like cellulosic sheaths known as thecae. Diatoms have
frustules, silicified cell walls (Hamm et al., 2003), which allow
them to survive passage through a predator’s gut (Fowler and
Fisher, 1983). Diatoms thicken their frustule walls in response
to copepod grazing (Pondaven et al., 2007; Grønning and
Kiørboe, 2020). Coccolithophore phytoplankton are named for
their calcium carbonate plates, or coccoliths, which surround
their cell walls (Figure 1D). Heterotrophic protist predators
exhibit significantly reduced population growth rates when fed
calcified rather than non-calcified (less armored) strains of
Emiliania huxleyi coccolithophores (Harvey et al., 2015; Pančić
and Kiørboe, 2018). E. huxleyi have a haplo-diplontic life cycle
and only the diploid cells, which are non-motile, are calcified
(Kolb and Strom, 2013). This is consistent with our hypothesis
of a relationship between armored defenses and less mobile (or
sessile) lifestyles.

Cell and colony size and shape also influence host-grazer
interactions. Prey morphologies that are large or unwieldy
increase handling time for predators and thereby function as
armor despite the lack of a thick outer covering. The presence
of some species of Daphnia (zooplankton grazers) will induce
populations of Scenedesmus phytoplankton to transition into
linked-up colonies with spiny morphologies (van Donk and
Hessen, 1993; Pančić and Kiørboe, 2018). Lürling et al. (1997)
confirmed that Daphnia species grazed Scenedesmus at lower
rates when Scenedesmus formed large, linked colonies. Similarly,
protozoan grazers promote planktonic bacteria with elongated
filamentous morphologies (Jürgens et al., 1994; Pernthaler et al.,
1996; Hahn et al., 1999), which can manifest as individual cells
with strongly elongated shapes or thin chains of multiple cells
(Hahn et al., 1999). Various bacterial species are permanently
or facultatively filamentous, but the increased prevalence of
filamentous bacteria in the presence of protozoan grazers reflects
differential survival, not an induction of filamentous morphology
(Hahn et al., 1999).

Another type of armor-like defense in microorganisms is
observed in biofilms, which adhere together by extracellular
matrices of polymeric substances (polysaccharides, nucleic acids,
and proteins). The exopolymeric matrix constitutes a “biofilm
shield” that is difficult for predators to penetrate, and the
unwieldy masses of cells resist phagocytosis by unicellular
predators (Matz and Kjelleberg, 2005). Phagocyte predators are
less hindered when this shield is broken. For example, neutrophils
have an elevated response (oxidative burst) to Pseudomonas
aeruginosa surface biofilms when they have been mechanically
disturbed (Kharazmi, 1991; Jensen et al., 1992). Biofilms are
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effective at defending against suspension-feeding protozoans in
aquatic/marine habitats (Matz et al., 2002; Seiler et al., 2017),
and immune cells such as neutrophils and macrophages in host
systems (Jesaitis et al., 2003; Chandra et al., 2007; Thurlow et al.,
2011; Roilides et al., 2015).

Spines and distinctive adaptations that function like spines
provide microorganisms with safety from predation through both
effort and injury deterrence. Some ciliates and dinoflagellates
produce filamentous trichocysts, silicified needle-like extrusive
organelles (Figure 1I). When triggered, these protists discharge
a barrage of trichocysts outside their cells, creating a spikey
obstruction between the protist and its predator (Knoll et al.,
1991). To avoid injury, a persistent predator must detour
around the trichocyst mass, resulting in increased subduing
time. The dinoflagellate Prorocentrum micans possesses both
trichocysts and armor-like theca (Rhiel et al., 2018). The
diatom Chaetoceros peruvianus produces spine-like extensions
of its already armor-like siliceous frustule. These extensions
(setae) are believed to deter predators by increasing handling
effort (Pickett-Heaps et al., 1994; Smodlaka Tanković et al.,
2018).

Toxins and other noxious chemical defenses are employed by
diverse species of archaea, bacteria, phytoplankton, and yeasts.
Perhaps the most infamous are the neurotoxins of dinoflagellates,
diatoms, and cyanobacteria, which can lead to harmful algal
blooms or red tides. These neurotoxins include chemicals of the
saxitoxin family, commonly known as paralytic shellfish toxins,
as well as spiroimines, goniodomin A, and lytic compounds (Xu
et al., 2017). Most of the noxious chemicals of phytoplankton
are retained in their cells, delivered to predators only upon
ingestion. Some Alexandrium species also produce extracellular
allelopathic compounds (Ma et al., 2009). Harmful algal blooms
can originate from several genera of dinoflagellates, including
Dinophysis, shown in Figure 1N.

Noxious chemical defenses are commonly deployed by yeast
(and other fungi) and bacteria, especially in biofilms. Because
fungi, including yeasts, are generally immobile, high-nutrient
patches are desirable and competition for them can be fierce.
Fungi have thus evolved to produce an array of noxious chemicals
which they employ against bacterial and other fungal competitors
(Künzler, 2018). They also provide injury deterrence against
predators. In yeasts, these substances, known as killer toxins,
are secreted from the cell. Some species of marine bacteria
produce the alkaloid compound violacein, which induces a cell
death program in protozoan predators (Matz et al., 2008). These
bacteria do not excrete the violacein, but retain it in their cells,
making them toxic upon consumption. Matz et al. (2008) found
that violacein production per bacterium was 3–59 times higher
for cells in biofilms than planktonic cells.

As they do for multicellular species, armored, spiny and
noxious defenses allow microorganisms to defend in place, a
behavior that is especially useful when foraging from resource-
rich patches, or when a microorganism is sessile. The advantage
of using effort or injury deterrents to remain active, in place, is
especially evident when considering biofilms. Bacteria can reach
much higher densities in biofilms than in the water column (Matz
et al., 2008). Some researchers have hypothesized that these high

cell densities can be reached because biofilms provide refuge from
predators (Matz and Kjelleberg, 2005), and others have noted that
surfaces tend to concentrate nutrients (Baty et al., 2000; Hall-
Stoodley et al., 2004). We expect that these two conditions are not
coincidental, but closely related. Planktonic bacteria can escape
predators by fleeing, but this is an undesirable strategy when
swimming away from a nutrient-rich patch.

In response to the immune system, do cancer cells evolve some
subset of armor, spines and noxious chemicals as seen among
microorganisms?

THE IMMUNE SYSTEM AS A PREDATOR

The National Cancer Institute describes the immune system as
“a complex network of cells, tissues, organs, and the substances
they make that helps the body fight infections and other diseases”
(NCI, 2021). The human immune system is a marvel with layers
of complexity for the simple purpose of killing pathogens and
pathogen-infected normal cells, and for removing debris and
malfunctioning cells. It involves a large number of cell types,
diverse signaling molecules, and a variety of spatial scales near
and far from the actual location of infection or attack. It provides
both surveillance, memory, adaptability, and attack. Specialized
cells of the immune system, particularly killer T-cells, do threaten
and kill cancer cells. To the cancer cells, they exert selection
pressures just like predators on their prey in nature.

In this section we describe some of the features of the immune
system and highlight the striking differences between cytotoxic
immune cells and most predators in natural systems. Compared
to traditional predators, they should not and do not respond in
the same way to effort and injury deterrents from their pathogen
prey. However, the immune system does drive the evolution of
immune evasion and suppression by the cancer cells within the
patient, and the suite of adaptations deployed by cancer cells can,
in many cases, resemble the effort and injury deterrents described
for the other taxa in function if not always in form.

The cancer cells face threats from the innate and the adaptive
immune system, though the latter likely exerts stronger selection
on the cancer cells’ anti-immune adaptations. But, the innate
immune response of natural killer (NK) cells, macrophages, and
dendritic cells may be crucial for priming the adaptive response
that includes antigen presenting cells (APC) and cytotoxic T-cells.
NK cells can kill from a distance by releasing proteases and
other substances in close proximity to the cancer cell. These
substances puncture holes in the cancer cell’s membrane and
permit additional lethal proteases to enter and kill the cancer
cell. T-cells operate similarly, but they must be in contact with
the cancer cell. Macrophages kill cancer cells by engulfing them
through phagocytosis. In the tumor, macrophages and NK-cells,
through their killing of cancer cells, and APC and dendritic
cells, through their transport of bound antigens to lymph nodes,
can recruit, prime, and activate cytotoxic T-cells. The T-cells
flow through the blood to the tumor from the lymph nodes,
where they can continue to proliferate as well as attach to
cancer cells (Figure 1 in Demaria et al., 2019 provides an
excellent illustration).
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There are three noteworthy features of the interaction of the
immune system with cancer cells. First, while it is not a predator-
prey system in the usual sense, the action of cytotoxic T-cells can
be conceptualized and modeled as a predator (de Pillis et al., 2005;
Kareva et al., 2010; Robertson-Tessi et al., 2012; Kaur and Ahmad,
2014). As a “predator,” T-cells are subsidized in the sense that
new ones can be recruited from the lymph nodes, independent
of killing rate and success (Blank et al., 2016). This could be
compared to house cats (T-cells) preying on song birds (cancer
cells) where the fate of the cat population is uncoupled from the
fate of the song bird population because the cats are supported by
pet food (Lepczyk et al., 2004). Second, as modeled and noted
by Kareva et al. (in review), cytotoxic T-cells do not work on
commission like natural predators. Their proliferation can be
stimulated by the overall presence of the antigen and the number
of cancer cells. But, a given cytotoxic T-cell’s proliferation rate
does not increase with the rate at which it kills cancer cells. In
fact, in a phenomenon known as T-cell exhaustion (Zarour, 2016;
Wang et al., 2018; Philip and Schietinger, 2019), a T-cell may
become injured and incapacitated in the process of attaching
to and killing a cancer cell. Hence, the direct effect of T-cells
on cancer cells, and vice-versa, bears a greater resemblance to
extreme interference competition than predation (Kareva et al., in
review). Third, other immune cells such as regulatory T-cells (T-
regs) act as a break on the proliferation of cytotoxic T-cells. Their
proliferation is stimulated by cytotoxic T-cells even as T-regs
suppress the proliferation of cytotoxic T-cells. In its simplest
guise, T-regs, cytotoxic T-cells and cancer cells form a kind of tri-
trophic level system: T-regs “prey” upon and benefit from T-cells,
and T-cells prey upon and benefit from cancer cells (Dullens et al.,
1986; Eftimie et al., 2016; Walker and Enderling, 2016).

In the previous sections we discussed examples of species that
defend themselves from predators for whom successful foraging
leads to increased individual fitness. Like other organisms, these
predators make foraging decisions that balance nutritional and
energetic rewards against the risk of bodily harm and missed
opportunity costs. We shall refer to these types of predators
as traditional predators. Immune cells fall into a different
category of predator. While they are predators insomuch as they
exert selection on prey (pathogens, cancer cells) as traditional
predators would, cytotoxic immune cells are not traditional
predators. They do not individually benefit from successful
foraging (killing cancer cells). This is because the unit of natural
selection is not the individual immune cell but the entire host
organism. Immune cells’ behaviors serve to benefit the entire
organism, even at the expense of the individual immune cell. In
this way, they may be likened to the soldier caste of a eusocial
species, such as soldier ants, which will walk into the face of
danger for the benefit of the colony.

For systems with traditional predators, armor-like defenses
are effective primarily as an effort deterrent. All else equal,
traditional predators will opt for the easier (unarmored) prey.
This strategy maximizes time and energy efficiency. Soldier-
caste-type predators, meanwhile, may not be deterred from
pursuing difficult prey. Their preference should reflect the needs
of the whole organisms or colony. For example, neutrophils and
macrophages attempt to phagocytize biofilms even when they are

too large to engulf, which frustrates phagocytosis (Leid, 2009;
Thurlow et al., 2011). Prey defenses that incapacitate predators
function as injury deterrents. When alternatives are available,
traditional predators will opt for less dangerous prey. When the
fitness reward from a prey does not counterbalance the risk of
lethal or incapacitating injury to the predator, then the predator
should forgo that prey entirely. Soldier-caste-type predators,
meanwhile, will not be deterred from pursuing dangerous prey,
even if there is a high probability that the soldier will be killed.
Attempts by neutrophils and macrophages to engulf bacterial
biofilms will trigger the bacteria to release cytotoxic chemicals
that are effective in killing the cells (Thurlow et al., 2011;
Hirschfeld, 2014; Scherr et al., 2015). These phagocytes lose
twice, first by the prey’s armored defense and second by the
prey’s noxious defense, yet they still pursue the prey until their
deaths. Figure 2 summarizes how defenses that either increase
subduing-handling time or threaten incapacitation will affect
traditional and soldier-caste-type predators. Though soldier-
caste-type predators will not necessarily be deterred for their own
self-preservation, they can be deterred for the sake of the whole
organism’s or eusocial colony’s wellbeing.

Self-attack, where the attacker misidentifies benevolent cells
or individuals of the (super)organism as threats, is a particularly
relevant concern for soldier-caste-type predators. In eusocial
animal colonies, discernment of colony members decreases
the chance of both self-attack (Michener, 1974; Crosland,
1990; Fishwild and Gamboa, 1992), which is analogous to
autoimmunity, and parasitism, which is analogous to infection
or cancer. Naked mole rats, which are eusocial, use odors to
recognize colony members, with individuals’ odors mixing to
create a unique and dynamic colony scent (O’Riain and Jarvis,
1997). Almost universal among eusocial insects (Breed and
Bennett, 1987; Smith and Breed, 1995), nest mate recognition
is accomplished in a similar way, by picking up the chemical
profile unique to the colony with their antenna. This strategy is
useful for detecting colony threats such as parasites, unless the
parasites can convincingly mimic colony members or the nest
itself. Eusocial stingless bees (Melipona subnitida) will swiftly
attack and kill full adult (post-eclosion) parasitic mantisflies
(Plega hagenella) that enter their colony but will not kill younger
adults (pharates) still in pupa (Maia-Silva et al., 2013). Perhaps
because the pharates convincingly mimic the scent profile of the
nest, the bee workers simply gently remove the pharates with
the nest’s waste, at which point the mantisflies continue their life
cycle (Maia-Silva et al., 2013). Maia-Silva et al. (2013) conclude
that delayed adult eclosion in these mantisflies is an important
adaptation to avoid attack by host bees.

Immune cells depend on antigen recognition to discern
self and non-self. To evade immune cell predation, cancer
cells should disguise themselves as host cells, similar to the
strategy of the parasitic mantisfy pharates. However, this presents
a tradeoff to the cancer cells. Novel adaptations that would
make them more successful at acquiring nutrients, occupying
space, and outcompeting other cancer cells–e.g., modification
or upregulation of intra-cellular metabolic pathways, cell-cell
signaling processes, nutrient transporters, membrane pumps,
and self-sufficiency in growth factors (Brown, 2016)–will also
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FIGURE 2 | Defenses which function to increase predator handling time and/or subduing time (armor and, in some instances, spines) will deter traditional predators
but not soldier-caste-type predators. Defenses which incapacitate predators (noxious chemicals and, in some instances, spines) will also deter traditional predators
but not soldier-caste-type predators. Prey can also fool predators with false signals, pretending to be unsuitable prey (Batesian mimics). For traditional predators,
noxious prey are unsuitable prey. Mimicking noxious prey will deter traditional predators but not soldier-caste-type predators. For soldier-caste-type prey, “self”
cells/individuals from the same organism/superorganism are unsuitable prey. Mimicking “self” cells/individuals could deter soldier-caste-type predators, or simply
increase the time required for proper identification. By delaying proper identification, these mimics are effectually increasing predator subduing time, making this an
armor-like defense. For traditional predators not part of a superorganism, the distinction between self and non-self is obvious so self-mimicry is N/A.

result in conspicuous antigen presentation (Houghton, 1994;
Lee et al., 2018). Having supplementary anti-predator defenses
such as armor, spines, or noxious defenses could allow cancer
cells to incorporate novel adaptations with impunity, even if the
accompanying antigens ultimately increase immune cell attack.

The adaptive immune system creates a coevolutionary arms
race between cancer cells and the host immune system which
bears some similarities to that between traditional prey and
predators (Kareva et al., in review). This arms race reoccurs de
novo within each cancer patient. In traditional predator-prey
models, predators directly convert consumed prey into more
predators (predator biomass), but this is typically not the case
for immune cells (Merlo et al., 2006, Kareva et al., in review).
However, the adaptive immune system will produce cytotoxic
T-cell variants that successfully target invader cells (Merlo et al.,
2006). The direct conversion of prey into predator biomass has
evolutionary consequences because successful predators will have
more offspring, selecting for superior predatory traits. Within the
lifespan of an individual host, cancer cells have the opportunity
to evolve immune evasion over many generations, but the host
does not. The adaptability of the immune system enables the host
to modulate how it attacks the changing cancer cell community.

Cancer cells subjected to NK cells, macrophages, cytotoxic
T-cells and other associated regulator cells find themselves
being the prey, so their immune evasion responses are akin to
standard anti-predator adaptations that emerge from traditional
predator-prey systems. Tumors can be classified as hot versus
cold depending upon the amount of immune infiltration (Maley
et al., 2017; Vareki, 2018), and hot tumors are thought to be
more responsive to immunotherapies that challenge or target
the cancer’s anti-predator adaptations (de Guillebon et al., 2020).
While often novel in form, cancer cells’ anti-predator adaptations
against the immune system function much like armor, spines, and
noxiousness in other species.

ANTI-PREDATOR ADAPTATIONS IN
CANCER

As noted by Fridman (2018), the observation that the immune
system might suppress cancers dates back to 1891 (Coley,
1891). However, the immune system’s therapeutic value did not
become fully appreciated until this century. Not until 2011, did
Hanahan and Weinberg add immune evasion to their original
2000 “hallmarks of cancer” (Hanahan and Weinberg, 2000,
2011). The field of cancer biology has progressed from noting
how cancer cells may have adaptations to avoid the immune
system to accepting that all successful cancer cells possess one
or more evasion strategies. NK cells, macrophages, cytotoxic
T-cells, and more are an ever-present feature of tumors, even in
cold tumors or regions of a tumor where immune infiltration is
weak. Cancer cells must and do maintain feeding, normal activity,
and proliferation while surrounded by threats from immune
cells. Cancer cells cannot truly flee, hide, or remain camouflaged
(entirely unnoticed) from immune attack. For all these reasons,
they need armor, spines, and noxiousness for defense. Though
these adaptations can take on forms quite different from those
in other taxa, they still function to deter “predators,” in this case
predatory immune cells.

As the number of cancer cells grows, natural selection
promotes increasingly effective anti-predator adaptations, thus
tipping the scales in favor of the cancer cells and against the
immune system (Solinas et al., 2009). This temporal progression
toward cancer cells winning the arms race is termed cancer
immunoediting (Shankaran et al., 2001). It has three recognized
phases (Dunn et al., 2004; Pandya et al., 2016). In the first
(elimination phase), the cancer cells are so few and so vulnerable
that the immune system can eliminate them completely (Burnet,
1957; Corthay, 2014). In the second (equilibrium phase), the
number of cancer cells and the sophistication of their immune
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evasion adaptations result in an equilibrium where the tumor
is neither growing nor shrinking or being eliminated by the
immune system (Koebel et al., 2007; Teng et al., 2008). In
the third (escape phase), the number of cancer cells and
their adaptations allow them to thrive and expand their
range (tumor growth and metastases) even in the face of a
fully functioning immune system (Khong and Restifo, 2002;
Grivennikov et al., 2010).

There are three general ways by which cancer cells evade
the immune system (Wildes et al., 2020). First, cancer cells
alter surface membrane molecules that fool cytotoxic T-cells into
perceiving them as unsuitable prey. Second, cancer cells modify
their extracellular environment in a manner that repels immune
cells or renders them less effective. Third, cancer cells release
or present molecules that render immune cells inoperable or
that alter the immune cell composition from one that is tumor-
suppressive to one that is pro-tumor (Mohme et al., 2017).

Whereas natural predators try not to waste time on
unprofitable prey, cytotoxic immune cells go out of their way
to avoid killing healthy, normal cells. Armor–in the functional
sense of increasing handling time–for cancer cells takes the
form of increasing the time required for cytotoxic immune
cells to recognize the cancer cell as prey (non-self), even to
the point of ceasing to see the cancer cells as anything but a
normal cell to be avoided (Figure 2). Cancer cells acquire this
armor by changing surface proteins, altering the expression of
MHC molecules, down-regulating NK cell activating ligands, or
simply forgoing the advantages of antigen presenting membrane
properties (Beatty and Gladney, 2015; Steven and Seliger, 2018;
Anichini et al., 2020). “Armor” by this interpretation is no longer
a barrier that frustrates physical processing by the predator, but
now a barrier that frustrates diagnosis processing by the predator.
This is because only the latter type of barrier will be effective at
deterring predation by immune cells. This defense by the cancer
cells can also be recognized as a form of mimicry.

A fascinating example of an armor-like immune escape
comes from a mouse model of adoptive cell transfer therapy
(ACT) against melanoma. In this model, an infusion of T-cells
specifically recognizes a melanoma differentiation antigen,
gp100, leading the melanoma cells to adapt by decreasing
expression of gp100 and switching to a less differentiated neural
crest phenotype (Landsberg et al., 2012). This response is
mediated by TNFα, released by tumor-infiltrating cells as a part
of a normal immune predation program. A downregulation
of gp100 is accompanied by the expression of the nerve
growth factor receptor (NGFR) and the loss of the expression
of several melanosomal antigens. Thus, the cancer cells
mimic embryological tissue. Even as the immune cells
constantly encounter these cancer cells, they perceive them
as unsuitable prey.

Cytotoxic immune cells are not completely devoid of
behaviors of self-preservation. They will avoid prey perceived
as “self ” and they will avoid toxic circumstances. Spines to
a cancer cell can be literal protrusions that prevent cytotoxic
T-cells from contacting the cell membrane, or, more frequently,
defenses that function like “spines.” Cancer cells do this via
changes to the microenvironment that cause cytotoxic immune

cells to avoid approaching the cancer cells. Literal spines or
protuberances appear in single cell microscopy of cancer cells
(Figure 1J). They may be invadopodia facilitating collagen
degradation within the extracellular matrix (Weaver, 2006;
Augoff et al., 2020), pseudopodia for movement (Guirguis
et al., 1987), or extracellular extensions of intermediate filament
proteins (usually associated with the cell’s cytoskeleton) that may
serve for immune evasion (Sharma et al., 2019).

At present, the role of such true spines and filaments is
poorly studied. How cancer cells generate microenvironments
that repulse immune cells or render them inactive is better
understood. Cancer cells produce hypoxic and acidic
environments that are immunosuppressive (Huber et al.,
2017; Multhoff and Vaupel, 2020; Vito et al., 2020; Figure 1O).
In particular, cancer cells upregulating carbonic anhydrase IX
(CAIX) have been shown to produce both hypoxic and acidic
conditions. Such cancer cells are more aggressive, metastatic,
and immunosuppressive (Pastorekova and Gillies, 2019). In
breast cancer, Lloyd et al. (2016) showed that CAIX-expressing
cancer cells predominated at the edges of tumors where immune
infiltration was highest.

The anti-predator adaptations of cancer cells that most closely
align with those seen in natural predator-prey systems are
noxious defenses. Though, here again, cancer cells exploit some
of the unique regulatory properties of the immune system
designed to minimize injury to self. Antigen expression by a
cancer cell stimulates several signaling cascades within tumor-
specific activated T-cells including regulatory receptors such as
the programmed cell death protein 1 (PD-1) (Pardoll, 2012). As
an extra precaution against T-cells killing the wrong cells, PD-
1 on the T-cell interacts with its ligand PD-L1 on the surface of
normal cells. Frequently, across multiple cancer types and across
patients, cancer cells independently evolve to upregulate PD-
L1, covering their cell surfaces with these transmembrane ligand
binding proteins PD-L1 (Dong et al., 1999; Atefi et al., 2014).
When a T-cell encounters the cancer and the PD-L1 binds to the
T-cell’s PD-1 protein a “no killing” command ensues. In response,
the T-cell may leave the cancer alone, or, in terms of inducing
injury, the T-cell may cease to divide, deactivate, or even undergo
apoptosis (Butte et al., 2007; Francisco et al., 2009). This form of
immune checkpoint adaptation by the cancer cells also manifests
in other death inducing FAS-FAS ligand binding, CD47, and
HLA-G (Pettersen, 2000; Horton et al., 2018; Zhu et al., 2019).
When the cancer cells present receptors that induce death or
deactivation of the T-cells, they possess a noxious defense.

The noxious anti-predator repertoire of cancer cells includes
releasing chemicals that deactivate or induce apoptosis in
cytotoxic cells (e.g., release of NK-cell ligands). The secretion
of interferons and TNFα by infiltrating lymphocytes amplifies
the immune response by attracting cytotoxic T-cells, NK cells,
and macrophages. However, experimental data from both
mice (Spranger et al., 2013) and humans (Rooney et al.,
2015) show that interferons also induce the expression of
indolamine 2,3 dioxygenase (IDO). Increased level of IDO in the
tumor microenvironment leads to metabolic suppression of the
lymphocytes and a reduction of cytotoxic immune cells. Cancer
cells also evolve to release extracellular vesicles (EV) that can
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contain immune checkpoints, signaling molecules that attract
pro-tumor immune cells such as T-regs and M2 macrophages.
These pro-tumor cells suppress the proliferation of cytotoxic
immune cells and even co-feed cancer cells. In effect, the cancer
cells can evolve adaptions to co-opt and hijack the immune
system (Heusinkveld and van Der Burg, 2011; Kareva, 2011).
In this ultimate form of noxiousness, the cancer cells call in
the “enemy” of their “enemy.” Cancer cells have developed
indirect defenses very much akin to plants releasing volatile
chemicals to attract predatory wasps of the plant’s arthropod pests
(Halitschke et al., 2008).

FROM NATURE TO CANCER AND BACK
AGAIN

Looks Can Be Deceiving
We have presented examples of diverse species employing armor,
spines, and noxious chemicals as anti-predator adaptations. It
is evident from this overview that defenses with the same
essential function do not always look similar, and traits that
look similar do not always function similarly. One essential
defense strategy we have described is specialized morphology that
increases predator subduing and/or handling time. In mammals
and other animals, this defense typically looks like armor, that is,
exceptionally durable integument. In other species, this defense
strategy often takes the form of a robust exterior, but sometimes
it does not. For example, filamentous morphology in bacteria
and cancer increases predator handling time even without the
thickening of cell walls (Jürgens et al., 1994; Pernthaler et al.,
1996; Hahn et al., 1999).

Spine-like morphologies are widespread across taxa, but the
function of these morphologies varies. Some species’ spines are
clearly dangerous to predators, such as the exaggerated spines
of porcupines (Figure 1F). In other cases, it is less evident that
spine-like morphologies are capable of hurting predators and
may instead function primarily to increase predator subduing
or handling time. For example, the presence of Daphnia
(zooplankton grazers) triggers Scenedesmus phytoplankton form
linked-up colonies and develop spines (van Donk and Hessen,
1993; Pančić and Kiørboe, 2018). This morphology reduces
predation by small Daphnia, suggesting that the function of the
spines is to make the Scenedesmus colonies larger and thereby
more difficult to handle. This echoes the hypothesis of Price et al.
(2015) that fish spines evolved to thwart gape-limited piscivores.
Spine-like morphologies in cancer may serve multiple purposes
including movement, degradation of extra-cellular matrix, and
to keep cytotoxic T-cells at bay. These functions need not be
mutually exclusive. The protuberances of PD-L1 transmembrane
proteins in cancer cells may be more akin functionally to the
rays of lionfish (Pterois spp.) (Figure 1G). While cancer cells
and lionfish face very different predators, each can result in
the predator’s injury or death. The lesson from this overview
is that defenses functioning like armor and spines (terms based
on mammalian examples) are widespread across nature, but the
function of morphological defenses cannot be assumed from their
appearance alone.

Community Composition
The benefits of armor, spines, and noxious defenses will vary
according to the frequency of defended prey in the system as
well as the type of predator. If all prey of an ecosystem had
100% effective defenses, then their predators would starve and
there would be none. Similarly, if cancer cells within their tumor
exerted 100% effective immunosuppression, there would be no
activated immune response. But, in the absence of any predators
or immune response, natural selection would favor prey and
cancer cells without spines, armor, or noxiousness. Conversely,
if prey were poorly defended or defenses were rare, then the
population size of predators would be abundant, thus favoring
more highly defended prey. Predator-prey systems in nature
should equilibrate on a mix of vulnerable and defended prey;
or prey with some intermediate level of defense. For example,
though North American porcupines (Erethizon dorsatum) are
robustly defended by barbed spines, their defense is not so robust
to be able to thwart specialist predators such as fishers (Pekania
pennanti) (DeWitt et al., 2019).

Because vulnerable prey support the predators that select for
armored, spiny, and noxious prey, and defended prey support
few predators, thus favoring undefended prey, we imagine a
mix of vulnerable and defended prey species in most natural
ecosystems. In particular, defenses such as armor, spines, and
noxiousness seem to be favored when the prey experience high
encounter rates with predators and when they need to maintain
conspicuous feeding activities in the face of these threats. Cancer
cells almost always live in microenvironments with cytotoxic
threats from the innate and adaptive immune system. They
cannot really flee nor hide (entirely escape detection), so armor-
like, spine-like, and noxious defenses should be the norm. While
camouflage, as such, is not an option because immune cells
will encounter just about all cells in the tumor, there can be a
form of serendipitous or perhaps adaptive protection by having
a ring of cancer-associated fibroblasts form a physical enclosure
of cells and extracellular matrix that blocks off immune cells
(Hilmi et al., 2020).

For prey with armor, spines, and noxious defenses that are
targeted by immune systems, it is less straightforward to predict
how the frequency of defended prey in the system will affect
the effectiveness of each defense. Soldier-caste-type predators
will not avoid attacking defended prey just because easier prey
are available. A lot will depend on the feedback between the
frequency of defended cells and the degree of anti-tumor immune
infiltration. If, for instance, defense comes in the form of not
presenting antigens, then cytotoxic T-cells will largely ignore
them and be more available to attack antigen presenting cancer
cells. If all other cancer cells are defended, then it behooves a
cancer cell to conform. In this case, all “armored” cancer cells
become an evolutionarily stable strategy (ESS). If the cancer’s
defense comes in the form of directly or indirectly causing the
inactivation or death of cytotoxic immune cells, then these cancer
cells provide a “public good” that may promote freeloading at
the ESS. A cancer cell surrounded by noxiously defended cancer
cells may need no defense; while a cancer cell surrounded by
undefended ones may do best by being noxious. With noxious
defenses, the ESS community may be a mix of defended and
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less defended cancer cells. The coexistence of immune-evasive
and immune-susceptible cancer cell types is an interesting and
important avenue for research.

Aposematism and Mimicry
Aposematism, or warning signaling, is widespread among
animals with noxious defenses (Berenbaum, 1995; Stankowich
et al., 2011; Wang et al., 2018b) and dangerous spines (Inbar
and Lev-Yadun, 2005). When the prey can induce unacceptable
acute or chronic injury, the interests of the prey and predator
become aligned: the prey does not want to be attacked and the
predator does not want to risk injury. Aposematic signals are
not inherently deterring but are so because they are paired with
dangerous (noxious and/or spiny) defenses. Likely for this reason,
aposematic signals are associated with slow mobility, such as the
slow and non-evasive flight styles of noxious butterflies (Srygley,
1994). Since aposematic prey have dangerous defenses, they do
not need to flee as a primary defense, so speed is unimportant.
Slow movement may also increase the visibility of the warning
signals (Srygley, 1994).

Recognition of aposematic signals will increase with instances
of Müllerian mimicry, when similar-looking noxious species with
shared predators evolve to look even more similar. However,
aposematism also opens the door for Batesian mimicry, where a
non-dangerous prey dishonestly displays the aposematic signal,
taking advantage of predators’ reluctance to pursue dangerous
prey. The Batesian mimic essentially freeloads off the dangerous
prey, reaping the benefits of the defense without incurring the
associated costs.

A variety of anti-immune adaptations by cancer cells amount
to Batesian mimicry, where the normal cells are the model and the
cancer cells are the mimic. For example, cultured melanoma cells
that decrease expression of the melanoma differentiation antigen
gp100 evade detection by introduced T-cells (Landsberg et al.,
2012) by mimicking normal cells. They do this while remaining
cancer cells and not by becoming normal cells. At first glance it
seems odd to classify this type of mimicry as Batesian. Unlike
traditional predators that are working on commission, immune
cells are not deterred from pursuing dangerous prey. However,
a danger which immune cells do avoid is auto-immunity or self-
attack. Cancer cells take advantage of immune cells’ reluctance to
attack host cells by pretending to be host cells. This might seem
like a form of camouflage. It is not. In nature camouflage prevents
predator detection, it does not involve the predator finding the
prey and deciding to pass it by. Cancer cells pretending to be
normal cells do not evade immune cell detection, after all the
immune cells are contacting normal cells and cancer cells alike
to detect the antigens on their surfaces. Rather, what the mimic
cancer cells really evade is accurate identification by immune
cells. In this sense, it would be useful to interpret disguised
cancer cells as Batesian mimicry. They do not imitate dangerous
prey, but they imitate the thing that would be dangerous for
immune cells to attack. Figure 2 outlines these dynamics. One
will note that for cancer cells mimicking normal cells, this
strategy conforms to Batesian mimicry (mimicking the prey that
is dangerous to attack) and armor (increasing predator handling
time). Both perspectives may prove useful for future research.

CONCLUSION

Anti-predator defenses in the form of armor, spines, and noxious
chemicals are found widely across taxa in nature. They are also
displayed by cancer cells. Prey using these modes of defense can
continue activities such as foraging and proliferating even when
predators are numerous and nearby, which can offer a distinct
advantage over strategies such as fleeing, camouflage, or seeking
refuge. Armor-like defenses are those which make prey difficult
and time-consuming for predators to subdue and/or handle.
Noxious defenses make prey dangerous; they can temporarily
or permanently incapacitate predators. Spiny defenses may fall
into either or both functional categories. Traditional predators
will be effort-deterred and injury-deterred from pursuing prey
defended in these ways.

Cancer cells experience incessant predation pressure from
the immune system. By the nature of their morphology
and environment, cancer cells cannot flee, hide, or remain
camouflaged. Armor, spines, and noxious chemicals are thus
their primary recourse for defense. These defense modes take
considerably different forms in cancer cells than in other taxa, but
their essential functions are the same. However, the motives of
the predators are quite different in cancer versus natural systems.
The cytotoxic cells of the immune system are non-traditional,
soldier-caste-type predators which do not work on commission.
They are not deterred from pursuing difficult or dangerous
prey. Because immune cells carefully avoid attacking normal
cells of the whole organism, cancer cells, like Batesian mimics,
frequently capitalize on this reticence by mimicking normal cells.
Furthermore, the regulatory agents of the immune system can
control the deployment, proliferation, and death of cytotoxic
immune cells. Cancer cells “hijack” these communications to
not only suppress cytotoxic immune cells but to amplify pro-
tumor immune cells.

For ecologists, cancer provides replicated worlds for
studying the parallel and convergent evolution of anti-predator
adaptations within different microenvironments of a tumor
(habitat scale in ecology) and separate tumors of the host (biome
scale with the same taxa). The same evolutionary ecology can be
studied in the same cancer across patients (replaying the tape
of life for roughly the same taxa) or different cancers across
patients (replaying the tape of life with different taxonomic
origins; for instance, colon cancer versus liver cancer patients).
Furthermore, cancer research centers often possess technologies
and equipment related to cell culturing, cell sorting, molecular
analyses, mouse model experiments, and histologies that might
be unavailable to ecologists studying natural systems.

For oncologists, empirical and conceptual work on anti-
predator adaptations draws attention to the functional role
that traits play in deterring predation, not just the form. Most
immunotherapies, or cancer therapies in general, take advantage
of a molecular target, or in the case of recent advances like CAR
T-cell therapy, the actual cancer cells themselves as targetable. In
our context, this therapy makes cancer cells distinguishable from
normal cells, thus acting to strip away the cancer cells’ armor or
Batesian mimicry. This can create a bit of tunnel vision where two
things are overlooked. First, the entire context of the cancer cells’
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adaptations, both to their microenvironment and for immune
evasion, might be overlooked. Second, less attention is paid to
how the cancer cells might or will evolve therapy resistance and
effective countermeasures to the therapy.

CAR T-cell therapy can be highly effective in promoting
a complete or partial response in some patients while barely
hindering progressive disease in others (Wagner et al., 2020).
Majzner and Mackall (2018) note that CAR T-cell therapy failure
in solid tumors often results from the cancer cells downregulating
or eliminating the T-cell presenting antigen. In response to issues
of toxicity, T-cell infiltration into the tumor, downregulation
of immunogenicity, and tumor heterogeneity, much research
is going into manufacturing safer, more effective, and more
applicable CAR T-cell products (Rafiq et al., 2020), which is all
well and good. But, little of this work considers the ecological
context of the cancer cells, the cost and benefits of their
current immune evasion strategies, and the ease or difficulty that
they will have in evolving an effective anti-predator response.
The same applies to research on the efficacy of other current
immunotherapies such as Pembrolizumab (anti PD-1 inhibitor,
which works against “spines” and “noxiousness”), Nivolumab
(anti PD-1 inhibitor), and Ipilimumab (CTLA-4 blocker, which
works against “noxiousness”). Often Nivolumab and Ipilimumab
are given together, and any of these immunotherapies may be
at times combined with chemotherapy, radiation therapy, and
surgery. Such therapies act against the current adaptations of
the cancer cells but do not anticipate how the cancer cells will
evolve new forms of immune evasion using armor, spines, or
noxiousness. How easily can they evolve and at what cost to the
cancer cells’ performance?

We feel that incorporating the perspectives of this overview
can provide insights and direct research into the successes
and failures of diverse immunotherapies and, perhaps, suggest
novel therapeutic strategies. These concepts may help with
anticipating rather than reacting to the cancer’s evolution of
immunosuppression and resistance to immunotherapies. Just as
the cancer cells exploit weaknesses in the immune system, so
should the physicians find weaknesses in the current strategies

of the cancer cells and anticipate how they will respond to
various immunotherapies. If the physician is going to use
the immune system for biological control, the therapy regime
must be dynamic and change as the cancer cells’ anti-predator
strategies change. Knowledge from ecology may assist in framing
the anti-predator options available to the cancer cells and suggest
how to anticipate the kinds of armor, spines, and noxiousness
that might occur in response the therapeutic regimens. Most
therapies are given until disease progression, at which point
the cancer cells have long since evolved countermeasures.
With this in mind, physicians can use immunotherapies in
a more dynamic fashion to anticipate and steer the cancers’
evolution while driving down the population of cancer cells
(Cunningham et al., 2012).
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