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This article focuses on the consensus problem of linear multi-agent systems under denial-
of-service attacks and directed switching topologies. With only intermittent
communication, the leader-following consensus can be preserved by fully distributed
event-triggered strategies. Theoretical analysis shows that the proposed event-triggered
resilient controller guarantees the exponential convergence in the presence of denial-of-
service attacks and the exclusion of Zeno behavior. Compared to the existing studies
where continuous communication between neighboring agents is required, the event-
triggered data reduction scheme is provided to tackle the effects of denial-of-service
attacks on directed switching topology as well as to avoid continuous communication and
reduce energy consumption. The obtained results can be extended to the scenario without
a leader. Numerical simulations are finally given to illustrate the effectiveness of the
proposed method.
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1 INTRODUCTION

In past decades, cooperative control of multi-agent systems (MASs) has become one of the significant
research interests in many areas, such as artificial intelligent, mathematics, biology, and control
engineering (Olfati-Saber and Murray, 2004; Ren et al., 2007; Mei et al., 2016). Consensus control,
one of the most important cooperative controls, is to guarantee the agents to achieve an agreement
ultimately via neighborhood communication. Many related works on leaderless consensus and
leader-following consensus (also known as consensus tracking) have been reported by Li et al.,
(2016),Qin et al., (2016), Li et al., (2018), and Zhu et al., (2021).

In Ma and Yang, (2016), Wang and Yang, (2016), Wang et al., (2020), and Zhang et al., (2021),
continuous communication of neighbor agents and control is required to achieve the consensus for
MASs. Recently, many efforts were devoted to the consensus problem for MASs with the event-
triggered strategies. The event-triggered control method has obvious advantages which can
effectively avoid continuous communication and reduce energy consumption and is widely
applied in dealing with the scenario in which the bandwidth of the communication channel in a
multi-agent system is limited. To design appropriate event-based control laws and the triggering
functions are the main works in the event-triggered consensus problem. Event-triggered and self-
triggered control schemes for single- or double-integrator agents have been developed by
Dimarogonas et al., (2012), Meng and Chen, (2013), Seyboth et al., (2013), and Fan et al.,
(2015). For MASs with general linear dynamics, Yang et al., (2016), Cheng et al., (2017), Cheng
and Li, (2019), Hu et al., (2020), and Xu and Wu, (2021) considered the consensus problem by
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designing event-triggered communication and control schemes.
Specifically, Cheng et al., (2017) studied the leader-following
consensus problem and eliminated the need of continuous
communication between neighboring agents, where fixed and
switching topologies are considered.

Among the studies on consensus of MASs, the security
problem has attracted significant attention, as surveyed by
Wang and Yang, (2018) and Wang et al., (2021), due to MASs
being vulnerable to malicious attacks. The denial-of-service
(DoS) attack is one of the common attacks on communication
networks (Qin et al., 2018; Pelechrinis et al., 20212010), in which
the legitimate members of MASs are unable to access information
resources due to the malicious cyber threat actors. Some
interesting results for MASs under DoS attacks have been
obtained by Wang and Yang, (2018), Wang et al., (2021), Lu
and Yang, (2018), and Zhang et al., (2019). To effectively alleviate
needless waste of network resources, the event-triggering
strategies for MASs under DoS attacks are proposed by Xu
et al., (2019), Feng and Hu, (2020), Sun and Yang, (2020), and
Tand et al., (2021). Note that the aforementioned results studied
in the fixed topologies, though, for the unreliable communication
environment under DoS attacks, the research results of using
event-triggered methods to the systems under DoS attacks and
directed switching topologies are relatively few.

Motivated by the aforementioned discussion, this article
addresses the distributed event-triggered communication and
control of linear MASs under DoS attacks, where directed
switching topologies are considered. Although the control
strategy under DoS attack is also studied by Wang et al., (2021),
the continuous controller update is required. Moreover, unlike the
result in Feng and Hu, (2020), assuming that the connection
network is a fixed topology, a switching topology network
including intermittent communication is considered, which is
more reasonable in practical application. The contribution in this
article is summarized as follows: First, an event-triggered secure
approach, for solving the leader-following consensus problem of
tracking a time-varying state of the leader agent in the presence of
DoS attacks, has been developed. Moreover, while event-triggered
control problem under DoS attack is considered in this article, the
analysis is focusing on the switching topologies case. Furthermore, it
is shown that the event-based control strategy is capable of reducing
the frequency of communication and controller updates as well as
excluding the Zeno behavior and event-triggered controller for
leaderless multi-agent systems is further introduced.

The rest of the article is organized as follows: In Section 2, the
necessary preliminaries are introduced. The achievement of the
consensus and the exclusion of the Zeno behavior are presented
in Section 3. Section 4 gives the simulation results, and finally the
conclusions are drawn in Section 5.

2 PRELIMINARIES AND PROBLEM
STATEMENT

2.1 Switching Communication Topologies
Among theN + 1 agents, the communication topology is modeled
by a directed switching graph Gσ(t), of which one member is the

leader (labeled by 0) and the rest N agents are the followers.
Gσ(t) � {Gs: s ∈ S} is a set containing all possible directed
connected graphs, where σ(t): [0,+∞) → S is defined as the
switching signal with an index set S. Aσ(t) �
[aσ(t)ij ] ∈ R(N+1)×(N+1) is an adjacency matrix associated with
nonnegative adjacency element aij and zero diagonal elements.
Directed edge (j, i) ∈ Eσ(t) denotes that the agent i can obtain
information from the agent j but not vice versa. Lσ(t) �
[lσ(t)ij ] ∈ R(N+1)×(N+1) is a Laplacian matrix of Gσ(t), with lσ(t)ii �∑j≠ia

σ(t)
ij and lσ(t)ij � −aσ(t)ij , i ≠ j. We partition the Laplacian

matrix Lσ(t) ∈ R(N+1)×(N+1) as Lσ(t) � [0, 0;Lσ(t)
1 ,Lσ(t)

2 ], where
Lσ(t)
1 � [Lσ(t)

1ij ] ∈ RN×1 and Lσ(t)
2 � [Lσ(t)

2ij ] ∈ RN×N. Note that
Ls
2 (s ∈ S) is a nonsingular M-matrix that satisfies

ΣsLs
2 + LsT

2 Σs > 0, ∀s ∈ S, where Σs � diag{ξs1, ξs2, . . . , ξsN}, ξs �
[ξs1, ξs2, . . . , ξsN]T � (LsT

2 )−11N.
Assumption 1: The connection digraph Gσ(t) is fixed on every

interval [tm, tm+1), m � 0, 1, 2, / . The leader node exists as a
directed path to at least one follower.

Assumption 2: Topology-dependent average dwell time τas
satisfies

Ns
σ(t, T)≤Ns

0 +
Ts(t, T)

τas
, (1)

where Ns
σ(t, T) represents the number of switching of the sth

topology over (t, T), s ∈ S, Ns
0 > 0 denotes the mode-dependent

chattering bounds, and Ts (t, T) is the total running time of Gs.

2.2 Intermittent DoS Attack Constraints
DoS attack refers to a class of attacks where an adversary renders
certain or all components of an inaccessible control system. The
DoS attacks can simultaneously affect both the measurement and
control channels, which leads to the loss of data availability. One
basic assumption of this article is that during the time DoS is
active, only the exchange information among the group agents is
interrupted, and thus the interaction information is inaccessible.
The time series is shown in Figure 1.

There are two states in a complete time sequence. One is the
normal communication period without any malicious actions,
and the other is the period interfered by DoS attacks. Here, the
two states are defined as follows: when t ∈ ΩI, intermittent
communication failure occurs in the switching topologies, and
thus the agent cannot obtain neighbor information; and when t ∈
ΩC, all agents can receive neighbor information, in which
ΩI � ∪h∈N+[th, t1h), ΩC � ∪ [t0, t1) ∪ h∈N+[t1h, th+1), and there
exist the non-overlapping subintervals[t0h, t1h), . . .,[tℓh, tℓ+1h ), . . . , [tlh−1h , tlhh ) in each interval [th, th+1), with
t0h � th, t

lh
h � th+1 � t0h+1, and tℓh(ℓ � 0, 1, . . . , lh) are the

topology switching time instants.

FIGURE 1 | Time series.
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2.3 Problem Statement
Consider a group of N + 1 agents consisting of N followers and
one leader. The dynamics of the ith follower agents are
described by

_xi(t) � Axi(t) + Bui(t), i � 1, . . . , N, (2)

where xi(t) ∈ Rn and ui(t) ∈ Rm are the state and the control
input of agent i, respectively. Matrices A and B are constant
matrices with compatible dimensions. It is assumed that the
matrix pair (A, B) is stabilizabie.

The dynamics of the leader agent are expressed as

_x0(t) � Ax0(t), (3)

where x0(t) ∈ Rn is the state of the leader.
In this article, for the directed switching topological structure,

our objective is to cope with the leader-following consensus
problem of multi-agent systems under DoS attacks by
designing event-triggered information transmission and
control scheme, which leads xi(t) − x0(t) exponentially to
converge to 0, and exclude the Zeno behavior.

3 MAIN RESULTS

In this section, we study the consensus problem of multi-agent
systems with directed switching topologies in the presence of DoS
attacks and present the design of an event-triggered control
scheme.

For each follower i, the state estimate is defined as
x̂i(t) � eA(t−tik)xi(tik), ∀t ∈ [tik, tik+1). The event-triggered
controller for each follower agent i is proposed as

ui(t) � 9K ∑N
j�1

aσ(t)ij (x̂i(t) − x̂j(t)) + aσ(t)i0 (x̂i(t) − x0(t))⎡⎢⎢⎣ ⎤⎥⎥⎦ (4)

with

9 � 1, if t ∈ ΩC,
0, if t ∈ ΩI,

{ (5)

whereK ∈ Rm×n is the feedback gain matrix to be determined and
x̂0(t) � x0(t).

The measurement error ei(t) is defined as

ei(t) � x̂i(t) − xi(t), i � 1, . . . , N. (6)

The triggering time instant tik+1 is determined by the following
triggering mechanism:

tik+1 � tℓh, if Gσ(t)switches,
inf {t> tik: fσ(t)

i (t)> 0}, otherwise,
{ (7)

where the triggering function is given by

fσ(t)
i (t) � ‖ei(t)‖ − c‖∑N

j�1
aσ(t)ij (x̂i(t) − x̂j(t))

+aσ(t)i0 (x̂i(t) − x0(t))‖,
(8)

with c is a positive constant to be determined.

Remark 1. The expression (Eq. 7) shows that agents update
their communication when topology switches or event-triggering
condition is satisfied.

Theorem 1. Consider the leader-followingmulti-agent systems
(2) and (3). Suppose that controller (4) and event-triggered

function (8) are applied with K � WP−1 and 0< c<
������

1
λmax(P−1)

√
.

Then, the leader-following consensus problem can be solved if the
following condition holds:

1) There exist matrices P > 0 and W such that

Ξs ΣsLs
2 ⊗ BW 0 LsT

2 ⊗ P

* −IN ⊗ P LsT
2 ⊗ P 0

* * − 1
2N

IN×n 0

* * * − 1
2N

IN×n

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
<0 (9)

and

AP + PAT − αP< 0, (10)

with Ξs � Σs ⊗ AP + Σs ⊗ PAT + ΣsLs
2 ⊗ BW + Ls

2
TΣs ⊗ WTBT+

λs(Σs ⊗ P), λs > 0 and α > 0.

2) Choose μs > b0/a0 such that ∑
s∈S
(λs − ln μs

τas
)Ts(t0, t1) − ln b0

a0
> 0

and ∑
s∈S
(λs − ln μs

τas
)Ts(t1h, th+1) − ln b0

a0
> α(t1h − th), where a0

and b0 will be given later.
PROOF. Define the tracking error of each follower i as δi(t) �

xi(t) − x0(t). Let δ(t) and e(t) be the column stack vectors of δi(t)
and ei(t), respectively. By combining Eq. 2, Eq. 3, and Eq. 4,
the dynamics of the error closed-loop system can be
expressed as

_δ(t) � 9((IN ⊗ A + Lσ(t)
2 ⊗ BK)δ(t) + (Lσ(t)

2 ⊗ BK)e(t))
(1 − 9)(IN ⊗ A)δ(t). (11)

Consider the multiple topology-dependent Lyapunov function
candidate

Vσ(t)(t) � 9δT(t)(Σσ(t) ⊗ �P)δ(t) + (1 − 9)δT(t)(IN ⊗ �P)δ(t),
(12)

with �P � P−1.
Denote as � λmin (Σs), a0 � min

s∈S
{as}, �a � a0λmin(�P), bs � λmax

(Σs), b0 � max
s∈S

{bs}, and �b � b0λmax(�P). It follows from Eq. 12

that �a‖δ(t)‖2 ≤ a0δT(t)(IN ⊗ �P)δ(t)≤ asδ
T(t) (IN ⊗ �P)δ(t)≤

Vs(t)≤ bsδ
T(t)(IN ⊗ �P)δ(t)≤ b0δ

T(t)(IN ⊗ �P)δ(t)≤ �b‖δ(t)‖2.
For t ∈ ΩC, we assume σ(t) � s; at this time, the network

communication is not subjected to attacks. Note that
Vs1(t)≤ bs1δT(t)(IN ⊗ �P)δ(t)≤ μs1Vs2(t), where s1, s2 ∈ S.

Let ζ(t) � [δT(t), eT(t)]T. The derivative of Vs(t) along the
trajectories of Eq. 11 can be expressed as
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_Vs(t) � 2δT(t)(Σs ⊗ �P) (IN ⊗ A)δ(t) + (Ls
2 ⊗ BK)δ(t)[

+(Ls
2 ⊗ BK)e(t)]

� 2δT(t)(Σs ⊗ �PA)δ(t) + 2δT(t)(ΣsLs
2 ⊗ �PBK)δ(t)

+2δT(t)(ΣsLs
2 ⊗ �PBK)e(t)

≤ ζT(t)Ms
1ζ(t) − λsδ

T(t)(Σs ⊗ �P)δ(t)
+λmax(�P)eT(t)e(t),

(13)

where

Ms
1 � Ξs

1 ΣsLs
2 ⊗ �PBK

p −IN ⊗ �P
[ ],

Ξs
1 � Σs ⊗ �PA + Σs ⊗ AT �P + ΣsLs

2 ⊗ �PBK
+LsT

2 Σs ⊗ KTBT �P + λs(Σs ⊗ �P).
By Eq. 7, one has

‖ei(t)‖≤ c‖ ∑N
j�1

asij(ei(t) − ej(t)) + asi0ei(t)

+ ∑N
j�1

asij(δi(t) − δj(t)) + asi0δi(t)‖,
(14)

which implies ∑N
i�1 ‖ei(t)‖2 ≤ 2Nc2(‖(Ls

2 ⊗ In)e(t)‖2 + ‖
(Ls

2 ⊗ In)δ(t)‖2). Furthermore, it follows that

‖e(t)‖2≤ ζT(t) 2Nc2(LsT
2 Ls

2 ⊗ In) 0
0 2Nc2(LsT

2 Ls
2 ⊗ In)[ ]ζ(t).

(15)

According to the fact 0< c2 < 1
λmax(P), it can be derived from Eq.

13 and (Eq. 15) that

_Vs(t)≤ ζT(t)Ms
2ζ(t) − λsδ

T(t)(Σs ⊗ �P)δ(t), (16)

where

Ms
2 � Ξs

2 ΣsLs
2 ⊗ �PBK

p −IN ⊗ P + 2N(LsT
2 Ls

2 ⊗ In)[ ],
Ξs
2 � Σs ⊗ �PA + Σs ⊗ AT �P + ΣsLs

2 ⊗ �PBK
+LsT

2 Σs ⊗ KTBT �P + λs(Σs ⊗ �P)
+2N(LsT

2 Ls
2 ⊗ In).

Multiplying both sides of Ms
2 by diag{IN ⊗ P, IN ⊗ P},

one gets that Ms
2 < 0 is equivalent to Ms

3 < 0 with Ms
3 �

[Ξs
3,ΣsLs

2 ⊗ BW; *,−IN ⊗ P + 2N(LsT
2 Ls

2 ⊗ PP)] and Ξs
3 �

Σs ⊗AP+Σs ⊗PAT +ΣsLs
2 ⊗BW+LsT

2 Σs ⊗WTBT+ λs(Σs ⊗P)+
2N(LsT

2 Ls
2 ⊗PP). According to Schur complement

lemma, from Eq. 9 one has Ms
3<0. Thus,

_Vs(t)≤ − λsVs(t). (17)

For t ∈ [t0, t1), when the communication network switches
among finite digraphs, it follows from Eq. 17 that

V
σ(tl0−10 )(t−1 )≤ ∏l0−1

ℓ�0
μσ(tℓ0) exp −∑l0−1

ℓ�0
λσ(tℓ0)(tℓ+10 − tℓ0)

⎧⎨⎩ ⎫⎬⎭ × Vσ(t0)(t0).

(18)

For t ∈ [t1h, tlhh ), it follows from Eq. 17 that

V
σ(tlh−1

h
)(tlh−h )≤ ∏lh−1

ℓ�1
μσ(tℓ

h
) exp −∑lh−1

ℓ�1
λσ(tℓ

h
)(tℓ+1h − tℓh)

⎧⎨⎩ ⎫⎬⎭ × Vσ(t1
h
)(t1h).

(19)

When t ∈ ΩI, the communication topology of MASs will be
affected by DoS attacks, and thus the corresponding
communication topology of the MASs will become
paralyzed. Then, the time derivative of Eq. 12 along Eq. 11
becomes

_Vσ(t)(t) � δT(t)[IN ⊗ (AT �P + �PA)]δ(t)≤ αVσ(t)(t). (20)

It follows from Eq. 20 that

Vσ(th) t1−h( )≤ exp α t1−h − th( ){ }Vσ th( )(th). (21)

Next, analysis is given for t ∈ [t0, th+1]. Note that
Vσ(th+1)(th+1)≤ 1

a0
V

σ(tlh−1
h

)(tlh−h ) and Vσ(t1
h
)(t1h))≤ b0Vσ(th)(t1−h ).

Then, one gets

Vσ(th+1)(th+1)≤ exp ln
b0
a0

+ α(t1h − th) + ∑lh−1
ℓ�1

lnμσ(tℓ
h
)

⎧⎨⎩
− ∑lh−1

ℓ�1
λσ(tℓ

h
)(tℓ+1h − tℓh)}Vσ(th)(th).

(22)

Let ]0 � exp ∑s∈SN
s
0 ln μs{ }, ϕh � ∑s∈S(λs − ln μs

τas
) Ts(t1h, th+1)−

ln b0
a0
− α(t1h − th), and ϕ0 � ∑s∈S(λs − ln μs

τas
) Ts(t0, t1) − ln b0

a0
. For

t ∈ [t0, th+1], based on the aforementioned analysis, one gets

Vσ(th+1)(th+1)≤ ]0 exp −∑h
h�1

ϕh − ϕ0

⎧⎨⎩ ⎫⎬⎭Vσ(t0)(t0). (23)

Finally, for any t ≥ 0, there exists a constant Z ≥ 0 such that tZ ≤
t ≤ tZ+1. Let 90 � maxZ∈N{tZ+1 − tZ} and ϕ � minh∈N{ϕh}, and then
one has

Vσ(tZ)(t)≤ ]0 exp{α(t − tZ)}Vσ(tZ)(tZ)
≤ ]0 exp {α90} exp{−Zϕ }Vσ(t0)(t0)
≤ ] exp{−χ(t − t0)}Vσ(t0)(t0),

, (24)

where ] � ]0 exp{α90 + ϕ } and χ � ϕ /90. Moreover, one obtains
‖δ(t)‖2 ≤ ]�b

�a e
−χ(t−t0)‖δ(t0)‖2, which implies each follower agent

follows the leader agent exponentially.
Remark 2. Note that under directed switching

topologies and DoS attacks, the triggering mechanism
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design and the stability analysis of close-loop systems become
even more difficult. Theorem 1 shows that the leader-
following consensus problem is solved, for the situation
with more practical significance; network intermittent DoS
attacks are addressed in the directed switching topologies.

In the following, we show the feasibility of the proposed event-
triggered protocol.

Theorem 2 There exists no Zeno behavior in the multi-agent
systems (2) and (3).

PROOF. Due to the average dwell-time property, they do not
have Zeno behavior when the communication topology switches.

Then, considering two consecutive triggers which are
induced by the triggering condition, let ζ(t) � ‖e(t)‖

‖qσ(t)(t)‖ and
the time derivative of ‖e(t)‖

‖qσ(t)(t) for t ∈ [tik, tik+1) is estimated to

obtain _ζ(t)≤ ‖ _e(t)‖
‖qσ(t)(t)‖ + ‖e(t)‖‖ _qσ(t)(t)‖

‖qσ(t)(t)‖2 with the fact that

‖ _e(t)‖≤ ‖IN ⊗ A‖‖e(t)‖ + ‖IN ⊗ BK‖‖qσ(t)(t)‖ and ‖ _qσ(t)(t)‖≤
‖IN ⊗ A‖‖qσ(t)(t)‖. It follows that _ζ(t)≤ c1ζ(t) + c2, where c1 �
2‖IN ⊗ A‖, c2 � ‖IN ⊗ BK‖. Then, ζ(t) satisfies the bound ζ(t) ≤
φ(t, φ0), in which φ(t, φ0) is the solution of
_φ � c1φ + c2,φ(0,φ0) � φ0, given by φ(t,φ0) � −c2

c1
+

(c2c1 + φ0)ec1t. Then, the inter-execution times are bounded
by the solution ι ∈ R+ of φ(ι, 0) � c

��
N

√
. Since

φ(ι, 0) � c2
c1
(ec1 ι − 1), we obtain ι � ln((c1/c2)c

��
N

√ +1)
c1

, which is
strictly positive. So, Zeno behavior is excluded for the
follower agent i.

FIGURE 2 | Switching direct graphs among one leader and four follower
agents.

FIGURE 3 | Topology switching signal.

FIGURE 4 | DoS attack signal.

FIGURE 5 | Trajectories of tracking errors δ1i , i � 1, . . . ,4.

FIGURE 6 | Trajectories of tracking errors δ2i , i � 1, . . . ,4.

FIGURE 7 | Triggering instants time for the agent i, i � 1, 2, 3, 4.
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Finally, the case that two consecutive triggers are brought by
both switching topology and the condition of the triggers is
studied. Based on the assumption that the triggering occurs
when the topology switches and ei(tℓh) is reset to zero, so tℓh
can be considered as the triggering time tik. Thus, this interval[tℓh, tik+1) can be proven to be lower bounded by a positive
constant. The inter-event interval [tik, tℓh) cannot be proven to
be lower bounded since the switching may happen immediately
after triggers induced by the condition of the triggers.. Assume
that the next triggering times be tℓh, . . . , t

s
h, t

i
k+1 with ℓ ≤ s < lh − 1.

We claim that no Zeno behavior occurs since the interval
[tsh, tik+1) has a positive lower bound as discussed previously.

Remark 3. Note that the control strategies under DoS attack
are also studied inmany references, and the continuous controller
update is required. In this article, an event-triggered control
scheme is provided for MASs in the presence of denial-of-
service attacks on directed switching topology.

With the aforementioned notations, this subsection is
concluded by summarizing the algorithm for generating the ui(t).

Algorithm 1. Initialization

(1) Set tik � 0 and k � 0;
(2) send xi(tik) to its neighbors;
(3) compute ui(t) � Kqσ(t)i (t0);
while t < T, T is the desired lifespan of the system.
If t ∈ ΩC,
send xi(t) to its neighbors;
if ‖ei(tik)‖> c‖qσ(t)i ‖ or Gσ(t) switches,
(1) update k � k + 1 and tik � t; and
(2) update ui(t) � Kqσ(t)i (tik);
end if
else (t ∈ ΩI)
ui(t) � 0;
end if
end while

Remark 4. The obtained results are then extended to
achieve consensus for multi-agent systems without a leader. For
a leaderless consensus problem, we assume that the undirected
switching graph Gσ(t) is fixed and connected to each time interval
[tm, tm+1), t0 � 0, m ∈ N. The adjacency matrix and Laplacian
matrix are denoted by Aσ(t) � [aσ(t)ij ]N×N and Lσ(t) � [lσ(t)ij ]N×N,
respectively.

The event-triggered controller for each follower agent i is
proposed as

ui(t) � 9K∑N
j�1

aσ(t)ij (x̂i(t) − x̂j(t)), (25)

where x̂i(t) � eA(t−tik)xi(tik), ∀t ∈ [tik, tik+1), 9 is defined in Eq.
5, and K ∈ Rm×n is the feedback gain matrix to be
determined.

The triggering time instant tik+1 is determined by the following
triggering mechanism:

tik+1 � tℓh, if Gσ(t)switches
inf {t> tik: fσ(t)

i (t)> 0}, otherwise.
{ , (26)

where the triggering function is given by

fσ(t)
i (t) � ‖ei(t)‖ − c‖∑N

j�1
aσ(t)ij (x̂i(t) − x̂j(t))‖, (27)

with ei(t) � x̂i(t) − xi(t) and 0< c<
������

1
λmax(P−1)

√
.

The feedback gain matrix is defined as K � WP−1. If there
exist matrices p > 0 andW such that the following inequalities
hold:

Ξs (Ls)2 ⊗ BW 0 Ls ⊗ P

p −IN ⊗ P Ls ⊗ P 0

p p − 1
2N

IN×n 0

p p p − 1
2N

IN×n

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
<0 (28)

and

AP + PAT − αP< 0, (29)

where Ξs �Ls ⊗AP+Ls ⊗PAT +(Ls)2 ⊗BW+(Ls)2 ⊗WTBT+
λs(Ls ⊗ P) .

As well as, we choose μs > b0/a0 such that ∑
s∈S
(λs − ln μs

τas
)Ts(t0, t1)−

ln b0
a0
> 0 and ∑

s∈S
(λs − ln μs

τas
)Ts(t1h, th+1)− ln b0

a0
> α (t1h − th), where

a0 � min
s∈S

(λmin(Ls)) and b0 � max
s∈S

(λmax(Ls)). Then, there exists the
event-triggered controller (25) such that leaderless consensus objective
is ensured.

Denote ξ(t) � (ξT1 (t), . . . , ξTN(t))T, where ξi(t) � xi(t)−
1
N∑N

j�1xj(t), then one has ξ(t) � (M ⊗ In)x(t), where x �
[xT1 , . . . , xTN]T and M � IN − 1

N 11T. Denote e(t) � (eT1 (t), . . . ,
eTN(t))T. The dynamics of the error closed-loop system can be
further expressed as:

_ξ(t) � 9((IN ⊗ A + Lσ(t) ⊗ BK)ξ(t) + (Lσ(t) ⊗ BK)e(t))
(1 − 9)(IN ⊗ A)ξ(t), .

(30)

Let P � �P−1. Using the following Lyapunov function
candidate,

Vσ(t)(t) � 9ξT(t)(Lσ(t) ⊗ �P)ξ(t) + (1 − 9)ξT(t)(IN ⊗ �P)ξ(t)
(31)

and following the similar step in the proof-of-leader-
following consensus problem, the leaderless consensus of
the multi-agent system can be obtained, and the Zeno
behavior can be excluded.
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4 SIMULATION EXAMPLE

In this section, we present an example to verify the
effectiveness of the theoretical results. A network of five
agents with a communication graph Gσ(t) is shown in
Figure 2.

The topology switching signal and the DoS attack signal are
determined by Figures 3, 4, respectively.

The parameters are selected as A � [ − 1.175, 0.987 1; −8.458,
−0.877 6] and B � [ − 0.194, −0.035 93; −19.29, −3.803 6]. The initial
conditions are given as x0 (0)� [0,−0.5]T, x1 (0)� [−3,−6.8]T, x2 (0)�
[0,−4.5]T, x3 (0) � [1, 2]T, and x4 (0) � [−1,−2.8]T. The matrix K by
solving Eq. 9 and Eq. 10 in Theorem 1 is derived as K � [23.792 3,
−0.189 8; −120.689 0, 1.020 4], and the related parameters with
controller design are selected as λ1 � 1.45, λ2 � 1.53, λ3 � 1.62, λ4 �
1.58, α � 2.5, and c � 0.15.

The consensus tracking errors are exhibited in Figures 5, 6, in
which the multi-agent systems (2) and (3) are subjected to DoS
attacks. The triggering instants of each agent are shown in
Figure 7. Based on the aforementioned analysis, the event-
triggered controller adopted in this article can effectively
reduce the number of communications, and the leader-
follower consensus can be achieved under DoS attack.

5 CONCLUSION

One kind of the typical consensus problem of the linear multi-
agent system under DoS attacks has been developed in this article.
With the directed switching communication topologies, fully
distributed event-triggered strategies are proposed. It is shown
that secure leader-following consensus can be achieved, and the

Zeno behavior is ruled out in the presence of DoS attacks. The
obtained results are then extended to achieve consensus for multi-
agent systems without a leader. Future work will try to extend the
event-based consensus control results to the nonlinear multi-
agent system with a leader of nonzero inputs under DoS attack.
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