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The role-based access control model (RBAC) is an access control approach
oriented to enterprise security policy, which plays a leading role in the field
of access control due to its good applicability and flexibility. However, as
the scale of access subjects and access objects expands, it becomes more
difficult to develop a role engineering system that meets security requirements.
Particle size calculation can reduce or improve the particle size of the problem
and improve efficiency on the premise of obtaining satisfactory solutions. In
this study, the granularity calculation method was introduced into the role
formulation process of RBAC, which can effectively reduce the complexity
of the problem and improve the efficiency of the RBAC role engineer. At the
same time, the concept lattice reduction method was used to reduce the role
concept lattice and reduce the workload of the system security administrator.
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Introduction

The development of the information system has made information sharing between
people more convenient and fast. However, the explosive growth of the information
system has not only provided people with convenient and fast access to information
but also created the problem of information security. For example, the “ZTE Incident”
caused a huge loss to ZTE because the legal staff had access to confidential documents and
information. The disclosure of prism makes people pay more attention to the protection
of personal privacy. Ransomware attacks at hospitals, universities, and enterprises and on
personal computers uses encryption algorithms to illegally encrypt the files of the victim
host, forcing victims to pay a certain ransom to decrypt the files, causing huge losses to
enterprises and individuals. An increasing number of security attacks and information
leaks have seriously affected cyberspace security, personal privacy, and national security
(Michel and King, 2019; Qiu et al., 2020).

To prevent the intrusion of illegal users, access control limits the access ability and
scope of the access subject to the access object using predefined methods or policies and
limits the access to resources in the information system. Access control consists of an
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access subject, an access object, and the operation (Fang et al.,
2017). In this case, the subject is the user or the access behavior
initiated by the user (such as process and thread). The object is
the entity that is accessed by the subject, and all the information,
resources, and objects that can be regarded as the object in access
control, such as files and disks, can be operated. An operation is
an action that a subject can perform, such as a read operation
and a write operation.

Traditional access control models include the autonomous
access control model and the mandatory access control model.
In the autonomous access control model, users can freely
transfer their permissions, which makes the access control very
flexible, but the arbitrary transfer of permissions leads to the
risk of illegal access. In the mandatory access control model, the
direction of information flow is from a high-security level to
a low-security level, which can guarantee that the information
system cannot be accessed by illegal elements. However, the
mandatory access control model can not be flexibly applied to
the current flexible and changeable market environment.

The role-based access control model (RBAC) is considered
an access control strategy that can effectively guarantee the
security of an information system, which ensures not only the
security of the system but also its flexibility. The RBAC model
introduces the concept of roles between users and access by
assigning (revoking) roles to users. Thus, the purpose of granting
(revoking) access permissions is achieved. In this way, system
management only needs to consider the granting or revoking
of roles, instead of considering the granting or revoking of
each permission one by one, which simplifies the work tasks
of system administrators. The role discovery method based
on concept lattice can obtain the non-redundant role system
semiautomatically, but with the increase in the number of access
objects in the system, the number of access permissions in the
system will increase sharply. In this case, the role-based access
control model can reduce the tasks of system administrators to
some extent, but the expansion of the number of roles makes the
tasks of administrators very complex.

At present, we are seeking a way to ensure the security of
the system without being affected by the massive size of the role
system, which becomes difficult to manage effectively. Granular
computing can be used to study the same question in different
granularity of discussion (Qian and Liang, 2006). In the case
of ensuring a satisfactory solution, appropriately reducing the
role partition granularity can effectively reduce the number of
roles and reduce the complexity of the work of the system
security administrator.

This study begins with a discussion on the role exploration
method based on concept lattice, introduces the concept
of granularity calculation into this method, finds out the
appropriate calculation granularity, uses the larger granularity,
reduces the size of the role system, and thus reduces the
complexity of the problem.
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Basic definition

The concept lattice definitions used in this study are as
follows (Zhao et al., 2009; Ganter and Wille, 2012; Wei et al.,
2020):

Definition 1: A context K = (U, M, I) is composed of two
sets U and M and there exists a relation I between U and M. The
elements of U are called objects and the elements of M are called
attributes. (4, m) € I or (ulm) means that the object u has an
attribute m. We use (u, m) ¢ I to denote that object U does not
possess property M.

Definition 2: Let K = (U, M, I) be a context. For A C U,
B C M, denote f(A) = {m € M|Vu € A, (u, m) € I} and
gB) = {u € UVNm € B, (u, m) € I}.1f A and B satisfy that
f(A) = Band g(B) = A, then we call the binary group (A, B)
as a concept, where A is the extent of the concept (A, B) and B is
the intent of the concept (A, B).

The set of all formal concepts is denoted as L = (U, M, I),
Yu € U, with object concepts as (g (f (w)).f (). Similarly, for
VYm € M, (g(m), f (g (m))) is called an attribute concept. In
addition, for V (X1,B1), (X2,B2) € L = (U,M,I), a partial
order relationship < can be defined in the sense that (X1, B1) <
(X3, By) is equivalent to X1 € X5 and By € Bj.

Definition 3: Let (U, M, I) be a formal context and if Y
M satisfies.

A

N

(1) Y #f(g(Y) (Y C f(g(Y))) and
(2) Each pseudo-intent Y7 C Y has f(g(Y1)) € Y, then, Y is
called a pseudo-intent.

Definition 4: Assume that set K = (U, M, I) is a context
and Y1, Y2 € M. If g(Y7) € g(Y2), then Y] — Y; is true in K.

Definition 5: If K = (U, M, I) is a formal context, then the
value dependency set {X — f(g(X))|X is the pseudo-intent of K}
is the Duquenne-Guigues of K.

Definition 6: Given access security context K = (U, M, I),
implication set J(K), and implication formula C — D € J(K), if
the attribute set T € M is equivalent to C Q TorD C T, then
T is related to C — D.If T is related to all the implication forms
in J(K), then T is related to J(K).

Definition 7: Let Rjand R, be non-empty equivalence
relations in the field of argument. If R; C Ry, it is said that R is
thinner than R; and it is denoted as Ry < Ry or Ry>R;.

The concept of granular computing involves the theory
of granulation, projection, and synthesis operation of quotient
space (Wang et al., 2018). Quotient space theory is a kind of
theory that can imitate human beings to analyze problems from
coarse to fine, from surface to interior, and from multilevel
to multidimensional, to effectively reduce the complexity of
problems (Li et al., 2017).

The information theory definitions used in this study are
as follows:
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Definition 8: (Fuzzy equivalence relation) Let R € T(x,x), if

(1) Vxe X,R(x,x) = 1;
(2) Vx,y e X,R (x,y) =R (y,x) ;and
(3) Vx,9,2,R(x,2) > supy(min(R(x,y),R(y, 2))),

then, R is called a fuzzy equivalence relation.

Definition 9 (Savchenko, 2019): An information system is
(U,C), where U = {x1,x2,- -
of non-empty finite subject set, called the field of theory, and

a binary § = 5 Xp} is a set
C = {ap,az,--
a € G, satisfying a:U — Vg, ie, a(x) € Vg,x € U, then
Va = {a(x)|x € U} is called the value range of a.

Definition 10 (Sheng et al., 2020): For an information
system § =

-,am} is a non-empty finite object set. For any

(U,C) and an arbitrary subset of non-empty
propertiesB C C, an equivalence relation Rp can be derived
onU:

Rp ={(x,y) € U x U:a(x) = a(y),VYa € B}.

Furthermore, a quotient set Rg
B

can be formed between Rp
and U, i.e., % = {[x]p:x € U}, where [x]p = {y € U:(x,y) €

Rp} is the equivalent class of x on attribute B.

Research on the multi-granularity
method of role engineering

The role discovery method based on concept lattice
can obtain the role system in the access control system
in a semiautomatic way, but not all the roles acquired
are demonstrative. For example, in a school information
management system, there are two roles, namely, teacher
information management and teacher information management
and scientific research management. These two roles overlap in
practice. That is, the system only needs to have both teacher
information management and scientific research management
roles to meet the requirements of system security. Although
the role exploration method based on concept lattice can
obtain a complete role system, it does not consider the realistic
significance between roles, resulting in the existence of many
unnecessary roles.

The solution to the above problem is to further optimize
the role system based on concept lattice so that the optimized
role system can not only meet the security requirements but
also achieve the minimum number, reducing the workload of
the system administrator to manage the role. In contrast to
the traditional optimization method (Lv and Zhang, 2017; Lv
et al, 2018, 2020, 2021la,c; Zhang et al., 2020a), granularity
computation, rough set, and multi-granularity decision theory
can not only obtain a satisfactory solution to the problem
but also effectively reduce the complexity of the problem.
Therefore, the idea of granularity can be introduced into the
role exploration method based on concept lattice to simplify
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the role system and reduce the complexity of the work of the
system administrator.

Role optimization method of decision
information system

(Uu
{d}, C), and {U, C} is an information system (Qian et al., 2018).
Here, C is called conditional property, d ¢ U is called decision

Definition 11: The decision system is binary, s =

property, mapping d: C — V;, where V is the range of decision
property d (Yan et al., 2020).

The object x; takes a unique observation value on the
attribute a;, which is the single-granularity information system
(Mi et al,, 2003). If the object takes different observation values
according to different scales in terms of attributes, a multi-
granularity information system can be obtained (Du and Hu,
2014). Assuming that the structure of granularity level number is
I, from the fine-grained to coarse-grained layered structure, the
Sagh (1 <k <),
where there is an information system sk = (U, Ck). ajk c

properties of each layer to ck = {a’f, a72<,, .

Ck,where V]kis subjective and the range of the attribute a; layer

k (Liand Li, 2015). There exists a]l.c"'l(x) = %k’k""l(ajk(x)),x eU
(Dai and Xu, 2012).

According to the basic concept of the decision system,
the role system can be observed from different aspects.
Based on this idea, this study proposes the following role
optimization solutions.

(1) Based on the view of the multi-granularity hierarchical
model, each access role is divided according to the access
authority. For the role system, we classified the roles
that have obvious inclusion relations, such as (teacher
information management) and (teacher information
management and scientific research management). The
two roles are classified into one category, and so on. The
division results are recorded, and the set of division results
for each layer is obtained.

(2) On each level, the role exploration method based on
concept lattice is incorporated into the conceptual system
obtained and is divided according to the access subject.
For example, the access subject is (teacher) and (teacher,
director of scientific research department). The two types of
subjects can be divided into one type and analogically. The
division results are recorded, and the set of division results
for each level is obtained.

(3) By integrating the division results of steps (1) and (2), the
coordination of the decision system is assessed to obtain a
multilevel granularity decision model and select the ideal
role granularity.

The hierarchical division by access is shown in Figure 1.
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FIGURE 1 FIGURE 2
Stratification by access permissions Stratification by access object.

Similarly, the process of hierarchical division according to
access objects is shown in Figure 2.

According to the concept of a decision system, the results
of each layer division can be verified to obtain an optimal
granularity level and then to reduce the number of roles in the
system according to the hierarchical relationship.

Role optimization method for
conceptual lattice computing

The “Role optimization method of decision information
system” section describes role optimization using the knowledge
of decision information theory. This section guides on how to
further optimize the role concept lattice from the perspective of
the role concept lattice.

According to the basic knowledge of concept lattice, a
concept lattice is composed of many concepts in the formal
context and then displayed in the form of a lattice.
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Example 1: Let K = (U, M, I) be a formal context, as shown
in Table 1.

According to the calculation method of concepts, the
concepts in the computable formal context K are (1234, @),
(124, df) (24, dfh), (2, dfhi), (13, cg), (4, bdfh), (1, acdefg), and (2,
abcdefghi). The concept lattice composed of concepts is shown in
Figure 3.

As shown in Figure 3, in the concept lattice, all concepts are
displayed in a partial order structure. The characteristics of this
partial order structure can be used to find concepts that can be
optimized. According to the role exploration method based on
concept lattice, at the end of exploration, the obtained concept
lattice is constructed by roles and users in the system. If the
final role concept lattice can be optimized, the role system in
the system can be optimized. Based on this idea, combined with
the following definition theorem, the role concept lattice can be
reduced to a certain extent.

The relevant definitions and theorems to be used are as
follows (Zhao, 2018).
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TABLE 1 Formal context K.

a b C d
1 1 0 1 1
2 0 0 0 1
3 0 0 1 0
4 0 1 0 1

FIGURE 3
Concept lattice.

Definition 12: Let K =
If for Vx1,x2,- -

(U, M,I) be a formal context.
U — u, the relationship g(u) #
g(x1) N g(x2)...g(xy) holds, then u is called a granular
irreducible object.

Definition 13: Let K = (U, M, I) be a formal context. If for
VY12, yn © M—m, f(m) # g (y1)Ng (v2) - - - g (yn) holds,
then u is called the particle irreducible property.

Based the
following conclusion:

Theorem 1: Let K = (U, M, I) be a formal context.

SXn S

on above definitions, we have the

(1) For Vx € U-u,if g(x) D g (u) does not exist, then u is a
granular irreducible object.

(2) ForVye M-m,ifg (y) D g (m) does not exist, then m is a
granular irreducible property.

Algorithm 1 is a description of the role exploration
algorithm based on the concept lattice. The algorithm borrows
the attribute exploration algorithm framework in the concept
lattice, takes the user as the object in the formal background
of the attribute exploration algorithm, and uses the authority as
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e f g h i

1 1 1 0 0

0 1 0 1 1

0 0 1 0 0

0 1 0 1 0
I nput :

Attribute set M,
m nd about the validity of attribute dependency

the decision in the expert’s

(interaction in operation).

Qut put :
Principal basis Ji(K), intent set Ci(K).
BEGA N

1. Jo(K) <~ @;Cy(K) <« ©;Ky <« @; Uy <« ©;By <«
5

2: FLAG = FALSE

3: WH LE(B;#M)

4: f(g(B;)) is conputed in K;

5. Bi— f(gB)))—B; Is this valid in K

6: |F no, give a counterexanple u;

70 U1 < UiU

8 Bit 1 < Bi

9: Jir 1(K) <« Ji(K)

10: Cip 1(K) < Ci(K)

11: Kip1 < KUy 1,M,I)

12: ELSE

13 Kip 1 <« K

14: 1 F(f(g(Bi ) # B)

15: FLAG=TRUE

16: Cit 1(K) < Gi(K)

17: Jip1(K) < Ji(K)U(B; — f(g(B)) — Bi)

18: ELSE

19: Jiy 1(K) <« Ji(K)

20: Ciyi(K) < Gi(K) U(B))

21: END IF

22: Biy1 < next attribute

23: END IF

24: END WH LE

25: END

Algorithm 1. Role exploration
lattice description.

algorithm based on concept

the attribute to construct the formal background. Furthermore,
the implication relationship between permissions is used as
a problem to interact with the domain experts so as to
actively assist the domain experts to construct the RBAC role
system and then to construct the role concept lattice. The core
process of the algorithm is as follows: First, the implication

frontiersin.org
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I nput :

Rol e concept
Cut put :
Reduced rol e concept
BEG N
C(K) = The set of
U (K) =g(C(K ))
WHI LE( C (K ))
m =Reduci bl e attribute
C(K)= C(K )-m
ENDWHI LE
WHI LE( U (K )
u = Reduci bl e obj ect
UK)= UK)- u
ENDWHI LE
END

lattice L(U,M,I)

lattice Ly(UM,I)

intent in L(U,M,I)

© ® N2 0 R DN R

N
e

11:

Algorithm 2. RSA algorithm description.

relationship between permissions is used as a problem to
interact with domain experts; second, experts judge whether
these questions are valid. Then, according to the different
answers of experts, the implication relationship between the
next permissions that need to be exchanged is calculated.
Finally, the loop generates interaction problems until the
algorithm reaches an end condition. At the end of the algorithm,
the method can obtain the concept lattice of the role and
the implication relation set among permissions of the given
information system. However, when the number of users and
permissions in the information system is excessive, the role
concept lattice is still very large. According to the reducible
attribute and reducible object theory, we proposed the RSA
algorithm (Algorithm 2).

The role concept lattice reduction algorithm, which is
designed based on reducible attributes and reducible objects,
further reduces the role concept lattice obtained by the role
exploration method based on concept lattice, thus reducing
the role system of the information system. The input of the
algorithm is the concept lattice explored by the role exploration
method based on the concept lattice, and the output is the
reduced role concept lattice. The first and second lines of the
algorithm divide concepts in concept lattice into intent and
extension. The intent is composed of an attribute set, and
the extension is composed of an object set. For the domain
of access control, the intent is composed of a permission set,
and the extension is composed of a user set. Lines 3-6 of the
algorithm reduce several intents according to the definition of
reducible attributes. Lines 7-10 of the algorithm reduce the
collection of objects according to the reducible object definition.
Finally, the reduced object and intent are recombined to obtain
the reduced role concept lattice. The algorithm flow is shown
in Figure 4.
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r |
| | ) I
| | RSA algorithm | |
| e ke b . [
' . . |
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: permissions I

|
l |
l |
l |
[ |
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[ |
| - |
| Record give counter |
: relationships examples I
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| | I |
[ |
l |
l |
[ |
l |
| Role concept |
| lattice I
| l
l |
l |
l |
l |
| Reduced role [
: concept lattice :
l |

FIGURE 4
RSA algorithm.

An example of the role optimization
method for conceptual grain
computing

This section uses an example to illustrate the running
process of the RSA algorithm.

Let K = (U, M, I) be a formal context, where U=(1, 2, 3,4, 5)
and M = {u, b, ¢, d, e}. Here, numbers 1,2, 3,4, and 5 represent
the dean of a college, dean of teaching, student, dean of
scientific research, and dean of academic affairs, respectively.
Letters a,b,c,d,
management, student registration information management,

and e represent enrollment information

student status management, student curriculum review, and
student curriculum development and modification, respectively.
The relationship I between U and M is listed in Table 2 (a < b <
c<d< e).
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TABLE 2 Formal context K.

a b [ d e
1 1 1 0 1 1
2 1 1 1 0 0
3 0 0 0 1 0
4 1 1 1 0 0
5 1 1 0 0 0

TABLE 3 Formal context Kp.

a b c d e

TABLE 4 Formal context K;.

a b c d e

The method of role concept lattice based on concept lattice
is as follows:

The initial state is set as Ky = &, Co(K) = &, Jo(K) =
&, By = & (refer to Table 3).

The counterexample object 1 that refutes the implication
0— abcde from K was removed and added to the formal
background K_0 to get the formal background K_1 (refer to
Table 4).

(1) In the formal context Ko, f(g(@)) = {abcde}. Judging
I — f(g(@)) — @, 1ie, @ — abcde holds true in K. For
g(@) = {1,2,3,4} and g(abcde) = @ in K, considering
{1,2,3,44¢ @, @ — abcde does not hold in K. The
counterexample object 1 that refutes the implication & —
abcde from K was removed and added to the formal context
Ko to get the formal context Kj (refer to Table 4), where
C1(K) = Co(K), By = Bo, and J1(K) = Jo(K).

(2) The process of the role exploration method is not
described in this study.

The resulting intent set is {&, d, ab, abde, abc, abcde}, and
the concept set is {(1234,5, @), (13, d), (124, 5, ab), (1, abde),
(24, abc), (2, abede)}. The concept lattice composed of the above
concepts is shown in Figure 5.

According to the principle of object reduction and
attribute {a,c,d} {b,c,d} attribute
particle reduction sets, where {c,d} are core attributes

reduction, and are
and {a,b} are relatively necessary attributes. {1,2,3} and
{1,3,4} are object particle reduction sets, where {1,3} are
core objects and {2,4} are relatively necessary objects.
Therefore, object {5} and attributes are optimized and

reduced to simplify the permissions and users on the role
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FIGURE 5
Role concept lattice.

concept lattice, which is beneficial for system administrators
to manage the system and reduce the complexity of the
role system.

Conclusion

At present, the role-based access control model occupies
the mainstream position in the field of access control, but the
role system for constructing RBAC is very complex. The role of
an access control system can be obtained semiautomatically by
using the concept lattice-based role exploration method, and the
role concept can be used to obtain the role of an access control
system, which is very simple and clear in form. Although the
method can obtain the role system, when it is applied to the
large-scale access control system, the scale of the role system
obtained is also very large due to the large subject and object
of access control, and the expansion of the role system makes
the work of the security administrator increase dramatically. In
this study, the theory of granularity computation and concept
lattice reduction is introduced into the role exploration method
based on concept lattice, and the role system obtained by the
role exploration method is further optimized and reduced to
obtain a smaller role system, which can also meet the security
requirements of access control.

When the scale of the subject and object is very large,
this method will be time-consuming. Therefore, the topology
of concept lattice networks will be further considered in the
following research (Liu et al., 2015, 2019) to better improve the
time-consuming problem of this method. We will continue to
explore and optimize the proposed method to further improve
the robustness and performance of the algorithm. Considering
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that deep learning technology has been widely used in recent
years (Zhang et al., 2020b, 2021a; Lv et al., 2021b, 2022, in Press),
it will be introduced into access control in future research to
speed up the processing speed. Therefore, the method proposed
in this study can be parallelized in the next research, to
better resolve the time-consuming problem of this method. In
addition, it will be combined with privacy protection (Zhang
et al,, 2021b) to consider the practical application (Zhang et al.,
2021) of the proposed method.
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