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Background: In response to the widespread transmission of COVID-19 in
Australia, healthcare facilities implemented stringent infection control
measures, and mandatory and manual screening procedures were introduced
to ensure the safety of patients and healthcare staff. However, these necessary
measures resulted in imbalances within the healthcare system, a shortage of
front-line workers and impacts on patient experience and wait times. The
prioritization of infection control measures shifted resources away from
routine care, causing delays in accessing necessary healthcare services.

Methods and Findings: To address these challenges, we developed and
implemented an Internet of Things (IoT) Smart Screening eGate solution in
partnership with a large metropolitan children’s hospital in Australia. This
solution integrated a contactless health self-service web app, thermal camera,
and physical barrier to automate the COVID-19 health screening and data
recording process. During the 3-month pilot period, we deployed the eGate
at multiple entrances to the hospital, and monitored the number of users of the
system in different periods. We also used a framework of formative evaluation to
classify user design challenges within limited resources and improved the design
of the eGate to enhance its effectiveness. Our findings show that the IoT eGate
solution improved the efficiency of the screening process and reduced the
workload and exposure risks of front-line staff and anyone who required
access to the hospital. By automating the screening process, we reduced the
need for manual screening and minimized contact between individuals, thus
reducing the risk of potentially infected.

Conclusion: In conclusion, our pilot study demonstrated the potential of IoT
technologies in improving the efficiency and safety of medical facilities during
pandemics and provided a series of recommendations for the translation of IoT
technologies for medical facilities, including the importance of co-design and
collaboration with stakeholders, user-centered design, and ongoing monitoring
and evaluation.
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Introduction

The COVID-19 pandemic has highlighted the risk of emerging
clusters of transmission in what is now an endemic and evolving
disease (Chang SL. et al., 2020; Danon et al., 2021) with new variants.
Health systems internationally have been severely challenged in
their public health response to COVID-19 (Haldane et al., 2021; Sun
et al., 2021). Discordance in infection prevention and control
measures (Islam et al., 2020; Alhumaid et al., 2021) existed as the
world grappled with understanding the possible breadth of COVID-
19 symptoms.

Healthcare workers (HCW) are critical to deterring an
operational collapse in health systems but were at high risk of
contracting COVID-19 pre-vaccines. (Nguyen et al., 2020; Chang
D. et al., 2020; Quigley et al., 2021). They are required to self-
monitor, report signs of illness, and not engage in patient care whilst
infectious (Adams and Walls, 2020). HCW could unknowingly
spread the infection within facilities (Wong et al., 2020; Guan
et al., 2020; Leeds, 2021) creating a cascading effect to patients
and other staff who then must self-isolate. Therefore, pandemic
control measures at healthcare facilities were enforced (Quigley
et al., 2021; Dell’Isola et al., 2021). Pandemic control measures at
hospitals include the utility of health screening for potential
COVID-19 cases at entry points to limit and control who can
come in. For example, an HCW, such as a nurse may ask about
symptoms and perform temperature checks on people entering the
building. These manual screening processes are difficult to scale up
as they can be labour-intensive, risky and inefficient in a time of
scarce resources (Emanuel et al., 2020; Quigley et al., 2021).
Therefore a practical, less human resource-intensive, non-contact
solution to support a timely response was needed (Nooraie et al.,
2021; Leng et al., 2020).

The pandemic has accelerated a plethora of digital health
solutions through sheer necessity (Webster, 2020; Budd et al.,
2020), allowing a natural experiment in the adoption of
technology at scale such as telehealth, enabling continuity of care
that is safer for patients and staff (Mroz et al., 2021; Blandford et al.,
2020). Despite privacy concerns (Utz et al., 2021; Wymant et al.,
2021), many countries and jurisdictions use contact-tracing
smartphone apps to keep track of the places an individual has
been and their physical contact with other people. The app can then
alert an individual if a traced contact tests positive for COVID-19.
Contact tracing apps around the world may share similar features
but their effectiveness is yet to be definitively proven. In Australia, a
national COVID Safe app was released utilising Bluetooth
technology to trace who an individual came into close proximity
with (Thomas et al., 2020). Although initially touted as a useful
solution, public criticism has included the large expense involved in
acquiring the technology and its maintenance. Other examples
include mandatory state-sponsored contact-tracing apps that
require individuals to interact with the app by using a QR code
‘check-in’ process at any location they visit. Data are said to be kept
in a central government database and released should it be required
for contact tracing. These types of check-in apps that require some
level of autonomy have appeared to have fared better for
acceptability as measured by levels of usage in Australia. A recent
analysis of the app found that ‘COVIDSafe was not sufficiently
effective to make a meaningful contribution to the COVID-19

response in Australia’s most populous state over a 6-month
period’ (Vogt et al., 2022). Other countries apparently have fared
better with citizen usage levels. This includes Singapore (Huang
et al., 2020), where citizens can either use the TraceTogether app on
their smartphone for Bluetooth proximity tracing or get a wearable
TraceTogether Token. The Corona-Warn-App worked in a similar
fashion in Germany however, the system was decentralised where it
did not remotely store any identifiable information about the user
(Arzt et al., 2021).

Emerging research on digital tools that collect self-reported
symptoms are starting to assist in reliably identifying risk factors
associated with COVID-19 infection within a pandemic context
(McDonald et al., 2021; Adorni et al., 2020). Self-reported symptoms
have been identified as potentially useful to collect within a digital
health screening system. Sudre and colleagues collect their data via
an app and (Sudre et al., 2021) have quickly provided a registry of
emerging evidence in the frequency of reported symptoms for
COVID-19 such as loss of taste and smell (Menni et al., 2020;
Izquierdo-Domínguez et al., 2020). Integrating self-reported
symptoms with other types of sentinel signals such as outbreak
cluster locations can be readily reduced to practice within a digital
screening system. An integrated system is then able to warn people
in real time if surges of symptoms or spatial transmission be scaled
up, augmenting traditional epidemiological efforts such as contact
tracing. Self-reporting of symptoms could also assist in increasing
self-awareness (Leung et al., 2004; Johnson and Hariharan, 2017) of
emerging threats and of the risk of coming into key high-risk areas
such as hospitals.

Previous research on digital syndromic surveillance tools that
include self-reporting and screening of symptoms has proven their
value more than generalised digital syndromic surveillance. For
example, when detecting respiratory symptoms and fever
(Bourgeois et al., 2007; Nomura et al., 2020). Therefore, current
research indicates that self-reported symptoms as part of digital
syndromic surveillance systems may provide much utility in
screening for clusters of COVID-19 symptoms and in providing
an early signal to react. Population survey research has previously
revealed that the willingness to comply with public health measures
is associated with factors such as age, education, primary language
and concern for family (Johnson and Hariharan, 2017; Murphy
et al., 2020). Hence, informing where and how risk health
communication strategies are delivered in pandemic conditions
(Johnson and Hariharan, 2017; Murphy et al., 2020; McCaffery
et al., 2020). Introduced digital systems where risk or public health
strategies (Budd et al., 2020) are communicated should prioritise
these factors. Although these types of considerations seem over and
above the existing myriad of hospital and pandemic protocols that
compete for the attention of busy HCWs, the aim must be to
optimise not compete.

The novelty of this project is underpinned by integrating
Internet of Things (IoT) protocols (Hou et al., 2019; Shaham
et al., 2020) that allow faster transmission of data capture and
augmentation of manual tasks currently associated with health
screening at large sites, such as hospitals. Agile methodologies
(Goodison et al., 2019; Mkoba and Marnewick, 2020) are not
widely used in digital health technology projects. The method
provides a unique research opportunity to evaluate processes and
conditions for implementation success for healthcare projects that

Frontiers in Communications and Networks frontiersin.org02

Leng et al. 10.3389/frcmn.2024.1429460

https://www.frontiersin.org/journals/communications-and-networks
https://www.frontiersin.org
https://doi.org/10.3389/frcmn.2024.1429460


involve IoT for healthcare. We used agile methodology including an
agile software development framework called extreme programming
(XP) (Beck, 2000).

Methods

We designed a contactless health screening and data tracking
system based on the Internet of Things, called eGate, to cope with
the staff shortage caused by pandemic control measures in hospitals
and to reduce the exposure risk of relevant personnel.

Motivation

In light of the ongoing COVID-19 pandemic, stringent health
screening measures have been implemented at hospitals to safeguard
the wellbeing of patients, staff, and visitors. Moreover, hospitals may
request visitors to complete detailed health questionnaires,
providing information regarding their travel history, symptoms,
and exposure to COVID-19. It is important to acknowledge that the
current staffing challenges faced by hospitals may result in increased
processing time for questionnaires, and the wait times at hospital
entrances may be prolonged.

To address the evolving circumstances, we undertook a survey
targeting visitors at the hospital during this period to gather their
feedback regarding the recently implemented screening process.
From the survey responses, we extracted valid data from
370 participants, enabling us to gain insights into their
perspectives. One aspect that garnered our attention was the
additional waiting time experienced by visitors during the
admission screening process. We recorded the actual time spent
by visitors who completed the questionnaire and compared it with
their perception of what would be deemed reasonable. The findings

are depicted in Figure 1 below, illustrating the disparity between the
actual waiting time and visitors’ perceived expectations.

Hence, our research on medical digital systems is driven by the
objective and motivation to address the shortage of manpower,
enhance screening efficiency, and facilitate expedited entry for
visitors to receive essential medical services. By leveraging
technology and digital solutions, we aim to streamline processes,
optimize resource allocation, and ultimately improve the overall
visitor experience within the hospital setting.

System framework

The eGate system provides a set of contactless COVID-19
preliminary screening methods, which is an IoT system (Leng
et al., 2020; Zhai et al., 2018) as a self-service technology. Before
this, the hospital had not deployed any IoT devices and systems, and
mainly relied on manual inspections. Generally speaking, before
entering the hospital, nurses need to manually use a thermometer to
test the body temperature of visitors and ask if they have visited hot
spots or have flu symptoms. But this has several problems. First,
repeating this process for each visitor is time-consuming and
inefficient. Secondly, such duplication of processes is an
additional burden on medical staff and increases the risk of
exposure. In addition, the results of the temperature measuring
gun are extremely dependent on the method of use, which will cause
the results of each test to be very unstable.

As shown in Figure 2, our system consists of the equipment
layer, the control layer and the user layer.

• Equipment Layer: The equipment layer contains the main
hardware equipment of the eGate located at each entrance,
which consists of gates, thermal cameras, QR code scanners,
printers and corresponding network access points.

FIGURE 1
(A) Actual time spent at admission screening. (B) Perceived reasonable time at admission screening. Comparison of actual time spent at admission
screening and perceived reasonable time.
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• Control Layer: The control layer is in the center of the edge
network, including the background management interface
provided to managers, and the edge database.

• User Layer: The user layer provides visitors with a web App
that can be accessed through a mobile browser and a cloud
server that supports the App.

At each entrance, the eGate reports visitors’ screening data to the
edge database. Visitors can be either staff who are working at the
hospital that day or visitors who have an exemption to visit their
sick loved ones.

Access logic

As shown in Figure 3, the visitor is advised to answer all self-
assessment questions and check the location of the COVID-19 hot
spots updated on the day through the web app before arriving at the
hospital, such as on the train on the way to the hospital, so as to
obtain the QR code of the day. After arriving at the hospital, the
visitor needs to display the QR code at the gate, and then use the
thermal scanner on the gate to check the body temperature.

Once these steps are completed, the gate will give one of the
following results.

• Entry Allowed: If the visitor’s body temperature is lower than
37.4°C (default), the gate will be opened, and the visitor will get
a QR code sticker as a pass voucher for the day. The visitor’s
body temperature information will also be updated in
the database.

• Entry Denied: If the visitor’s body temperature is higher
than 37.4°C, the gate will remain closed and an alarm will be

issued to request the intervention of the nurse. The visitor’s
body temperature information will be updated in the
database and will be marked as denied entry. For
exceptions, senior nurses can use the manual input
system to overwrite this information.

During the whole process, the visitor’s information will be
transmitted and updated between different modules of the system
in the form of QR codes. Although online verification can better
ensure the authenticity of credentials, once network fluctuations and
server crashes occur, it may cause delays or even paralysis of the
hospital entry process. This is even more severe during peak traffic
times. So here, we adopt an architecture that separates cloud and
local systems.

First, the visitor will get a QR code containing a verification
password, user ID and timestamp as an entry credential after
completing the Web App questionnaire. The verification
password is a pre-agreed password between the local server and
the cloud, and the password is updated daily to ensure the timeliness
of the QR code. Then, the visitor needs to show and verify the QR
code to the QR scanner, and the code scanning module will send a
temperature measurement number message to the temperature
measurement module to notify the start of the temperature
measurement process. The temperature measurement number is
the unique number of this temperature measurement. Even if the
same visitor measures the temperature multiple times in 1 day, the
number will be different each time. After the visitor completes the
temperature measurement, the temperature measurement module
will add the visitor’s body temperature to the data and notify the gate
to open the door. This information will be forwarded to the printer
and edge database for storage. Finally, when the printer receives the
message, it will print a QR code sticker containing the visitor’s

FIGURE 2
Schematic diagram depicting the layered architecture and connections within the eGate system.
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information. The visitor can use this QR code to enter and exit
multiple times during the day. When the approve field is pass, the
visitor will not activate the printer to print new stickers by scanning
the code again.

Results

To verify the effectiveness of the IoT-based COVID-19
screening system and the visitor’s response, we have deployed

FIGURE 3
The process outline for visitors passing through the eGate system, including instructions for using each functional module.
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and tested it in the Children’s Hospital for several months. Figure 4
shows the timeline of the pilot preparation phase. The early
deployment was primarily a test and adjustment of the site and
equipment, with large-scale visitor participation occurring after all
three entrances were installed. Therefore, the following statistics are
mainly derived from the official testing period after May 2021.

We deployed and piloted the system at the three main public
entrances of the hospital, namely, the first at the main entrance (E1),
second entrance called the Chinese Garden (E2) and the third
entrance (E3) facing the Children’s Park. E1 and E3 have both
visitors and staff, while E2 is mainly used by hospital staff due to its
proximity to staff car parks and offices. As shown in Figure 5, among
them, E1 and E2 use a complete temperature measurement and gate.
For comparison, E3, which is not too busy, only uses station stakes
for temperature measurement.

Participants

Throughout the pilot, high-frequency use was mainly
concentrated on 24th May to 24th July, with 40,480 people using
the system. Among this traffic, 97% were hospital employees and 3%
were regular visitors. This is mainly because ordinary visitors do not
need to visit the hospital every day, so they tend to spend more time
using the manual channel than learning to use the eGate system.

As shown in Figure 6, except on weekends, about 800 people use
the system to visit the hospital every day during this period. The
users of the system are mainly concentrated in the morning, mainly

the staff on the morning shift. The deployment of the system greatly
alleviates the traffic pressure at each entrance during the
morning shift.

Among them, for 4,674 registered employees, we sorted their
positions and departments according to the information they filled
out. As shown in Figure 7, most of the people who use the eGate
system are nurses, mainly from SCHN Med and SCHN Critical
Care. In addition, among these people, 971 were male, 3,702 were
female. The people who most use the eGate systems are mainly
between the ages of 30 and 33, the oldest is 87 years old and the
youngest is 18 years old.

Passing efficiency

In the actual deployment, as shown in Figure 8, almost all users
can use the system to complete the whole process in 1 minute, and
most users can complete it in 30 s. It is worth noting that most of
these users are first exposed to this system. Experienced users tend to
spend less time than when they first use it.

During the pilot period, the vast majority of visitors were allowed to
enter the hospital through the system, but there were also 6% users who
were refused (only 308 cases), mainly because their QR codes had
expired. There were also a few cases in the pilot who were rejected
because of hyperthermia. They had some things in common, such as
having just finished exercising and being exposed to the sun for a long
time. Fortunately, there were no cases of COVID-19 at Children’s
Hospital throughout the pilot period.

FIGURE 4
Timeline and significant milestones for the eGate project pilot.
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FIGURE 5
(A) Entrance 1: Front Entrance. (B) Entrance 2: Chinese Garden Entrance. (C) Entrance 3: Children’s Garden Entrance. Deployment and installation
environment for the eGate system at the pilot site.

FIGURE 6
(A) Daily visitor numbers. (B) Average traffic number of different times of each month. Visitor traffic analysis during the pilot period.
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Discussion

From the perspectives of data and systems, the deployment of
IoT-based data medical systems should meet the following
requirements.

User-friendly system design

A user-friendly system should enable users to easily comprehend
its function, operation method, and data output. It should not
require professional expertise to operate, making it useable for
doctors, nurses, and patients in hospital IoT systems. To achieve
this, designers must maintain a balance between users and
technology, and view issues from the user’s perspective. Before
designing a system, designers must thoroughly understand the

requirements and expectations of healthcare professionals and
patients. This can be accomplished through surveys, interviews,
questionnaires, and other methods to help identify the focus of
system functions and performance from the user’s viewpoint.

Prior to utilizing an IoT system, healthcare workers and patients
require training and support to comprehend its fundamental
operation and functionality. For users, using an IoT system
necessitates additional learning costs that designers must take
into consideration. If the learning cost is deemed excessive, users
may become disenchanted with the IoT system. Therefore, when
designing a system, it is critical to make the entire system easy to
understand and concentrate on the needs that users are most
concerned about, rather than adding a plethora of superfluous
functional modules. This entails providing enough information
and engagement to staff and patients, as well as clear
explanations and instructions on how the system operates and
how data is processed. Furthermore, a user-friendly system must
instill confidence in users that the data output by the system is
accurate and reliable and that the system’s operation is secure and
dependable. As a result, during system implementation, it is vital to
pay attention to medical staff and patient feedback and keep the
system transparent. This trust can help users better comprehend and
utilize the system and accept its output.

In summary, deploying IoT systems in hospitals necessitates
striking a balance between people and technology. This can be
accomplished by comprehending user needs, engaging users and
technical experts, providing training and support, ensuring privacy
and security, and being transparent.

Data security and privacy

While it may be ideal to record a user’s complete indoor
trajectory and timeline for maximum contact tracing in a
hospital setting, this raises privacy concerns. Visitor’s personal
conditions may be inferred from the departments they visit,

FIGURE 7
(A) Position classification. (B) Age group distribution. Profile analysis of participants in the pilot program.

FIGURE 8
Efficiency analysis of visitors passing through the eGate system.
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which is sensitive information that must be protected. To prevent
the disclosure of irrelevant information, we will limit data collection
to only essential information, and discard any unnecessary data.

The eGate system adopts a distributed design. Each device can
be regarded as an intelligent node contained in an independent
internal network, and the communication between intelligent nodes
is regarded as data transmission in the public network, which has the
risk of eavesdropping and data leakage. During the data
transmission process, users’ personal information is encrypted
using the RSA algorithm, which is an asymmetric encryption
algorithm based on the principle of number theory using public
key encryption, private key decryption, or private key signature and
public key verification to achieve data confidentiality and
authentication. In the database, we use a differential privacy
algorithm (Liu et al., 2021; Shaham et al., 2021a; Shaham et al.,
2021b; Smith et al., 2020) to process the stored data to ensure that
the relevant information cannot correspond to a specific participant
when the data analysing. In terms of database management, we set
strict access control rules, and only authenticated administrator
rights accounts are allowed to access critical raw data.

In addition, the eGate system supports data processing locally on
the end side in addition to the data collection function, allowing the
deployment of distributed AI learning frameworks such as federated
learning to further protect the privacy of raw data.

Network stability and scalability

For the system to function properly, all of its modules must
interact within the same Local Area Network (LAN) broadcast
domain. During the pilot phase, the wireless network’s
instability caused significant issues for the system. Network
congestion often led to gates failing to receive timely release
notifications from the control layer, resulting in user
complaints. The problem was particularly severe during peak
traffic hours in the morning and evening when the system’s
response delays became even more intolerable. To address these
issues, we have implemented measures to optimize network
stability and minimize congestion.

The eGate system currently provides a comprehensive initial
health check solution, ranging from the cloud to the sensor level.
However, to ensure long-term system development, we plan to
incorporate additional functions into the system platform.
Thanks to the system’s modular design, we have reserved a data
interface in the control layer for future functional modules. While
adding more functions to the system is desirable, it can also make the
system more complex and time-consuming, leading to longer
response times and poor user experiences during network delays.
Moreover, complex dependencies between modules can reduce the
system’s overall robustness, making it harder to identify and fix
problems during unexpected situations, which increases the risk as
the system scales. To simplify the system as much as possible, we
have minimized dependencies between modules and designed the
system with the principle of simplification in mind. This approach
reduces the difficulty of system maintenance, and any plans to
expand the system should be done with caution.

In practical use, the eGate system faces various unexpected
challenges, such as emergencies, user errors, network problems,

and power failures. Therefore, the system should leave enough
design redundancy and alternatives to deal with various
unknown unexpected situations, in addition to providing
sufficient guidance to diverse users.

Conclusion

In order to improve the efficiency of this process and reduce
the exposure risk of related personnel, we cooperated with
Children’s Hospital to deploy the Internet of Things (IoT)
system at multiple entrances. In this article, we designed
eGate, a contact-less visitor health check and data tracking
system based on IoT. By automating the health check and
data recording process, we can effectively improve the
efficiency of the check and reduce the workload and exposure
risks of front-line medical staff. During the 3 months of the pilot,
we counted the number of users of the system in different time
periods, solved some problems reported by users and improved
the system. Finally, we summarized the experience gained in the
pilot and provided a series of suggestions for future practical IoT
system deployment and user-friendly design.

Author summary

Why was this study done?

• This study aims to investigate the potential benefits of IoT-
based digital systems in addressing large-scale health
emergencies.

• We designed and developed a health screening system using
IoT technology, which provided a unique research
opportunity to evaluate the implementation success of
healthcare projects involving IoT.

• Real feedback and suggestions on the eGate system, as well as
the acceptance of the IoT-based digital health screening
system, were collected from both hospital staff and
ordinary visitors during the pilot

What did the researchers do and find?

• Compared to manual processes, IoT-based digital systems can
save more than half of the time and significantly reduce the
workload of some medical staff.

• Different groups of people have varying levels of acceptance
towards IoT systems, but most people are generally welcoming
towards new technologies. Whilst digital systems may have a
learning curve cost for users, a comprehensive design to
implementation process aided the diffusion of the
technology into usual practice with a sudden scale-up into
the adoption phase.

• Through the user feedback collected in the pilot, we
summarized the design points of digital systems applied in
hospital scenarios from the user’s perspective, and provided
some suggestions for future developers in terms of security,
flexibility, user friendliness, and scalability.
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What do these findings mean?

• Digital systems based on the Internet of Things can effectively
improve the efficiency of initial screening and greatly reduce
the workload of frontline medical staff.

• Developing a user-friendly IoT system has great significance in
the hospital scene. Through digital upgrading, it can bring
benefits to help hospitals improve efficiency and optimize
resource utilization.

• The digital transformation and development of the healthcare
industry will be a future trend. This project provides
experience and a reference sample for the digital upgrade
of hospital scenarios in the future.
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