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Corporate policies to protect
against disinformation for young
audiences: the case of TikTok

Natalia Quintas-Froufe*, Ana Gonzalez-Neira and
Carlota Fianno-Salinas

Department of Sociology and Communication Sciences, Faculty of Communication Sciences,
A Corufia, Spain

Disinformation and fake news have become highly prevalent on social networks.
As such, many platforms have tried to reduce audience exposure to false or
erroneous data by implementing corporate policies to protect users. This is
especially relevant in social networks aimed at young people, as is the case of
TikTok. In recent years, such mediums have become more popular than news
sites among young audiences. The purpose of this article is to analyze what
these policies are, on what topics they are implemented and how they are being
monitored and enforced by the social network TikTok during the period 2020—-
24. Nonetheless, it must also be mentioned that it is still too early to make a
complete and comprehensive assessment of the effectiveness of these policies
because many of them are not yet fully implemented.
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1 Introduction

According to one of the first study on disinformation carried out in Spain (Salaverria-
Aliaga and Sadaba-Chalezquer, 2022) disinformation is an issue that worries a large majority
of Spaniards (95.8%). It threatens modern society and democracy and is therefore seen as a
danger that concerns traditional media and social networks (Lopez Garcia et al., 2023). 72.1%
of Spaniards have admitted to believing a message or video that turned out to be false
(Salaverria-Aliaga and Sddaba-Chalezquer, 2022).

Social networks, in addition to modifying the way in which information flows and reaches
citizens due to the massive irruption of multiple channels (Office of Science and Technology
of the Congress of Deputies, 2023), have also become mediums through which large amounts
of disinformation are diffused, therefore operating as vehicles of false information (Sidorenko-
Bautista et al., 2021). Combating false news on these platforms has become a priority objective,
especially since the emergence of the Covid-19 virus (Garcia-Marin and Salvat-Martinrey,
2022) that exacerbated the problem of false information online (as an umbrella term for
misinformation, fake news, disinformation, and rumors) (Zhu et al., 2022). During the
pandemic, this type of information was circulating at peak levels (Colmenero-Ruiz et al., 2023).

This exceptional historical period exacerbated the dissemination of false news through
social networks that spread rapidly, generating significant confusion and concern among
citizens. For this reason, many national and European governments, as will be discussed
later, took the decision to urgently develop policies to combat disinformation and to pass
specific laws that would oblige the main social networks to adopt measures to protect
users, taking into consideration the potential implications in regards to freedom of

01 frontiersin.org


https://www.frontiersin.org/journals/Communication
https://www.frontiersin.org/journals/Communication
https://www.frontiersin.org
http://crossmark.crossref.org/dialog/?doi=10.3389/fcomm.2024.1410100&domain=pdf&date_stamp=2024-06-14
https://www.frontiersin.org/articles/10.3389/fcomm.2024.1410100/full
https://www.frontiersin.org/articles/10.3389/fcomm.2024.1410100/full
https://www.frontiersin.org/articles/10.3389/fcomm.2024.1410100/full
mailto:n.quintas.froufe@udc.es
https://doi.org/10.3389/fcomm.2024.1410100
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://www.frontiersin.org/journals/Communication#editorial-board
https://www.frontiersin.org/journals/Communication#editorial-board
https://doi.org/10.3389/fcomm.2024.1410100

Quintas-Froufe et al.

expression (Zhu and Shengnan, 2023). Hence, the introduction of
new legislation at the national and European level has compelled
many platforms to try to reduce audience exposure to false or
erroneous data by implementing corporate policies designed to
protect users.

This occurrence is especially relevant in social networks aimed at
the youth, as is the case of TikTok. In addition to its popularity among
young people, it has become their reference point for news stories.
This role was previously occupied by traditional media outlets, though
they have lost much of their younger audiences, primarily as a result
of the phenomenon known as “platformization” (Poell et al., 2019).
New media have become the central actors for the production,
distribution and monetization of cultural content. Consequently, that
these age groups spend the most time using social networks seems to
favor the growth of misinformation in a multichannel, multi-device
and multi-platform media consumption environment (Garcia-Avilés
etal., 2023).

2 Materials and methods

This article falls within the qualitative typology of studies on
disinformation in digital platforms initiated by Salaverria and Cardoso
(2023), taking into account one of the difficulties that these authors
put forward, that being access to the data of these platforms and their
lack of transparency. Like the research conducted by Estrada-Cuzcano
et al. (2020) this article was designed through a qualitative and
interpretative approach and was framed in a descriptive documentary
research, which determined the selection procedure, access and
registration of the documentary sample.

For several reasons, the object of study is the social network
TikTok. The first of these is the popularity of the network among
Generation Z (16-24 years old). According to the digital consumption
radiography of this generation (GFK, 2023), they use it much more
than Facebook or Instagram. TikTok, launched in 2017, is the
international version of the social network of Chinese origin based
exclusively on airing dances and music, which had been inaugurated
the previous year and is currently present in more than 150 markets.
TikTok is one of the networks with the highest growth in number of
users, this being the third consecutive year that its number of users
has risen. It is also the network with the highest growth increasing its
prompted and aided awareness, and its use (IAB, 2023) in Spain. It
should be noted that it is the social network most valued by users and
with a level of satisfaction above average (IAB, 2023). Spain is one of
the countries in which the network is most widely used (Newman,
2022a); there are currently 18.3 million users nationally according to
the latest available data (TikTok, 2023b).

The second reason is Generation Z’s ever increasing reliance on
social networks as the main sources of information. The information
habits of this generation are in contrast to those of previous
generations. Currently, 39% of 18-24year olds consult networks as
their main source of news. Therefore, these mediums have replaced
news sites for young audiences (Newman, 2022b). Specifically, the
utilization of TikTok for information has increased among 18-24 year
olds in all markets, reaching 20% by 2023 (Newman, 2023). These
youth are looking to these platforms for new information references
and are establishing new information consumption patterns (Pérez-
Escolar et al., 2023).
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This research is of an exploratory nature and the research
questions are: What is the legal framework regulating TikTok activity
in Europe?; How does the consumption of content by younger
audiences occur on the network? And through what tools, actions or
agents is disinformation combated from the platform? The central
objective is to analyze the corporate policies that TikTok has
implemented (mainly at the European level), the issues they aim to
deal with, and how the social network has monitored and complied
with said policies from 2020 to 2024, given that TikTok “is becoming
a new home for fake news stories, manipulated media, and other types
of misinformation” (Newman, 2022a, 2022b, p.30). Unlike previous
research that has focused primarily on analyzing the activity of
verification agencies and fact-checkers (Ufarte Ruiz and Murcia
Verdu, 2018; Alonso-Lopez et al., 2021; Sidorenko-Bautista et al.,
2021; Dafonte-Gomez et al., 2022; Garcia-Marin and Salvat-Martinrey,
2022; Arrieta-Castillo and Rubio Jordan, 2023; Hidalgo Cobo and
Puebla-Martinez, 2023) this study focuses on the platform’s own
corporate strategy.

To meet this objective, a systematic literature review was
conducted. Prior studies on misinformation by other authors were
consulted, such as those by Blanco-Alonso et al. (2021); Guallar et al.
(2020); Salaverria et al. (2020); Gomes-Gongalves et al. (2023), Hopp
and Kazmi (2023); Ruas-Aratjo and Panigua-Rojano (2023), and
Salaverria and Cardoso (2023). Other fundamental sources of
information consulted were the documents issued by the European
Commission, the official journals of the European Union and the
policy documents published by TikTok.

2.1 The new legal framework for TikTok's
activity in Europe: the digital services act

On December 15, 2020, the European Commission presented the
new European digital strategy consisting of two proposals: the Digital
Markets Act (DMA) and the Digital Services Act (DSA). They were
designed to create a safer and more reliable digital space for
consumers. Although some EU member states do already apply a
more coercive approach towards social media platforms within their
jurisdiction (e.g., Germany with Network Enforcement Act) (Schlag,
2023), it was deemed necessary to develop an initiative common to all
members. The Digital Services Act, applicable to all digital services
that connect consumers to goods, services or content, came into force
on November 16, 2022. It aims to establish a new regulatory
framework for the protection of users, to ensure that their fundamental
rights are respected and that there is greater protection of minors
online. This law is enforced through the supervision of the European
Commission, together with the national authorities appointed in each
of the member states of the European Union. In Spain, it is the
National Commission for Markets and Competition (CNMC) who
will be responsible for being the independent regulator for the
supervision of compliance with the law (CNMC, 2024) after being
appointed by the Ministry for Digital Transformation and Public
Function. To ensure compliance with the law, the European Center for
Algorithmic Transparency (CETA) has also been created, responsible,
among other functions, for analyzing transparency reports and
risk assessments.

The Very Large Online Platforms (VLOP), which include TikTok,
were those most affected by the application of this law as essential
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moderators in the flow of disinformation (Office of Science and
Technology of the Congress of Deputies, 2023). Therefore, they had to
introduce relevant changes in their design and procedures, acquiring
new responsibilities and obligations such as “limiting the
dissemination of illegal content and products online, increasing the
protection of minors and offering users more choice and better
information” (European Commission, 2022b), in addition to paying
more attention to the dissemination and amplification of incorrect or
misleading content.

Since 17 February 2024, the Digital Services Act applies to all
online intermediaries in the EU. However, it first was being applied to
designated platforms with more than 45 million users in the EU (10%
of the EU population) from the end of August 2023. TikTok was
designated as a Very Large Online Platform (VLOP) on 25 April 2023,
along with 16 other platforms and two search engines' under the EU’s
Digital Services Act after the company declared that it had 135.9
million monthly active users in the EU% It should be remembered that
for EU users, TikTok services are provided by TikTok Technology
Limited, a company registered in the Republic of Ireland. As a VLOP,
four months on from its designation, TikTok had to start complying
with a series of obligations set out in the DSA (Official Journal of the
European Union, 2022), one of those being linked to information
transparency. VLOPs and very large online search engines are
obligated to publish clear and easily understandable reports on any
content moderation activity they have carried out, as well as to assess
the risks that their services may pose to the companies with which
they operate. In addition, among the commitments they had to fulfill,
two stand out as being clearly linked to the objectives of this
investigation: on the one hand, to improve the protection of minors
by redesigning their systems to ensure their safety; and on the other
hand, to carry out more diligent content moderation to minimize the
spread of disinformation. In addition, the VLOPs had 4 months to
deliver the first risk assessment to the Commission. This document
was primarily focused on the following: illegal content; fundamental
rights, such as freedom of expression, media freedom and pluralism,
discrimination, consumer protection and children’s rights; public
security and electoral processes and gender-based violence, public
health, protection of minors, and mental and physical wellbeing
(European Commission, 2024b).

Alongside this, following the entry into force of the Digital
Markets Act (DMA), the European Commission in September 2023
designated ByteDance as “gatekeeper” for having a strong and
established economic position in the market and a solid intermediary
position by providing a gateway between businesses and consumers in
relation to the platform’s core services (European Commission, 2022c).
As clarified by the platform itself, though the European Commission
officially designated ByteDance Ltd. as the guardian, this decision was

1 Alibaba AliExpress, Amazon Store, Apple AppStore, Booking.com, Facebook,
Google Play, Google Maps, Google Shopping, Instagram, LinkedIn, Pinterest,
Snapchat, TikTok, Twitter, Wikipedia, YouTube, Zalando, Bing y Google Search.
2 In accordance with the obligations under the Digital Services Act (Article
24(2)), TikTok Technology Limited reports that it had on average 142 million
‘monthly active recipients’ in the European Union member state countries
between August 2023 and January 2024 (https://www.tiktok.com/transparency/
en/eu-mau-2024-2/).
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based solely on the activity of the TikTok service. This decision was
appealed (and dismissed, for the time being) on the grounds that this
determination undermined the objective of the DMA (TikTok, 2023b)
to protect actual gatekeepers from newer competitors such as TikTok.

2.2 Content consumption by the platform’s
younger users

One of the defining features of content consumption on TikTok,
as pointed out by Martinez-Fresneda and Zazo-Correa (2024), is the
content viewing formula that favors rapid viralization, together with
its reccommendation system. One of the most representative features
of this network is the FYF (ForYouFeed) where personalized content
is offered and suggested for each user based on the algorithms drawing
from the user’s browsing history. Although the algorithm is
confidential, the platform does indicate that the recommendation
system is based on factors such as the user’s interests and interactions
(the videos you like or share, the accounts you follow, the comments
you post, and the content you create), the device and account settings,
language preference, country setting, and device type (TikTok, 2020).

Added to this are some of the communicative features of the
network related to the possibilities of creating greater interest in
audiences through “consumption experiences that take into account the
concrete (content, information, etc.) and the abstract (personal
storytelling, emotionality, etc.)” (Pena-Ferndndez et al, 2022). In
addition, its artificial intelligence (AI) algorithm, based on user
behaviors and interests, is especially designed to be addictive (Pedrouzo
and Krynski, 2023). This can greatly influence the consumption pattern
of younger users, often leading them to feel “stuck in a rabbit hole,”
sequentially viewing countless videos or images on the same topic
(Woolley and Sharif, 2021). This phenomenon is understood as “as a
collapse of mainstream recommendations, in favor of ultra-
personalized ones that lock users into narrow and specialized feeds” (Le
Merrer etal., 2023). Yes, TikTok aims to control the existing information
flows on the platform. Nevertheless, there is a significant flow of content
that encourages disinformation: sometimes this occurs unintentionally,
though oftentimes it does so intentionally (Alonso-Lopez et al., 2021).

In relation to the age required to participate, it should be noted that
TikTok is available for those over 13years of age. Nonetheless, the
platform adopts measures that restrict access to certain functions of the
product, such as excluding from the “FYF” any content created by users
under 16years of age. As previously mentioned, the platform’s own
consumption dynamics can generate behavioral addictions as well as
result in exposure to inappropriate content for these audiences. TikTok’s
website states its commitment to ensuring that young people have a safe
experience, outlining all prohibited (consumption of alcohol, tobacco
and drugs by young people, physical abuse, etc.) and age-restricted
content (significant body exposure of adults, content on cosmetic
surgery that does not include risk warnings, etc.). However, nowhere is
there specific mention of any specific policy linked to combating the
spread of misinformation within these vulnerable audiences.

3 Results

One of TikToK’s obligations after entry into the DSA is to combat
disinformation. For this reason, a series of rules (Community Guidelines)
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are defined that must be followed by users and content published on the
platform. These are updated frequently, the last update being in March
2023. Specifically, the platform’s policies prohibit certain types of
misinformation: that which poses a risk to public safety or may induce
panic regarding a crisis event or emergency; that related to medical
misinformation, such as misleading statements about vaccines,
inaccurate medical advice and other misinformation that poses a risk to
public health; climate change misinformation such as denying the
existence of climate change or the factors that contribute to it; material
that has been edited, spliced, or combined (such as video and audio) in
a way that may mislead a person about real-world events, and election
misinformation (Transparency Center, 2023). In the case of Spain, 20,493
videos (107,118,504 views) were removed that were deemed to have
violated the harmful misinformation policy (Transparency Center, 2023).

In order to prevent the propagation and dissemination of this
content on the platform, different corporate policies were adopted,
which will be grouped into the following three thematic areas
according to one of the research questions about which tools, actions
or agents are used to combat disinformation.

3.1 Policies for institutional collaboration

Combating disinformation has been one of the main objectives
(and challenges) of the European Union since 2015 (European Court
of Auditors, 2021). As part of the Action Plan Against Disinformation
in 2018, the Code of Practice on Disinformation was approved by
online platforms, major technology companies and key figures in the
advertising industry. This voluntary code contained a set of
commitments designed to combat disinformation. It defined
“disinformation” as “verifiably false or misleading information” that,
cumulatively, (a) “is created, presented and disseminated for profit or
to deliberately mislead the public” and (b) “may cause public harm,”
understood as “threats against democratic, political and policy-making
processes, as well as against public goods, such as the protection of
health, the environment or the security of EU citizens” (European
Commission, 2018). Misleading advertising, satire and parody,
misinformation or clearly partisan comments fall outside of what can
be considered as disinformation (European Commission, 2018).
Under this definition, some authors, such as Strowel and De Meyere
(2023), argue that three conditions must be met for a circulating piece
of content to be considered disinformation: the truth condition (the
information must be inaccurate); the intentionality condition (there
must be evidence of intent to make economic or political gains based
on the diffusion of the information); and the public harm condition
(there must be a potential for the information to cause public harm).

Companies such as Google, Facebook, Twitter, Microsoft (May
2020) and TikTok (June 2020), together with advertising industry
players and verifiers, signed up to the commitments as expressed in
the code in order to self-regulate the fight against disinformation.

Two years later, the European Commission published an evaluation
report on compliance with the code in which certain important
deficiencies were detected, something that should be corrected.
Guidelines were proposed on how to solve these issues within the
framework of the Action Plan for European Democracy. It was believed
that the code should be strengthened in certain areas: for example,
regarding the stricter demonetization of disinformation, improving
user training or increasing data verification coverage in addition to
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creating a more robust monitoring framework (European Commission,
2021). Therefore, a new version of the code (Strengthened Code of
Practice on Disinformation) was published in 2022 with 44
commitments and 128 specific measures in these areas: demonetization;
reducing financial incentives for disinformation providers; transparency
of political advertising; ensuring the integrity of services; empowering
users and researchers and the fact-checking community; a transparency
center and working group; and strengthening the monitoring
framework (European Commission, 2022a).

However, TikTok does not subscribe to 18 of the 44 commitments
set out in the code. In some cases, this is because certain codes are not
intended for platforms like TikTok (for example measures 12.1, 12.2
and 12.3 are applicable to Civil Society only). Nonetheless, it is striking
that the platform did not subscribe to the following:

a. Commitment 20: “empower users with tools to assess the
provenance and edit history or authenticity or accuracy of
digital content” The justification for not accepting this
commitment was that TikTok believes that it would
be imprudent to commit to this measure at a time when the
underlying technology is still unproven, and the standards to
be met have not yet been finalized.

b. Commitment 22 (measure 22.1 and 22.2): “provide users with
tools to help them make more informed decisions when they
encounter online information that may be false or misleading,
and to facilitate user access to tools and information to assess
the trustworthiness of information sources, such as indicators
of trustworthiness for informed online navigation, particularly
relating to societal issues or debates of general interest.” TikTok
does not see the need to accept this, arguing that this
commitment already appears in the code. Though arguing that
this point is unnecessary in the current context, the
organization does not rule out a change of stance in the future,
if necessary.

3.2 Transparency policies in content
moderation

Content moderation describes mechanisms that are designed to
prevent the dissemination of illegal and undesirable content in online
communities. There exists a range of possible measures to prevent
harm, including content removal, visibility reduction (demotion),
labelling, and account suspensions/terminations (Drolsbach and
Prollochs, 2024). After the introduction of the DSA, VLOPs such as
TikTok are expected to adapt their content moderation processes and
even increase the resources dedicated to these processes for detecting
illegal content. These platforms are obligated to inform their users
about their moderation decisions, indicating the reasons and the
reference in regards to the specific legal provision infringed: the
so-called statements of reasons (SoRs). When platforms submit SoRs,
they must assign them to one of 14 proposed categories (Scope of
platform service; Pornography or sexualized content; Illegal or
harmful speech; Scams and/or fraud; Violence; Unsafe and/or illegal
products; Intellectual property infringements; Protection of minors;
Data protection and privacy violations; Self-harm; Non-consensual
behavior; Negative effects on civic discourse or elections; Risk for
public security and Animal welfare). All SoRs are collected and
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published in the DSA Transparency Database, a public database
managed by the commission. This is overseen by the DSA who can
“track the content moderation decisions taken by providers of online
platforms in almost real-time” (European Commission, 2024c).

It is worth noting that between September and November 2023,
in the first 2 months after the introduction of the DSA Transparency
Database in the EU, the largest number of SoRs (#SoR) was submitted
by TikTok. It was the most active platform in terms of content
moderation, carrying out content moderation decisions per MAU
(monthly active users) at a rate that was more than 350 times that of
X/Twitter (Drolsbach and Prollochs, 2024).

As set out in article 17 of the DSA, these platforms must provide
clear, specific and useful information on any decision taken in relation
to the restriction of visibility, or the suspension or cessation of the
provision of services. Platforms must also indicate the type of
restriction that has been implemented, with the main measure being
the disabling access to content (14,181,015,846), followed by the
removal of content (532,379,151). At the present time 15,065,137,838
SoRs were submitted. The most reported violations were the following:
the scope of platform service, illegal or harmful speech and
pornography or sexualized content. In the case of TikTok, the platform
sent 494,756,708 restrictions. The most common offense was in
regards to “scope of platform service” (43.75%) followed by “illegal or
harmful speech” (42.02%) (European Commission, 2024c).

Platforms are also supposed to indicate whether such decisions
were detected or identified (Automated Decision), and whether the
decision regarding content that has been detected or identified was
taken using automated means (Automated Detection). 70% were
automatic decisions (European Commission, 2024c).

For TikTok specifically, the content moderation approach is based
on four pillars: (1) the removal of content for non-compliance with
the rules; (2) the age restriction of content for mature audiences (only
those aged 18 or older can access it); (3) the maintenance of the “For
You Feed” eligibility standards; (4) the empowerment of the
community with information, tools and resources (TikTok, 2023c).
This content moderation is carried out through machine learning
algorithms and human moderation. The content uploaded to the
platform is first reviewed by automated moderation technology
through which any content that may violate any of the platform
policies is identified. The system analyzes keywords, images, titles and
audio in order to detect any violation. If a violation is indeed evident,
it will be eliminated. If not, it will be sent to the human moderation
teams. Currently, 6,125 people moderate content, covering at least one
official language for each of the 27 European Union Member States.
468 of these people operate in Spain (TikTok, 2023a) so that they
know not only the language but also the socio-cultural context of the
country. In the case of the Spanish language, 8.4% of the total number
of moderators (TikTok, 2024) are assigned to review content flagged
by technology as well as popular content.

In the event that content is not caught by the moderation
processes, users can report it for non-compliance with the Community
Guidelines (flagging). TikTok also employs another content
moderation technique called “shadow banning,” which is “hiding
users from the apps main feeds without their knowledge” This
practice de-facto limits their visibility and reach so that, from the user’s
perspective, the platform appears to be working as usual, despite the
fact that their content is much less visible to other users than usual
(Are and Briggs, 2023; Kosters and Gstrein, 2023).
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It is worth noting that TikTok created an additional reporting
channel for the European community to ‘Report Illegal Content;
through which users can report content they consider illegal and
justify their decision. The same applies to the governments of EU
countries, which can report the presence of illegal content in the
following categories: Child sexual exploitation, terrorist offences/
content, illegal hate speech, content relating to violent or organized
crime, illegal privacy-related violations; the non-consensual sharing
of private or intimate images; illegal goods/services; harassment or
threats; defamation; consumer-related offences; information related
offences/contempt of court; financial crime; national security-related
offences, and other illegal content (TikTok, 2023a).

From September 1st to 30th 2023, the period covered by the first
DSA Transparency Center (2023), 17 orders were received from
government authorities in the European Union requesting the removal
of content, none of which were submitted by the Spanish government.
France was the country that sent the most orders (13). However,
government action with respect to the request for information was
much more active, with 52 orders from government authorities in the
European Union related to user information disclosure. The
government that submitted the most requests was the German
government with a total of 265 requests. These numbers are somewhat
unsurprising given the number of users of the platforms in each of
these countries, since France (21.4 million) and Germany (20.9
million) have the highest number of users in the European Union.

3.3 Policies for collaboration with
fact-checkers

TikTok partners with fact-checking organizations to identify and
flag misleading content. As part of TikToK’s Global Fact-checking
Program, they collaborate with the following 18 organizations: Agence
France-Presse (AFP), Animal Politico, Australian Associated Press
(AAP), Code for Africa, dpa Deutsche Presse-Agentur, Demagog,
Estaddo Verifica, Facta, Lead Stories, Logically Facts, Newschecker,
Newtral, Poligrafo, PolitiFact, Reuters, Science Feedback, and Teyit.
These all belong to the International Fact-Checking Network (IFCN)
who assess the accuracy of content without acting as moderators.
Rather, they evaluate the information so that the moderator team can
then take the appropriate action.

As soon as misinformation is detected, the moderators consult a
global database to confirm that it is indeed misinformation. Once the
fact-checkers confirm that the content is harmful misinformation, the
moderators will remove the content or restrict its reach. In the event
that the content cannot be verified, it will be labeled as unverified and
will not be available in the FYF, thus reducing its reach.

The activity that verification agencies or fact-checkers present on
the platform exercise when verifying or denying content from their
profiles, which in 2021 was still very incipient and limited, should also
be taken into account (Sidorenko-Bautista et al., 2021).

4 Conclusion

It is undeniable that the arrival of the DSA has meant progress in
European policies against online disinformation, due to the
systematization and application of measures aimed at the major
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platforms. These companies now must justify their actions with a view
to collaborating in the fight against disinformation. The
co-responsibility of the platforms is necessary to ensure a safe
browsing experience for users and in particular for young audiences.
Therefore, platforms such as TikTok have initiated the development
of new corporate policies that comply with the obligations imposed
by this law. However, it must also be acknowledged that it is difficult
to legislate online spaces where public and private matters are debated
without undermining citizens’ right to free speech.

It is still too early to make a complete and exhaustive assessment
of the effectiveness of such policies as many of them have not yet been
fully implemented. The analysis conducted here shows that so far little
has been done in the fight against disinformation among young
audiences, the main users of the platform. Some measures have been
developed to protect minors, though they do not specifically target
young audiences. Of course, the protection of online minors on this
platform should be a priority, guaranteeing their security and privacy.
Not doing so can have disastrous consequences. Though TikTok has
developed training actions aimed at these age groups, this and other
platforms, as well as national and European institutions, must provide
young users with resources to increase their critical and analytical
capacity in these new online environments. Education and media
literacy are crucial components in the fight against disinformation
(Salaverria and Cardoso, 2023) and play a central role in citizen
empowerment against fake news (Tejedor Calvo et al, 2021),
especially for the young. This fake news, presented as real, may
mislead readers who could end up making decisions based on
erroneous information. According to a recent Ipsos Report (2023), the
average citizen’s ability to distinguish real news from fake news is
uneven across countries, being quite low in some (in Spain, for
example, only 33%). Therefore, beyond the corporate policies
implemented by digital platforms, additional actions aimed at users at
the country level may also be necessary.

In addition, TikTok must contend with the fact that some
governments, such as Great Britain and many others, have decided to
ban the app on civil servants’ work phones. European institutions,
such as the European Parliament, have done the same, due to
cybersecurity concerns.

In addition, the first meeting of the European Digital Services
Board with the digital services coordinators opened formal
proceedings against TikTok under the Digital Services Act in order to
assess whether the network had infringed the regulations (Articles
34(1), 34(2), 35(1), 28(1), 39(1) and 40 (12)) in areas linked to the
protection of minors, advertising transparency, and data access for
researchers, as well as the risk management of addictive design and
harmful content (European Commission, 2024a). In these procedures,
emphasis is placed on the fact that the design of the TikTok system
may lead to behavioral addictions and/or create so-called “rabbit hole
effects” The usefulness and effectiveness of the tools used by the
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