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Cryptocurrencies’ popularity is growing despite short-term fluctuations. Peer-
reviewed research into trust in cryptocurrency payments started in 2014. While
the model created then, is based on proven theories from psychology and
supported by empirical research, a-lot has changed in the past 10 years. This
research finds that the original model is still valid, but it is extended to capture the
current situation better. A quantitative methodology is used to validate the
updated model proposed. The results from the quantitative survey show that
(1) personal innovativeness in technology and (2) finance, influence (3) disposition
to trust. Disposition to trust influences six variables from the specific context of
the payment. Three variables related to the cryptocurrency itself are (4) stability in
the value, (5) transaction fees, and (6) reputation. Institutional trust is influenced
by (7) regulation, and (8) payment intermediaries. The last contextual factor is (9)
trust in the retailer. The six variables from the context influence (10) trust in the
payment which, finally, influences (11) the likelihood of making the
cryptocurrency payment.
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1 Introduction

Cryptocurrencies have been on a fascinating journey over the past 10 years with many
twists and turns, and never too far away from controversy. If someone was wondering what
their role will be 10 years ago, they may still not be entirely sure. For example, is Bitcoin a
replacement for payments, or a store of value?Will the value of Bitcoin break new records or
depreciate? While there are many questions that remain unanswered, it is clear that
cryptocurrencies are used extensively by various types of consumers for various purposes
(Schmeling et al., 2023). The value of all the cryptocurrencies in use, often referred to as
market capitalization, is increasing, the amount traded is increasing, and more solutions
utilizing cryptocurrencies are being developed (Schmeling et al., 2023). Many stakeholders
influence the success of an innovation, but the consumer’s perspective is often decisive. Ten
years ago, an important question to answer was how the consumer trusts cryptocurrencies.
This question was answered at the time but given the many changes in the technology
cryptocurrencies use, and the general environment they are used in, the answers found
10 years ago must be re-evaluated (García-Monleón et al., 2023). This research re-evaluates
and updates the first model of trust in cryptocurrencies published in peer reviewed research
(Zarifis et al., 2014; Zarifis et al., 2015).
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The first cryptocurrency, Bitcoin, started as far back as 2009 but
it really started to gain popularity from around 2016 (Huber and
Sornette, 2022). Since then a variety of cryptocurrencies and other
cryptoassets such as NFTs have emerged. In addition to these new
cryptocurrencies and cryptoassets, new services that utilize them
emerged. Whole ecosystems of Decentralized Finace (DeFi) have
emerged. While cryptocurrencies, other cryptoassets, and the
services they enable, have not been entirely embraced by
traditional finance, there is an increasing overlap, with Bitcoin
ETFs being a recent example (Ligon, 2023).

Cryptocurrencies are first and foremost, a technology. The
technology that delivers them has evolved over the years. In
some cases, there have been forks, splitting Bitcoin into Bitcoin
and Bitcoin cash, in other cases, such as Ethereum, mining has been
replaced by a proof-of-stake mechanism (Wendl et al., 2023). With
more choices between several cryptocurrencies, stablecoins, Central
Bank Digital Currencies (CBDC) and other digital payments
solutions, the consumer is becoming more discerning. The
regulation of cryptocurrencies has also come a long way in the
past 10 years with some regions actively encouraging them, while
others ban them. Therefore, on the 10-year anniversary of the first
research into trust in cryptocurrencies (Zarifis et al., 2014; Zarifis
et al., 2015), it is a good time to re-evaluate the model with a
current sample.

Trust in a cryptocurrency is a multifaceted issue. There is a
spectrum of beliefs on trust in cryptocurrencies with the one extreme
suggesting that the consumer does not need to trust
cryptocurrencies because they utilize blockchain. While this view
has been discussed extensively, most people today seem to
appreciate that you must trust cryptocurrencies, just as you must
trust any other technology you use that involves some risk (Priem,
2020; Aquilina et al., 2023). Therefore, the research question is.

1) How does the consumer trust cryptocurrencies? Does the first
peer-reviewed model on consumer trust in cryptocurrency
need to be updated to capture the current context better?

This research re-evaluates and extends the first peer-reviewed
published model on this (Zarifis et al., 2014; Zarifis et al., 2015). The
extended model includes twelve variables in seven groups. The first
three variables come from the individual’s psychology. Personal
innovativeness is divided into (1) personal innovativeness in
technology and (2) personal innovativeness in finance. These two
influence (3) personal disposition to trust. There are then six
variables that come from the specific context, and not the
person’s psychology. The first three are related to the
cryptocurrency itself. These are (4) the stability in the
cryptocurrency value, (5) the transaction fees and (6) reputation.
Institutional trust is shaped by (7) regulation and (8) payment
intermediaries that may be involved in fulfilling the transaction.
The last contextual factor is (9) trust in the retailer. The six variables
from the context influence (10) trust in the cryptocurrency payment
which then, finally, influences (11) the likelihood of making the
cryptocurrency payment.

Previous research into trust in cryptocurrencies either used one
cryptocurrency in the research, typically Bitcoin, or asked generally
about cryptocurrencies without specifying one (Ostern, 2018). Both
of these methods have their limitations. If a study tests one

cryptocurrency, then the findings only apply to that
cryptocurrency. If participants are asked generally about
cryptocurrencies, then the question is too vague. A second
limitation is that the largest cryptocurrencies’ names are far
better known than the term cryptocurrency. As the names of the
most popular cryptocurrencies are better known than the term,
using a specific cryptocurrency is the most effective way to
communicate with the participant. Therefore, this research asked
participants about their beliefs on the largest
cryptocurrency, Bitcoin.

The theoretic foundation that follows identifies the theory that
can be used to extend the original model, and then puts forward an
extended model. The methodology section outlines how data is
collected and how Structural Equation Modeling (SEM) is applied.
The next section presents the detailed results. This is followed by a
discussion of the theoretical and practical implications and finally
the conclusion.

2 Theoretical foundation

The theoretic foundation starts by identifying the relevant
literature on trust in cryptocurrency payments and concludes
with the research model.

2.1 Trust in cryptocurrencies

This research evaluates trust in a cryptocurrency from the
perspective of a consumer intending to use it to make a
payment. There are many cryptocurrencies that utilize different
technologies, but Bitcoin and Ethereum are the most significant
based on their popularity. Bitcoin is closer to the original
decentralized vision put forward (Nakamoto, 2008) while
Ethereum is more centralized with some different functionalities.
Purchasing a cryptocurrency as an investor or a trader does not
involve the same motivation or process, so it is outside the scope of
this research. Purchasing a cryptocurrency as an investor or a trader
would involve other criteria such as the state of the economy and the
relative strength of stocks, bonds, gold and other assets. The term
digital currency is broader and it does not necessarily mean
blockchain technology is used. Central Bank Digital Currencies
(CBDCs) have many differences to cryptocurrencies such as
Bitcoin, notably they are issued by a government, so trust in
them is very different (Auer and Böhme, 2020). So-called
stablecoins build trust with the consumer differently, by
reassuring them that they will remain tethered to something
valuable from traditional finance such as a fiat currency, so they
are also outside the scope of the literature review.

While both Bitcoin and Ethereum use blockchain technology,
which can increase security and support trust, several studies show
that blockchain does not reduce risk sufficiently to take away the
need for trust (Abramova et al., 2021; Suleman and Lemieux, 2023).

It could be argued that most of the literature on cryptocurrencies
such as Bitcoin focus on the new functionality of this technology, the
“newness”, as opposed to the “sameness” The “sameness” of a
cryptocurrency like Bitcoin or Ethreeum is the fact that it is a
technology that needs to be trusted by an individual to be adopted.

Frontiers in Blockchain frontiersin.org02

Zarifis and Fu 10.3389/fbloc.2024.1220031

https://www.frontiersin.org/journals/blockchain
https://www.frontiersin.org
https://doi.org/10.3389/fbloc.2024.1220031


Considering cryptocurrencies such as Bitcoin as a technology that
needs to be trusted for it to be adopted, allows the literature from the
area of trust in technology to be utilized (McKnight et al., 2011;
Lankton et al., 2015). The importance of trust in cryptocurrencies
has been supported (Zarifis et al., 2014; Zarifis et al., 2015; Knittel
et al., 2019) despite the perspective of some, that they are “trustless”
due to the blockchain technology. There are several different
conceptualizations and definitions of trust. This research focuses
on the initial trust formation where the consumer makes a judgment
about the competence, benevolence and integrity, of those they will
have to be vulnerable to when making a payment with the
cryptoasset (McKnight and Chervany, 2002). This definition
suggests the consumer is aware that they are taking on some
risk, and are not naive.

The original model of trust in digital currencies identified five
variables that affect trust (1) personal innovativeness, (2) disposition
to trust, (3) institution-based trust, (4) trusting beliefs, and (5)
trusting intentions (Zarifis et al., 2014; Zarifis et al., 2015). The
literature review covered subsequent developments to either reject,
further validate or extend the original model. In addition to the
original model, subsequent research found support for several
aspects of it. Firstly, the literature of trust in technology
adoption, (McKnight et al., 2002b; McKnight and Chervany,
2002), is relevant to Bitcoin (Sadhya et al., 2018; Marella et al.,
2020). The importance of institutional trust in Bitcoin use is
supported in the literature (Duan et al., 2023). When someone
hears the word institution in the context of a financial transaction,
their mindmay go to traditional financial institutions such as central
banks. In the context of cryptocurrencies, some institutions that
exist in traditional finance such as regulators are equally important,
while the network that supports the functioning, maintaining,
upgrading, mining and governance of a cryptocurrency may also
be considered an institution (Simser, 2015). Therefore, there is some
support in the literature that the model is valid, but it should be re-
evaluated and updated, as a-lot has changed in this area since 2014.

Trust in Bitcoin: There may be many reasons that influence trust
in Bitcoin for some people, but the factors that influence trust for a
large percentage of people may be far less. One of the main
influences of trust for most people is the blockchain technology
(Tönnissen et al., 2020; Wan et al., 2022). Blockchain technology is
believed to support transparency and trust, to some degree, but there
are still vulnerabilities and risks, as the many cases of financial fraud
and cybersecurity breaches show (Xu et al., 2020; Jalan and
Matkovskyy, 2023).

Both Bitcoin and Ethereum can be part of a more extended value
chain or ecosystem when delivering services to a consumer. For
Bitcoin, one additional technology used alongside it in payments is
the Lightning Network, a blockchain technology that operates as a
layer above the blockchain layer. For a consumer the payment
process with Bitcoin requires a digital wallet. If they will use the
Lightening Network for the payment, they must use an electronic
wallet that is compatible.

The fluctuations in the price of cryptocurrencies have been a
reason for concern and criticism. Most cryptocurrencies, including
Bitcoin and Ethereum, face volatility in their price (Wang et al.,
2022). While stablecoins may have the potential to be more stable
(Gadzinski et al., 2023), they can also be volatile and collapse to a
value close to zero (Jalan andMatkovskyy, 2023), something that has

not happened with Bitcoin. The variety and unpredictability of the
sources of the volatility increase the uncertainty, the risk, and
therefore the need for trust.

Trust in Ethereum: Both Bitcoin and Ethereum are popular for
making payments, but there are key differences between the two
crytocurrencies, with Ethereum being very popular for smart
contracts (Wang et al., 2021). Smart contracts are being utilized
in an increasing number of ways offering many services. Ethereum
smart contracts underpin many of the services of Decentralized
Finance. The recent move from mining to proof-of-stake made it
arguably more sustainable than Bitcoin, gaining favor with some
people (De Vries, 2023). Nevertheless, despite taking a different
approach to Bitcoin in terms of proof of stake, and having more
centralized decision making, Ethereum faces many security threats
(Xu et al., 2020). Despite some important differences between the
way Bitcoin and Ethereum blockchain work, it is not clear if, from
the consumers perspective, trust in them is fundamentally different.

Despite the promise of a payment system that is secure due to
the technology used, and therefore without a need to be trusted,
many risks have been documented for Bitcoin, Ethereum and the
other major cryptocurrencies. There is still risk of financial loss,
personal information leaked or the payment process simply not
working. The risks whenmaking a cryptocurrency payment outlined
in this literature review are grouped and summarized in Table 1. It is
interesting that for what was referred to as a “trust free” technology it
is perceived to be better suited for people with a high tolerance to
risk. The phrases “in code we trust”, “trust-less technology”,
meaning trust is not required, and “do not trust verify” (with
blockchain) are familiar but the literature overwhelmingly shows
that consumer trust is needed in cryptocurrency payments despite
the use of blockchain.

2.2 Research model and hypotheses

Based on the literature review there is no clear evidence that
there is a more comprehensive model of trust in cryptocurrency
payments than the original one (Zarifis et al., 2014; Zarifis et al.,
2015). Furthermore, the original model has been cited extensively
and aspects of it have been verified in subsequent research
(Steinmetz et al., 2021; Solberg Söilen and Benhayoun, 2022).
The literature review indicates that both the sources of risk, and
the variables that influence trust in cryptocurrency payments, have
not fundamentally changed. Nevertheless, despite the lack of a new
factor for risk or for trust, the existing factors have evolved.
Therefore, the literature review supports the need to update and
re-evaluate the original model to ensure its continuing validity after
10 years. The initial research model of trust in cryptocurrency
payments put forward by this research is presented in Figure 1.

While the variables that influence trust come from more general
models of psychology and technology adoption, the way they are
operationalized in the context of cryptocurrencies is different. The
first and second variables come initially from psychology but they
have been used extensively to understand technology adoption and
trust in technology (McKnight et al., 2004). Based on the literature,
the first variable of the model, personal innovativeness is further
developed here. The second, disposition to trust, remains the same.
Institutional trust and trust in the retailer are simplified. These
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improvements are possible now, because there is more evidence on
how this technology is used compared to 2014 when the model was
first created. The last decade has clarified some things as the
following paragraphs discuss.

Personal innovativeness: There is a personal, psychological trait
of personal innovativeness that influences how willing a person is to
use new technology (Agarwal and Prasad, 1998; Kim et al., 2010).
While personal innovativeness in technology will have an influence,
adding personal innovativeness in finance should give more
accurate results.

H1a: Personal innovativeness in technology positively influences
disposition to trust.
H1b: Personal innovativeness in finance positively influences
disposition to trust.

Disposition to trust: Disposition to trust is a person’s long held
beliefs on trust (McKnight et al., 2004). Their inclination or
propensity to trust. These are based on their faith in humanity
which is shaped by competence, benevolence, and integrity. A

person that has a very positive disposition to trust may be more
willing to trust in many different situations. An individual’s
psychology influences how they trust the cryptocurrency, the
institutions involved and the retailer:

H2: Disposition to trust positively influences trust in the (a)
cryptocurrency stable value, (b) stable fees, (c) extensive
adoption and (d) reputation.

H3: Disposition to trust positively influences trust in institutions
that support the cryptocurrency payment such as (a)
regulation and (b) payment intermediaries.

H4: Disposition to trust positively influences the consumer’s trust
in the retailer they will make a payment to.

Trust in cryptocurrency: There are four issues that influence
trust in a cryptocurrency in this context. One of the longstanding
challenges for cryptocurrencies is volatility (Baur and Dimpfl, 2021;
Wang et al., 2022). The volatility may be different for
cryptocurrencies such as Bitcoin and Ethereum, but it is high
enough to be a concern for all the main cryptocurrencies that are

TABLE 1 Risks that exist when using cryptocurrencies.

Risks What is at risk

Cybersecurity attack on digital wallet, during payment process or elsewhere. Advanced methods can be used
such as quantum attacks

Financial loss, private information leaked

Financial fraud in cryptoassets Financial loss

Price volatility in cryptoassets Financial loss

Possibility of exchange collapse (or other cryptoasset financial service provider) Financial loss

Technical issues, downtime, lack of technical support Unable to use

Regulatory risks, from stricter regulation to outright ban in several countries (Aquilina et al., 2023) Financial loss, private information disclosed to one or more
governments

Risks from other technologies in the value chain (e.g., Lightning Network) Financial loss, private information leaked

Limited adoption from organizations and people that accept payments Financial loss, unable to use

Risk of alternatives becoming more appealing, e.g., stablecoins or CBDC (Aquilina et al., 2023) Financial loss, unable to use

FIGURE 1
Initial research model of consumer trust in cryptocurrencies.
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not stablecoins or CBDCs. While a price increasing dramatically can
cause some difficulties when making a payment, the biggest concern
is when it drops in value. A large drop in value may mean the
cryptocurrency owner cannot afford what they planned on
purchasing, or their new worse financial situation may make
them reconsider their purchase. Therefore, trust in the
cryptocurrency holding its value or increasing in value will
increase trust in the transaction. A second concern is
transactions fees. The transaction fees also have some fluctuation
(Ilk et al., 2021). If they are stable or decrease this will increase trust.
An increasing cryptocurrency adoption and a positive reputation
also increase trust in several ways (Faria, 2019; Knittel et al., 2019).
Therefore, the following four hypotheses are.

H5a: Stable or higher cryptocurrency value increases trust in a
cryptocurrency payment.
H5b: Stable or lower cryptocurrency transaction fees increases
trust in a cryptocurrency payment.
H5c: Increasing cryptocurrency adoption increases trust in a
cryptocurrency payment.
H5d: A positive reputation in the cryptocurrency increases trust
in the cryptocurrency payment.

Institutional trust: Institutional trust is the individual’s trust in
the institutions that are involved in the process of making a
cryptocurrency transaction (McKnight et al., 2002a;
Patnasingham et al., 2005). The institutions that are regulating
cryptocurrencies and the payment intermediaries involved play
an important role.

H6a: Increasing cryptocurrency regulation increases trust in a
cryptocurrency payment.
H6b: Higher trust in a cryptocurrency payment intermediary
increases trust in a cryptocurrency payment.

Trust in the retailer: Despite cryptocurrencies such as Bitcoin
and Ethereum utilizing blockchain technology that can support trust
in some ways, trust in the retailer still reinforces trust in the
transaction (McKnight et al., 2002b). To trust the retailer the
consumer must make a positive judgment on the retailer’s
competence, benevolence, and integrity. All three must be
positive. For example, a retailer may be benevolent but cause
problems to the transaction due to their incompetence.
Therefore, the seventh hypothesis is.

H7: Trust in the retailer has a positive effect on trust in the
cryptocurrency payment.

Trust in cryptocurrency payment: Using a cryptocurrency to
make a purchase requires trust in the aspects of the payment
outlined above such as trust in the cryptocurrency, trust in the
institutions and trust in the retailer (McKnight et al., 2002b; Zarifis
et al., 2014; 2015). The widely used theory of planned behavior
shows that beliefs influence behavior (Ajzen, 1991; Pavlou and
Fygenson, 2006). If there is trust in the cryptocurrency payment,
this should increase the likelihood of the payment being made.

H8: Trust in the cryptocurrency payment has a positive effect on
making the cryptocurrency payment.

3 Methods

This research applies a quantitative analysis to test an extended
version of the model of trust in cryptocurrency payments (Zarifis
et al., 2014; Zarifis et al., 2015).

3.1 Data collection

The survey questions are based on existing validated questions
as illustrated in Table 2. The platform SoSci Survey was used to
distribute the survey. This platform meets GDPR requirements
which is necessary as this research was implemented in the EU.
The participants needed to meet certain criteria to be allowed to take
the survey. Only adults over 18 years old were allowed, as adults have
broader experiences making payments, in more situations, over
more years, making their beliefs more refined. The participants
were German residents. This was achieved by targeting German
residents for the survey and by having a question asking them to
confirm that they live in that country. One country was chosen
because there are some regional differences that can influence a
person’s beliefs, the most obvious being that Bitcoin and other
cryptocurrencies are banned in some parts of the world (Shi et al.,
2021). Participants had to have experience using both Bitcoin and
Ethereum to be allowed to take the survey. No financial reward was
offered for the completion of the survey.

Based on the seminal book on how to implement Partial Least
Squares-Structural Equation Modelling (PLS-SEM) (Hair et al.,
2021), given the maximum number of arrows in the model being
three, for a significance level of 1% and a minimum R2 of 0.10 the
minimum sample size is 191. Using the G*Power software, the
minimum sample size for a model with twelve latent variables,
36 measured variables, and a statistical power of 95% is 185. The
survey was completed 347 times. After some checks to rule out
invalid attempts the valid completed surveys are 298. The
participants are spread evenly across different genders, ages,
education levels and incomes as illustrated in Table 3.

3.2 Data analysis technique

Partial Least Squares-Structural Equation Modeling (PLS-
SEM) is applied using the SmartPLS 4.0 software. This method
is suitable for exploring complex models. The process of applying
this method can also reveal new ways to further develop and
improve a model. It is also suitable when latent variables are
needed. Latent variables are often needed in social sciences when
attempting to model human behavior because many beliefs, such
as trust, cannot always be measured accurately and
comprehensively with one variable. In such situations having a
latent variable with several measured variables can capture human
beliefs better (Hair et al., 2021).
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4 Analysis and results

This method is suitable for exploring a model and refining it.
Adjustments can be made to the model based on the results and a
new version can be re-evaluated. The first time the PLS-SEM
analysis was applied with the data collected, the influence of the
cryptocurrency adoption rate (CA) level on trust was not
supported. Firstly, the measured variables of CA do not have
the sufficient discriminant validity with cryptocurrency

reputation (CR) based on the Fornell–Larker criterion, and
secondly the relationship with trust (TC) was not supported
either as the path coefficient was close to zero. Therefore, the
related hypothesis H3c is not supported. The variable of the
cryptocurrency adoption (CA) was therefore taken out, so the
model could be tested without it. Taking unsupported variables out
and rerunning the model is one of the options available with PLS-
SEM (Hair et al., 2021). The results of the analysis, after the
cryptocurrency adoption rate (CA) was taken out, are presented

TABLE 2 Latent variables and their measured variables.

Latent variable Measured variable Source of measured variables that are adapted

Personal innovativeness in technology (PT) PT1, PT2, PT3 Kim et al. (2010), Alaklabi and Kang (2022)

Personal innovativeness in finance (PF) PF1, PF2, PF3 Kim et al. (2010), Alaklabi and Kang (2022)

Disposition to trust (DT) DT1, DT2, DT3 McKnight et al. (2004)

Cryptocurrency value (CV) CV1, CV2, CV3 McKnight et al. (2011), Alaklabi and Kang (2022)

Transaction fees (CF) CF1, CF2, CF3 Pavlou and Fygenson (2006)

Level of cryptocurrency adoption (CA) CA1, CA2, CA3 Pavlou and Fygenson (2006)

Cryptocurrency reputation (CR) CR1, CR2, CR3 Faria (2019)

Regulation (IR) IR1, IR2, IR3 Zarifis et al. (2015), Mendoza-Tello et al. (2018)

Payment intermediary (IP) IP1, IP2, IP3 McKnight et al. (2004)

Trust in retailer (TR) TR1, TR2, TR3 McKnight and Chervany (2002)

Trust in cryptocurrency payment (TC) TC1, TC2, TC3 Zarifis et al. (2015)

Make cryptocurrency Payment (MP) MP1, MP2, MP3 Mendoza-Tello et al. (2018), Alaklabi and Kang (2022)

TABLE 3 Demographic information of participants.

Measure Variable Participants Percentage (%)

Gender Female 131 44

Male 167 56

Age 18–24 72 24

25–39 112 38

40–59 84 28

60 or older 30 10

Educational level (highest qualification) No high school education 8 2

High school graduate 153 51

University bachelor’s degree 114 38

University postgraduate degree 23 7

Income (Euro per month) No income 54 18

400–1,200 43 14

1,201–3,000 107 36

3,001–5,000 72 24

Over 5,000 22 7

German nationality and German resident
Without German nationality but a German resident

263
35

88
12
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below. SmartPLS is applied in two stages. The measurement model
is presented first, followed by the structural model.

4.1 Measurement model

The first stage of the analysis is the measurement model
where several tests attempt to establish how well the measured
variables capture their latent variable (Hair et al., 2021). The first
two tests evaluate the convergent validity. The factor loadings are
over the minimum of 0.7 with the lowest being 0.865. The
Average Variance Extracted (AVE) is 0.935 which is higher
than the minimum accepted that is 0.5. The third test,
composite reliability (CR) evaluates the consistency and
reliability of the latent variables. The lowest composite
reliability is 0.981, which is higher than the minimum
accepted that is 0.7 as shown in Table 4. The fourth test, the

Fornell-Larcker criterion evaluates if there is sufficient
discriminant validity between the measured variables of each
latent variable. As illustrated in Table 5, all the latent variables are
sufficiently different from each other. Based on the tests
implemented, the measurement model is supported.

4.2 Structural model

The structural model involves several tests on the relationships
between the latent variables (Hair et al., 2021). For the endogenous
latent variables, the coefficient of determination, R-square is above
0.75 and strong for DT (0.789), CF (0.772), CR (0.761), TR (0.729),
TC (0.954) and MP (0.950). It is between 0.50 and 0.75 and
moderate for CV (0.646), IP (0.713) and IR (0.618). None of the
endogenous variables have a weak coefficient of determination
(Chin, 1998).

The effect size (f 2) of the paths is insignificant if it is under 0.02,
weak between 0.02 and 0.15, moderate between 0.15 and 0.35 and
strong if it is above 0.35. As the results in Table 6 show, no paths
are insignificant. All the paths are moderate, or weak but
significant. Considering that a model with many variables will
typically have lower effect sizes for each variable, these results
support the model as all effect sizes are significant (Hair et al.,
2021). Endogenous latent variables that only have one arrow to
them are not tested for effect size, as the test for effect size involves
taking one variable out and testing the effect again without it. For
the latent variables with one arrow to them there would be no
arrows left to them, if one variable was taken out, so the test is not
helpful in this case (Hair et al., 2021). The bootstrapping method
was also applied with 5,500 samples, and it offers the additional
insight such as the p-values of the path coefficients presented
in Table 6.

The model fit is strong based on several measures. The Normed
Fit Index (NFI) is 0.866 which is close to 0.900, which is an
indication of a strong model fit (Hair et al., 2021). The
standardized root mean square residual (SRMR) is 0.010, which
is below 0.050 indicating a strong model fit (Hair et al., 2021).

TABLE 4 Measurement model analysis for convergent validity, consistency
and reliability.

Variable Loadings CR AVE

PT 0.966, 0.972, 0.953 0.928 0.812

PF 0.982, 0.989, 0.986 0.944 0.849

DT 0.975, 0.979, 0.978 0.985 0.955

CV 0.983, 0.985, 0.980 0.988 0.966

CF 0.985, 0.968, 0.979 0.985 0.955

CR 0.977, 0.983, 0.967 0.984 0.952

IR 0.969, 0.981, 0.979 0.984 0.953

IP 0.968, 0.984, 0.965 0.981 0.945

TR 0.962, 0.969, 0.969 0.977 0.935

TC 0.976, 0.966, 0.981 0.985 0.956

MP 0.983, 0.989, 0.980 0.989 0.968

TABLE 5 Measurement model analysis for discriminant validity.

Variable Pt PF DT CV CF CR IR IP TR TC MP

PT 0.979

PF 0.943 0.986

DT 0.883 0.865 0.977

CV 0.862 0.830 0.804 0.983

CF 0.886 0.848 0.878 0.924 0.977

CR 0.895 0.878 0.873 0.916 0.945 0.976

IR 0.858 0.796 0.786 0.856 0.852 0.843 0.972

IP 0.830 0.840 0.844 0.812 0.852 0.881 0.870 0.972

TR 0.839 0.860 0.854 0.853 0.878 0.902 0.805 0.877 0.967

TC 0.910 0.890 0.883 0.897 0.945 0.958 0.868 0.900 0.929 0.978

MP 0.907 0.878 0.878 0.892 0.912 0.950 0.862 0.898 0.915 0.975 0.984

Frontiers in Blockchain frontiersin.org07

Zarifis and Fu 10.3389/fbloc.2024.1220031

https://www.frontiersin.org/journals/blockchain
https://www.frontiersin.org
https://doi.org/10.3389/fbloc.2024.1220031


5 Discussion

This research re-evaluates and extends the first model of trust in
cryptocurrencies (Zarifis et al., 2014; Zarifis et al., 2015) and delivers
the second extended model of consumer trust in cryptocurrencies
CRYPTOTRUST 2 as seen in Figure 2. The extended model is tested
and supported after some additional refinements. Personal
innovativeness is separated into personal innovativeness in
technology and finance. The role of cryptocurrency value
stability, stable or low transaction fees and reputation are
supported. However, the role of the extent of the cryptocurrency

adoption on trust, is not supported. The close correlation between
adoption and reputation suggests that adoption may influence
reputation but it is not a significant factor on its own.

5.1 Theoretical contribution

This research makes two main theoretic contributions. The first
theoretic contribution is supporting an extended version of the first
model of trust in a cryptocurrency (Zarifis et al., 2014; Zarifis et al.,
2015). For the new model, CRYPTOTRUST2, personal

TABLE 6 Results of the structural model.

Construct Path Path coefficient Effect size (f 2) Effect

PT H1a: PT- > DT 0.606* 0.193 Moderate

PF H1b: PF- > DT 0.294** 0.046 Weak but significant

DT, R2 = 0.789 H2a: DT- > CV 0.804*

H2b: DT-CF 0.878*

H2d: DT- > CR 0.873*

H3a: DT- > IR 0.786*

H3b: DT- > IP 0.844*

H4: DT- > TR 0.854*

CV, R2 = 0.646 H5a: CV- > TC 0.086*** 0.028 Weak but significant

CF, R2 = 0.772 H5b: CF - > TC 0.290* 0.152 Moderate

CR, R2 = 0.761 H5d: CR - > TC 0.373* 0.217 Moderate

IR, R2 = 0.618 H6a: IR - > TC 0.111*** 0.046 Weak but significant

IP, R2 = 0.713 H6b: IP - > TC 0.067*** 0.023 Weak but significant

TR, R2 = 0.729 H7: TR - > TC 0.263* 0.227 Moderate

TC, R2 = 0.954 H8: TC- > MP 0.975*

MP, R2 = 0.950

*p > 0.001, **p > 0.01, ***p > 0.05.

FIGURE 2
The second extended model of consumer trust in cryptocurrencies (CRYPTOTRUST 2).
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innovativeness is divided into (1) personal innovativeness in
technology, and (2) personal innovativeness in finance. These
two influence the (3) personal disposition to trust. There are
then six variables that come from the specific context, and not
the person’s psychology. The first three are related to the
cryptocurrency itself. These are (4) the stability in the
cryptocurrency value, (5) the transaction fees and (6) reputation
(Faria, 2019). Institutional trust is shaped by (7) regulation and (8)
payment intermediaries that are involved in fulfilling the
transaction. The last contextual factor is (9) trust in the retailer.
The six variables from the context influence (10) trust in the
cryptocurrency payment which finally, influences (11) the
likelihood of making the cryptocurrency payment.

Separating personal innovativeness to personal innovativeness
in (1) technology and (2) finance, is a useful theoretic contribution
made by the model. This distinction is useful as some consumers
may have different levels of personal innovativeness for technology
and finance. The analysis here supports that these are separate
constructs.

Updating and improving the understanding of the role a
cryptocurrency, and institutions, play in building trust are
important contributions. The contextual factors of the
cryptocurrency, regulators, intermediaries and the retailer all play
a role. All the main actors in the value chain play a role in building
trust. This supports the broader trend in appreciating the value of
ecosystems as a whole, as opposed to the role of individual
organizations. The processes of organizations collaborating are
often too interrelated to separate out.

The second theoretic contribution is that this research gives
additional support to the role of trust in using cryptocurrencies to
make transactions. This is important as cryptocurrencies and other
blockchain based technologies may have features that support trust,
but they still need to be trusted (Mendoza-Tello et al., 2018;
Ostern, 2018).

5.2 Practical contribution

The model of trust in cryptocurrencies, CRYPTOTRUST2,
presented here can inform technical and business decisions
across the payment value chain including the cryptocurrency,
regulators, payment intermediaries and the retailer receiving
the payment.

This research shows that trust in cryptocurrencies has not
changed fundamentally, but it has evolved. There is more
emphasis from the consumer on having a stable value and low
transaction fees. This may be because consumers now have more
experience with cryptocurrencies, and they are better informed. It
may also be because there are more cryptocurrencies available, and
other alternatives such as CBDCs, so consumers can review the
many alternatives and try to identify the best one.

While there is a belief among some in the cryptocurrency
community that cryptocurrencies should not be regulated, and
they should stay separate from the traditional financial system,
this research shows that regulation builds trust. Therefore,
organizations involved in the cryptocurrency payment process
such as those involved in supporting the cryptocurrencies
themselves, and payment intermediaries, should engage with

regulators and pursue effective regulation. Where effective and
fair regulation can be achieved, it will enhance trust in using
cryptocurrencies.

Separating personal innovativeness into personal innovativeness
in (1) technology, and (2) finance, offers insight into the psychology
of the consumer that uses cryptocurrencies to make payments. This
can inform how the services are designed. For example, as many
consumers making cryptocurrency payments are interested in
innovation in technology and finance, more innovative services
can be provided such as Decentralised Finance (DeFi), or
personal insurance utilizing wearable devices and other sensors.

5.3 Limitations and future research

The model supported here applies to making payments with
cryptocurrencies utilizing blockchain technology and therefore does
not apply to (1) digital currencies that do not utilise blockchain, (2) so-
called stablecoins and (3) CBDCs. The model does not apply to making
investment decisions in cryptocurrencies either, as the factors in those
decisions are different and the timescale of the investmentmay bemuch
longer than that of a payment. Themodel was testedwith a sample from
Germany and the survey questions ask about the consumer’s beliefs on
Bitcoin. Future research can test the model in additional regions and
with different cryptocurrencies. Future research can also explore how
consumers estimate risk in this context, and if there are different
psychological profiles that play a role.

6 Conclusion

This research evaluates trust in a cryptocurrency from the
perspective of a consumer intending to use it to make a
payment. The second extended model of consumer trust in
cryptocurrency payments, CRYPTOTRUST 2, is developed based
on the first peer-reviewed published model of trust in
cryptocurrencies (Zarifis et al., 2014; Zarifis et al., 2015). This
approach has the benefit of utilizing a model that has been
supported for over a decade and is based on principles of trust in
technology adoption.

The model supports that (1) personal innovativeness in
technology and (2) personal innovativeness in finance influence
the (3) personal disposition to trust. There are then six variables that
come from the specific context and not the person’s psychology. The
first three are related to the cryptocurrency itself. These are (4) the
stability in the cryptocurrency value, (5) the transaction fees and (6)
reputation. Institutional trust is shaped by (7) regulation and (8)
payment intermediaries that are involved in fulfilling the
transaction. The last contextual factor is (9) trust in the retailer.
The six variables from the context influence (10) trust in the
cryptocurrency payment which finally, influences (11) the
likelihood of making the cryptocurrency payment.
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