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The smart city term has been widely used for a number of years and many pilot

projects and limited scale, sector independent initiatives have been progressed, but

comprehensive, long-term, city wide, multi-sector systems are much less evident. This

paper examines one such case study in Newcastle, UK highlighting the challenges

and opportunities that realizing “smart city” concepts at scale present. The paper

provides the background to the Newcastle Urban Observatory project and discusses

the socio-technical and practical challenges of developing and maintaining smart city

networks of sensors in the plurality that is a modern city. We discuss the organizational

requirements, governance, data quality and volume issues, big data management and

discuss the current and future needs of decision makers and other city stakeholders.

Finally, we propose areas where smart cities can have a positive impact on public

outcomes through the discussion of two case studies related to COVID-19 and

pedestrianization initiatives.
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INTRODUCTION

Across the globe cities and regions are building and developing smart infrastructure to support
the drive to smart cities.1 There are many definitions and ideas of what a smart city is (Cocchia,
2014) but here we are focusing on smart systems that release new forms of data at unprecedented
volume and velocity through deployed sensing or data from systems embedded in infrastructure
(smart infrastructure). Much of this is related to the internet of things (IoT; Atzori et al., 2010) that
describes devices that connect to the internet and provide measurements, operational information
or alerts to their operators and others. These systems can be used to measure traffic flow, pedestrian
movement, air quality, temperature, humidity, rainfall, passenger numbers, wind speed, energy
consumption etc. through embedded or specialist sensors that typically transmit data in near real
time and require little power and intermittent maintenance.

Whilst there are countless examples of the deployment of smart city systems and
infrastructure and a global market estimated to be worth billions of dollars these
tend toward the pilot scale or address an issue across a single sector (e.g., smart
parking systems; UKAuthority, 2021) and are, in many cases, the result of investment
in technology solutions and hardware e.g., e-scooters (UK Government, 2020).

1https://www.smartsantander.eu/, https://www.smartsantander.eu/, https://amsterdamsmartcity.com/, https://www.
sidewalktoronto.ca/
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While these IoT devices are connected to the internet, they
often lack the virtues that attracted many early adopters of
the World Wide Web—the IoT data often lacks discoverability,
transparency, and longevity. System integrators and data
companies are concurrently developing “smart city platforms”
(Chamoso et al., 2018) that are envisaged to be a clearing house
of data from these new systems that unlock innovation and
efficiency in city operations but with few concrete and live
examples that showcase how these might work in practice. The
innovators in this space also tend to have more centralized
control of city management and resources and are able to force
change from the top to ensure integration and compliance
whilst having access to the capital to invest such as in new city
developments (TfL, 2017; Singapore, 2018; Dubai, 2022). Mega-
cities and centralized economies notwithstanding, deploying and
managing cross-sector IoT infrastructure in many cities must
contend with pluralistic city governance, a lack of tools through
which compliance can be forced, limited finance and complex
procurement issues.

The Newcastle Urban Observatory (UO; James et al., 2014)
is based in Newcastle, a regional capital in the North East of
England with a population of ∼300,000, one of the mid-sized
cities that are the source of economic dynamism (Frick and
Rodríguez-Pose, 2018) and is typical of the many European
and US post-industrial cities reshaping themselves after the
decline of traditional heavy industry. The concept of the Urban
Observatory, as defined by the United Nations is a network for
collating and disseminating data with the goal of understanding
urban indicators (United Nations, 2019) to achieve the UN
SDGs. Extending this concept to include embedded, real-time
monitoring data that cities, organizations and others collect that
can be accessed, visualized, and analyzed in real-time to support
operational and strategic decision making and democratization
of governance is the vision of the Newcastle Urban Observatory.
The research hypothesis that underpinned the Newcastle UOwas
firstly that a smart city monitoring infrastructure across multiple
urban sectors could be built at the scale of the city using existing
off-the-shelf sensors, minimizing technological lock-in (Kitchin,
2014) and, secondly, that this collection of data could be applied
to new forms of research and evidence-based policy-making
in cities.

On the ground the UO in Newcastle has been deploying
environmental, infrastructural and social monitoring systems
(sensors and sensor platforms) and acting as a clearing house
and curated data system for other real-time data either
already in the public domain or accessed through data sharing
agreements. The UO was established in 2015 and to date has
collected over 10,000,000,000 city observations through over
3,600 sensor streams across 65 variables (including air quality,
traffic, pedestrian movements, and climate indicators). Currently
the UO ingests circa 10,000 observations every minute and
provides real-time access to live and historic data openly through
dashboards, APIs and data download facilities.

Initially conceived as a platform for research into smart cities
and a facility to enable easy access to heretofore locked away data
the UO has grown organically through close collaboration with
the quadruple helix of university-industry-government-public

(Carayannis and Campbell, 2009) to act as a focal point for
real-time smart infrastructure data in the city. The data has
been used in many university based research projects, by the
city to support local schemes such as pedestrianization and to
understand the drivers and impact of congestion charges and the
impact of COVID19 lockdowns (James et al., 2020), by citizens to
understand and collect their own data (Puussaar et al., 2018) and
to understand the impact of air quality on school children (Keast
et al., 2022).

RELATED WORK

There are many challenges in developing systems in the wild
that are common across many disciplines. For example, in
healthcare there are issues with data privacy, the regulatory
environment, data integration and data access (Coulby et al.,
2021). In precision agriculture, there are challenges for data
integration, high up-front capital investment costs, and problems
with measuring the return on investment (ROI; Sengupta et al.,
2021). Communication issues from IoT devices are widespread
causing dropouts and data loss (Brun-Laguna et al., 2018).
This research encountered similar issues in the context of cities
and infrastructure, but the benefits of attempting to develop
systems outside the lab, at scale, enable emergent properties
of a technology ecosystem to be discovered in collaboration
with the people with whom it is envisioned to be used (Hay
et al., 2018). What is different about working in the city context
across multiple urban indicators and infrastructure sectors is that
the potential user-base is potentially very broad with different
requirements and data and analysis needs.

The following sections broadly categorize the issues and
challenges into five sections, although it should be acknowledged
that this is largely categorized for presentational purposes as
these challenges are themselves interwoven and connected.
The first section focuses on the organizations with whom
collaboration was both necessary and desirable to develop city
wide monitoring and observation capability. The second section
assesses the governance and privacy issues. Section three outlines
the challenges of acquiring data and quality control mechanisms.
Section four exposes the challenges faced in maintaining large-
scale sensor networks. Section five addresses the issue of large-
scale data analytics and the skills gap.

SECTION 1: ORGANIZATIONAL ISSUES

The Newcastle UO has been largely funded through equipment
and research grants from the UK Research and Innovation
funding councils, the main vehicle for university research
funding in the UK. It has been hosted on University servers based
in the UK and has adopted an open by default model of data
access since its inception. However, it is only viable due to the
collaboration of the five local councils who are responsible for
the day-to-day governance and management of the city-region
and services. This close cooperation has developed over time
from simple data sharing to a much richer vein of collaboration
as the potential roles and benefits of collaboration have become
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clearer. The most pressing is access to infrastructure such as
street furniture to deploy sensors which in Newcastle is further
complicated due to third party management agreement between
the city and an energy provider to maintain the street lighting
network that was contracted before a widespread awareness of
the smart city agenda. The UO supported the city to provide
data around strategic city initiatives such as redevelopment and
charging clean air zones (CAZ), further fostering trust and
collaboration. A key area of collaboration has been the ability
of the UO to extend the lifespan of local authority purchased
IoT sensing by adopting the equipment and including it with
its own ongoing maintenance programme when otherwise the
equipment would have been mothballed due lack of ongoing
operational expenditure. Like many local authorities, Newcastle
city council has faced large scale cuts to funding. It is estimated
that local government funding in the UK has been cut by over
£15 billion over the last decade (LGA, n.d.). This has resulted
in a substantial reduction in support and ancillary staff with
the requisite skills to collect, manage, and interpret the data
from smart infrastructure, a void that that university researchers
and software engineers could help fill. Over time, de-facto
partnerships have developed into de-jure partnerships such as
the recent, joint deployment of a LoraWAN IoT sensing network
in Newcastle (Connexin, 2020). One of the perceived benefits of
this partnership is that the University is largely seen as a trusted,
independent advocate by citizens, bolstered by our policy of open
data publication of sensor observations. Governance and security
of smart city data is, of course, critical to ensuring trust. This
wider debate covers technical, social and policy based discourse
(Braun et al., 2018; Ruhlandt, 2018; Cao et al., 2020; Habib et al.,
2020) and necessary to avoid perception of the “panoptic” city
(Kitchin, 2014).

Of course, cities are made up of more than just the local
authority or city councils and data sharing partnerships have
been developed with commercial operators and other public
bodies such as the North East Combined Authority (NECA)
Urban TrafficManagement Center (UTMC) that provides ANPR
based vehicle counts and other metrics and all local bus operators
provide real-time vehicle location updates from their fleets, as
required by the Bus Services Act 2017. It is worth noting that as
the visibility of the Urban Observatory grew within the region,
data providers and others became aware of multiple benefits in
data sharing which includes access to analysts and scientists in
the University and positive reputational benefits through being
seen to be involved with a large-scale smart city initiative.

SECTION 2: GOVERNANCE AND PRIVACY

For many, smart cities are just an arm of the surveillance
culture (Galdon-Clavell, 2013) that permeates our lives and as
such there have been notable push backs on some projects
e.g., Sidewalk labs (Goodman and Powles, 2019). Although a
full debate about ethics and privacy is beyond the scope of
this paper (see Bianchini and Ávila, 2014; Kitchin, 2016) it
is perhaps useful to note that in practice, governance issues
have been less fraught than we first imagined. In some places,

a citizens’ charter (Charlie Catlett, 2016; A Charter for the
Smart City, 2021) has been created that explicitly recognizes the
rights of the citizen. Although the UO in some cases processes
personal data, and therefore prepared Data Privacy Impact
Assessments (DPIAs; Information Commissioner’s Office, 2021)
as required by GDPR, we established an open and transparent
system that specifically avoids retaining personally identifiable
information after processing. Data is published openly, freely
and in real-time. Where necessary aggregation is used (such as
in pedestrian counts) to remove any possibility of identification
or re-identification. Hosting data at the University also creates
space between state and local government and the data being
recorded. For example, the UO deploys a network of CCTV
cameras in the city center with the express purpose of counting
pedestrian flows. This is done through Artificial Intelligence
(AI) where computer vision-based machine learning algorithms
process the images without human intervention. Counts and
flows are then aggregated before being posted to the UO data
systems. CCTV video once processed is deleted. Whilst there
are obvious sensibilities to CCTV and surveillance and the same
cameras could be repurposed for tracking or, in some cases,
facial recognition, the arguments put forward collectively is
that is important to measure things that have been previously
difficult to measure (such as how people move about the city).
Traffic counting has been carried out for many years but
understanding how people and pedestrians use the city is perhaps
more important in the age of decarbonisation. Interestingly,
although people worry about creeping surveillance from CCTV
they seem oblivious to the many ANPR cameras that track their
vehicular movements around the city. In Newcastle the UO
receives aggregated counts of vehicles from the ANPR system
that is managed independently by the NECA UTMC (UTMC,
2021). People are concerned about privacy, but our experience
has shown that openness, a perception of independence, and
reasonable justifications have proved this to be less of an issue
than first envisaged. One suspects this might be different if
Amazon, Google or one of the other data companies was
beneficiary of these sorts of measurements. If the purpose for
data collection and the beneficiaries of this data collection are
clear and transparent then there seems to be a way forward here
to balance the need to understand our cities at the human scale
by e.g., understanding the impact on people movement due to
pedestrianization and managing the security and the privacy of
the individual.

SECTION 3: DATA COLLECTION AND
QUALITY

There is perhaps an unwritten assumption that the actual
collection of data from smart systems is relatively straightforward
and that the data it collects is relatively good and simple to
interpret. Our experience is that data collection is fraught with
both technical and logistical issues impacting the usability and
trust in urban data. For instance, most commercial off the
shelf sensor manufacturers (COTS) provide a cloud storage and
download system or Application Programme Interface (API) for
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machine to machine (m2m) data retrieval. But these are not
static entities andmaintaining a separate code base of connection
libraries, scripts and triggers to interrogate multiple APIs is
time-consuming and costly to develop. The APIs provided by
sensor manufacturers are often managed by small teams or
individuals and are often bespoke whilst generally following
REST principles (Fielding, 2000). Changes can be introduced
by the manufacturer triggering code changes by consumers, like
the UO, who consume the data. The relative immaturity of the
market means that changes are more frequent than would be
desired and often missing data is the first sign that an update
has occurred. The prevalence of cloud-based, sensor specific
storage is not an accident; three separate threads are driving this
(1) it enables sensor manufacturer to adjust raw data readings
before passing it on to consumers for recalibration or quality
control purposes, (2) it provides the opportunity to provide
detailed analytics (or aggregation) as a (paid for) service or for
internal product development, and (3) the raw data is considered
commercially sensitive. One of the benefits of the cooperative
nature of the Newcastle UO approach has been the adoption
of open data requirements for access to real-time data for
anyone providing smart city systems to the city through local
government tendering. Whilst this is written into procurement
contracts, realization in all cases has proved more problematic
with an unwillingness to legally pursue data on the part of
the council where it fails to materialize, relying more on the
goodwill of the system provider. As cities acquire more and more
“smart” systems, the ability to access and overlay this data is a
critical requirement to understand, assess and improve urban
lives (Lau et al., 2019). This fragmentation and isolation into
siloed systems is a major barrier to a holistic view of cities and
understanding complexity.

Although environmental sensing has been prevalent for many
years, this has largely focused on scientific instrumentation
and only in recent years has communication and electronics
developed to the point where sensing can be deployed anywhere
due to the reduction in size and development of new low
power sensors and systems. Whilst scientific grade equipment
may have a large body of compliance and performance
testing, this is not often the case for IoT equipment. For
example, MCERTS certification for air quality monitoring
(Environment Agency, 2014) provides different standard levels
for scientific instrumentation and IoT equipment where IoT
sensors are classified as indicative sensors that are required
to be within 50% of reference measurements. Air quality
professionals question the performance and reliability of
many IoT sensors but many systems are deployed without
certification and may well be used to drive decisions on
new or changed infrastructure in the future. The opportunity
here is to understand the uncertainty and to use the denser
nature of the measurements as a means of balancing this
out to achieve usable accuracy. It may be that the volume
of data from these types of devices may lead to new and
improved statistical or Artificial Intelligence models that will
also work to process out erroneous measures, spikes, and drift
in measurements without the need for constant and repeated
calibration exercises.

The Newcastle UO supports many different COTS sensors
and integrates data from 3rd party sensors where that data
is accessible in the public domain or through agreement with
3rd party data providers. Typically, the system ingests 10,000
observations every minute covering 65+ variables. One of the
goals of this system is to better understand the complex systems
and interactions in the city and to develop new models that are
parameterised and validated by these new data. Whilst abrupt
and significant disturbance such as flooding or road closures
are easy to spot in the data, subtler, slow change requires
longer baselines of data to tease out trends against background
variation. To do this we need to maintain usable metadata
records that links the observations to the equipment used to
observe it and the location of that observation. Similarly, this
metadata should be easily traversable by the data consumer
so they can use appropriate analytical methods or data for
their particular questions. For instance, Nitrogen Oxide (NO) is
measured by three different instrument types in the Newcastle
UO, two of which could be classed as IoT sensors and the others
as scientific grade MCERT certified instruments using electro-
chemical and Chemiluminescence methods respectively. These
instruments have different performance characteristics, accuracy,
and measuring frequencies and therefore should be analyzed
in different ways (e.g., through ensemble methods in the case
of IoT instruments) but are often treated as perfect measures
of objective truth especially when used by non-specialists. For
example, a local lobby group that supports active travel (Space
for Gosforth, 2020) reported that in one locale NO2 had risen
dramatically when in fact the sensor had developed a fault and
was reporting excessive values—a second sensor on the same
junction was reporting more realistic values. Similarly, a sensor
was flagged as showing high values when it had been moved from
its normal location in a relatively quiet street to be co-located
with a precision station for calibration purposes on amuch busier
street. Using a singlemeasure from an IoT sensor is prone to these
types of quality andmisreporting issues, eroding trust in the data.

Whilst there are any number of IoT metadata standards
available (Milenkovic, 2020) none are widely adopted and
none are mandated resulting in undocumented values whose
provenance is hard to trace. This is doubly so for data
provided by third-party systems outside of one’s immediate
control. The UOs initial concept for metadata was to link
Sensor IDs to manufacturer’s specifications and to store critical
metadata alongside the observations themselves using extensible
sets of Key-Value pairs (later superseded by JSON types). For
example, an observation on temperature would also record
the sensor ID, measurement units, observation and database
timestamps, flags for obvious erroneous values etc. Later this was
expanded to include the latitude and longitude as fixed sensors
were relocated either permanently or temporarily. Maintaining
the link between sensor IDs and manufacturer specifications
quickly became unwieldly as systems were upgraded or firmware
replaced and detailed performance specifications are not always
published at the same frequency as firmware upgrades etc. As
we move from simply measuring to a more analytical role
and ultimately to decisions that are driven by new forms
of data then it is critical that usable metadata standards are
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developed andmandated preferably whilst remaining lightweight
and easy to implement and update One such approach is that
of the Open and Agile Smart Cities (OASC) which defines
Minimum Interoperability Mechanisms (MIMs; OASC, 2019)
and the adoption of measurement specific data models such
as (Smartdatamodels.org, 2022). As smart city systems mature
automated analytical tools, cross-referencing etc. should be
developed to support the widespread uptake and investment
in data and reducing the risk of inappropriate data cherry-
picking or analytical processes e.g., with wider use of data
driven automated model outputs rather than the use of raw
observed data.

SECTION 4: MAINTENANCE AND
DURABILITY

Smart city systems are often sold as low-maintenance, largely
unattended systems with low per unit capital costs. Our
experience is that whilst this may be true for small deloyments
once a certain threshold of the number of units is reached and
their life-span extends beyond 6–12 months, the maintenance
of the network becomes a substantial burden. Maintenance may
include in-situ or back to base firmware upgrades, redeployment
or location change, troubleshooting communication issues,
replacing faulty sensors or batteries, removing decommissioned
or vandalized sensors as well as the normal deployment of new
devices and replacement of consumable sensor pod. Calibration
of air quality sensors using traveling reference nodes or co-
deployments has proven to be a particular operating burden
as the electrochemical sensors can be upgraded as often as
twice a year forcing re-calibration and checking. One way to
reduce the maintenance burden is to maintain the equipment
as part of other ongoing essential operational maintenance or
to co-opt sensors used for operational purposes and hence
maintained into a wider network of systems monitoring. In
Newcastle we utilize feeds from ANPR cameras (maintained
by the NECA for operational purposes) and real-time GPS
bus data (maintained for operational purposes by the bus
operators) and share responsibility for maintenance of air quality
monitoring stations with a number of Local Authorities. Whilst
this reduces the capital and operating costs it exacerbates
the data provenance issue and some factors, though critical
to a holistic understanding of city performance, such as
pedestrian flows may not be measured as part of other
operational requirements.

Ongoing maintenance costs aside, ensuring the durability
of systems remains a challenge as there are many potential
beneficiaries of better data in cities including the citizens
themselves e.g., through better services, but the benefits are
spread thinly across many parts and organizations. For example,
there is a direct link between citizen health and air quality
and improving air quality will have a long-term benefit which
should result in a reduction on health spending (United Nations
Environment Programme, 2017). Despite this, health providers
are unlikely to invest in monitoring equipment to understand
the current or future values of pollutants, thus the burden of

investment and durability falls on hard-pressed local government
budgets or other institutions.

SECTION 5: ANALYTICS AND USABILITY

When asked everyone wants better data, but in reality few are
equipped to analyse complex data and even fewer are able to
handle the volume of data that smart city systems such as the
UO generate daily. In short, few people want data, what they
really want is analysis and insight. Analysis and insight currently
falls to the “data scientist” who can wrangle the data into usable
forms, apply a variety of analytical techniques and develop clear
infographics and visualizations of the outputs. At present, these
activities are manual, time consuming, and expensive. It is clear
that to make use of this new paradigm of big city data we need
better automated tools to deliver insight without (much) human
intervention. The first stage of this is already apparent with data
visualization tools which goes some way to turning data into
information. Open standards for data access, machine learning
and artificial intelligence and low-code/no-code visualization
tools such as Tableau, PowerBI, (BI, 2021; Tableau, 2021) etc.
provide the tools to deliver insight from data, we are just not
there yet.

Smart city measurements and observations are also
entrenched in the concepts of measuring widgets. Devices
are deployed that measure a certain variable at a place and time
at a given frequency. However, widget-based measurements
aren’t very useful because most people want to understand how
a system (or part thereof) is performing. A traffic manager does
not want to know the GPS location of a bus, but rather wants
to understand if that particular set of traffic controls is having
a positive effect on journey time and needs to be confident
unrelated factors such as a traffic accident haven’t compromised
the analysis. Future analytics need to focus on systems and
enable us to interrogate how these social, infrastructural, and
environmental systems interweave and interact to capture
intended and unintended consequences. And systems need to
be definable on the fly as sometimes a “system” might be a
single sector or a geographical area such as a redevelopment
site. Moving away from thinking about measuring widgets to
analyzing systems is the next step in smart city evolution.

The following sections provide examples of how smart city
data can be used to support decision making in cities. Both
of these studies are ongoing—which reflects one of the other
properties of cities that managed change and infrastructure
development often spans years rather than months requiring
a long-term view of city monitoring and sensing. These brief
case studies are intended to highlight some of the potential
benefits that have been co-developed with stakeholders despite
the challenges described above

CASE STUDY 1: CITY CENTER
PEDESTRIANIZATION

Pedestrianization and the removal of traffic from the center of
cities to create low carbon cities and improve air quality and
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liveability have been shown to have positive impacts on public
health and well-being and improved the economic wellbeing
of places (Gouldson et al., 2018). Blackett Street in the center
of Newcastle is a major east-west link road closed to public
vehicular traffic but heavily used by buses and taxis (Figure 1).
It separates two other pedestrian zones along the main shopping
thoroughfares of Northumberland Street and the area around
the Monument and bisects the Eldon Square Shopping mall. It
is the closest stopping points for a large number of bus routes
to the city center, with passengers alighting in the heart of the
city. It has been a long-held ambition of Newcastle City Council
to pedestrianize Blackett Street routing buses and taxis via
alternative routes both to improve road safety and to improve the
environment (Newcastle City Council, 2019). The development
forms part of a larger plan to reimagine the city center but has
come under intense opposition from a number of bus companies

FIGURE 1 | Blackett Street forms the main east-west crossing for bus and taxi

traffic and cuts through the heart of the shopping district. It is connected to

three other largely pedestrianized areas.

and retailers anxious about the impact on their business and
access for the physically impaired or infirm (Holland, 2020).
Since 2017 the Newcastle Urban Observatory in partnership with
the City Council has been monitoring the area and its environs.
This takes the form of air pollution monitoring across a number
of sites (NO2, PM2.5, PM10), pedestrian footfall, bus journey
times and traffic counts (Figure 2).

To understand the impact of pedestrianization the road has
been closed for events such as Christmas markets, European
Rugby Cup finals and other sporting events and for a number
of weekends during the Great Exhibition of the North that took
place between June and September in 2018 (Figure 3). These
city experiments demonstrated the concept of using the city as
a living laboratory, closely observing the impacts of the road
closures on city metrics such as air pollution, bus journey times
and pedestrian flows.

Through analysis of the data the impacts on measured city
metrics were largely uncontroversial. There was a small reduction

FIGURE 3 | Blackett Street with pop-up seating areas as part of the Great

Exhibition of the North celebrations June ∼ September 2018.

FIGURE 2 | Examples of bus counting and pedestrian flow monitoring using CCTV and machine learning from Urban Observatory sensors.
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in pollutants along Blackett Street during the road closures
although some of this was displaced to adjoining roads where
the bus traffic was re-routed. There was a small increase in bus
journey times which were on average less than a minute. Not
surprisingly, removing traffic increased pedestrian numbers in
the area although it should be noted that these experiments
either provided additional attractions (pop-up parks etc.) or were
carried out at times of increased visitor numbers. Anecdotal and
pictorial evidence would suggest that people stayed longer rather
than just using the area to transit from one part of the city to
the other. However, the benefits of the experiments were not
in the nature of the results themselves that were in line with
expectations but that these impacts could be quantified precisely.
The difference here is summed up by the statements “Your bus
journey will be slower” and “Your bus journey will be slower by
25 s.” The first statement would cause some distress to passengers
and operators alike, the second is a little inconvenient but as
a passenger you would be unlikely to be that concerned. This
quantification emboldens decision makers to balance the pros
and cons of interventions and provides an evidence base to
counteract concerns and a vocal minority. Analysis of bus data
also identified specific intersections that related to the increased
journey time, which allowed improvements to be made to traffic
signal timings to reduce the delay. The UO continues to provide
data as part of the ongoing pedestrianization and redevelopment
plans of the city center of Newcastle and also will play a critical
part in the ongoing evaluation of the impacts of pedestrianization
schemes over the long term.

CASE STUDY 2 COVID-19 RESPONSE AND
RECOVERY

The role of data during the COVID-19 pandemic has been
critical to local, national and international responses. Data has
been used to track deaths and outbreaks through online portals
(JohnHopkins University, 2020) andmany different types of data
have been used to understand the immediate impact of public
health policies and lockdowns related to the virus including
mobile phone data (Vinceti et al., 2020), financial data (Caceres-
Silva, 2000), social media (Klein et al., 2021), and wastewater
(Larsen and Wigginton, 2020) to name but a few examples.
What is common across many of these proposed approaches and
operational track and trace systems deployed by governments is
the need for immediacy of data when faced with a fast-changing
environment. Understanding the impacts of local and national
lockdowns and the ability for agile decision and policy making
requires data and analytics that are also available quickly. The
COVID-19 pandemic has clearly demonstrated that managing
perishable insight i.e., data and insight that has value in the
immediate near future but loses some, or all, of that value over
time (notwithstanding any long-term value of historic data) is
critical in the management of crises and may have other roles in
city management and understanding in the future.

In the UK, the first national lockdown was announced on the
23rd March, 2020 (Institute for Government, 2021). In response
to requests from the local authority and public health officials

many of the sensor streams were repurposed to create a live
activity dashboard across a number of city metrics within a few
days of the lockdown. A website based on Jupyter notebooks
was created that interacted directly with the existing APIs of
the Urban Observatory platform to show, in real-time, data
and comparative statistics across pedestrian movement sensors,
traffic sensors, car park data, air quality, and noise (James et al.,
2020). This enabled city officials to “see” the response locally to
national policy and local advertising campaigns and provided a
real-time view of activity levels across the region (Figure 4).

In the UK, what has followed the initial lockdown has been
a series of regional tiers allowing different levels of activity and
mixing and, in November 2020, a second national lockdown.
Figure 5 shows data from traffic sensors over this period
generated through live data on the COVID-19 activity dashboard
showing how activity slowly increased from the initial lockdown
and subsequently after the 2nd lockdown. The data has been used
by the UK’s Department of Transport as it uniquely encompasses
data from urban centers and suburbs not just major trunk roads.
During the period of tiered lockdowns, having a regional view
of activity was critical to understanding the efficacy of local
restrictions. The format of the displays were created to mimic
the UK government’s official outputs and utilized the same
methodology for creating baselines.

As cities moved and move toward a recovery phase smart
city data has a continued to play a role in understanding
activity levels. The Newcastle UO uses CCTV static images and
CCTV video and machine learning (ML) to count pedestrians
in and around the city. These methods can be widely applied
to any CCTV system providing near real-time data on activity
within our urban centers (Chen et al., 2021). In addition to
providing statistics and graphs to city officials data from the
Urban Observatory has been repurposed to provide real-time
data to provide information to citizens who are traveling into the
city to understand the busyness of the city center and provide a
single point of information onCOVID-19 related restrictions and
travel advice for those planning to visit the city center (https://
howbusyistoon.com/) (Figure 6).

Smart city data such as that provided by the Urban
Observatory was able to provide real insight and reassurance
to city and national officials on the efficacy of policy measures
and messaging during the pandemic. This was only possible
as the infrastructure was already in place and running and
notwithstanding occasional maintenance issues, IoT measuring
devices largely work autonomously once in-situ. Whilst we make
no claims that this type of data was critical to the handling of
the pandemic it demonstrated that well managed city data and
sensor systems that report data in real-time have a role to play
in crisis management and the autonomous, long-term nature of
this type of data collection enables a deeper understanding of
recovery and response.

DISCUSSION AND CONCLUSION

Our experience supports the view that smart city deployments are
complex socio-technical problems (Razaghi and Finger, 2018).
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FIGURE 4 | Pedestrian metrics compared to baseline data (pre-Covid baseline) generated automatically in real-time from the COVID-19 activity dashboard (http://

covid-view.urbanobservatory.ac.uk).

FIGURE 5 | Aggregated data from traffic sensors, generated automatically from Urban Observatory APIs as part of the COVID-19 activity dashboard (http://covid.

view.urbanobservatory.ac.uk).
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FIGURE 6 | Howbusyistoon website aimed at citizens to understand current levels of busyness in the city center and other information (accessed August 31, 2021).

The maturity of the technology itself is still at a low level and
wireless communications are far from 100% reliable. Coupled
with complex ownership, wayleaves, legal restrictions and rights
and responsibilities in cities there are many barriers to simply
deploying the right equipment to gather the right sort of metrics,
indeed understanding what metrics can be captured, at what
scale and with what accuracy is still an ongoing active area of
research (Li et al., 2020) and despite the claims of both cities
and manufacturers, smart cities are not a done deal that just
need financial backing, they are, or should be, an active area
of research both in the methods and technology. There is little
clear understanding of what lower cost IoT sensors are truly
useful for if their absolute accuracy is hard to pin down. Without
associated analytical methods becoming commonplace there is
a danger that the data is dismissed as worthless due to low
levels of trust or conversely is used without proper regard for its
veracity. Dense sensor networks provide an opportunity for new
types of analysis enabled through the high temporal and spatial
resolution and hence new insight, but users and advocates should

not overstate their abilities especially in replacing longstanding
scientific instrumentation used for statutory purposes.

The balance of ensuring privacy whilst capturing data
that truly reflects how people use the city is still an open
question as is the governance, ownership and curation of
this data. It is important for citizens to trust the data
that is being collected in their name especially as we move
toward data driven decision making and automated systems
for operations and planning/evaluation. Some form of citizen
charter around the collection of data, especially where it
has the potential for misuse, would be beneficial to set the
limits of data collection and generate trust. We want to
avoid a binary position of anything goes or nothing allowed
when it comes to understand something like movement in
a city. Depersonalization, aggregation and privacy preserving
technology are all possible and would still provide planners and
operators with valuable and otherwise unavailable data, however,
the same infrastructure could be used for facial recognition,
tracking, and other activities.
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The lack of both standards for equipment performance and
data sharing coupled with the siloing of data by sectors and
manufacturers also raises concern for future data sharing adding
further layers of complexity to unlocking the potential of multi-
sector big data from IoT and city systems. A similar issue is
apparent in addressing the skills gap in those that might make
use of this data as big data provides its own challenges in data
wrangling and analysis and new tools and techniques need to be
applied and mastered.

Despite these issues and with respect to our hypothesis,
the Newcastle Urban Observatory has demonstrated that it
is possible to develop, deploy and utilize large scale, off the
shelf, urban sensor systems within this pluralistic environment
and that an integrated approach to the data collection and
curation has the potential to support city planning, management
and social awareness and develop new methods of appraisal
for future infrastructure or policy interventions and that this
can be done without undue technological lock-in. The data
collected by the project has been instrumental in informing
and validating policy decisions, as hypothesized, but also non-
policy interventions such as tuning of algorithms for traffic
signals and nudge-based approaches to alleviating dense crowds
during COVID-19.

An open and privacy-preserving approach has helped alleviate
concerns locally about the purposes of data collection and the
limits of what is being collected and used. COVID-19 has
demonstrated a need for agile decision making, strengthening
the case for real-time data and its associated analytics within
the decision-making process. The long-term viability of these
systems in the public realm depends on the value proposition that
can be made to maintain sensors, repurpose existing operational
systems and curate long term storage and access systems. Data
may be the “new oil” but information extraction does not
come cheap. In developing the value proposition there are a
number of areas that could support the creation and upkeep
of large sensor networks (i) to parameterise and validate new
models and digital twins of city systems or system of systems
(ii) to provide the data for new forms of analytics including
stochastic and AI algorithms (iii) to provide additional evidence
for planning and infrastructure (iv) to provide additional
and ongoing analysis of the impact of interventions across
different scales and sectors capturing unintended consequences

(v) automated reporting and regulatory services (vi) capturing
subtle and slow changes in city systems through data mining
(vii) enabling digital playback of city systems to understand what
happens when things go wrong and (viii) enabling agile, data-
centric decision making through the ready availability of real-
time data. However, to realize these goals the complex systems
of systems and interleaving strands of ownership, governance,
privacy, responsibility, value, technology, skills, and trust must
be coordinated in an unprecedented way.
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